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1 O PYKOBOCTBE IIOJIb3OBATEJIA

Hacrosimmm goKyMeHT copepXuT omnmcaHue skcruryatanyuy "KpuntoAPM", yauBepcasib-
HOT'O IIPOrPaMMHOTIO CPeZICTBa IS M POBaHMS U JIEKTPOHHOVI IIOAIIVICY JTaHHBIX.

PykoBO/ICTBO IIpefHa3HAUeHO IS IIMPOKOro Kpyra II0JIb3oBaTeslell. B HeM oObscHSIOTCS
OCHOBHBIE IIOHATMSA B 00JIacTV KpUIITOTrpaduecKom 3aluTsl MHPOpMaIy, HoApoOHO onm-
cbIBaeTcsl paboTa ¢ caMoVl IIPOrpaMMOV, OT YCTAaHOBKM M HACTPOVIKM /10 KOHKpeTHBIX 3amad. C
IIOMOIIIBIO IIPOrPaMMBI BbI CMOXKETe ITO/IIVICHIBATh JIEKTPOHHOV ITOMIVICHIO JOKYMEHTHI U IIPO-
BepsTh ee KOPPeKTHOCTh, M@ poBaTh M paclMdpoBbiBaTh daruibl, padoTaTh ¢ 1P POBEIMU
cepTrdMKaTaMI ¥ MHOTO€ IIPyTOe.

Marepwna pacrioslaraeTcsi 1o IpuHIIMITY «3aada -> Perenne». OmmicaHne compoBoX/ia-
eTcd IIpyMepaMy, WUIICTpalaMy 1 ojcKaskamut. I10JIb3yHTeECh TOUCKOM 10 TEKCTY PYKOBO-
ncrtsa (Ctrl+F), aTo Bam moMoskeT OBICTPO HAWTH HYKHBIN pa3zied.
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2 BBEIOEHUE

OBUIVE CBEOEHWMS O IIPOTPAMME

IIIndposanme

mmdposBaHue U pacidpoBaHe OTAeIbHBIX (PallIoB, ITaKeTOB 1
apXVBOB JaHHBIX;

nepermmdposaHue daiia B apec M3MEHEeHHOTO CITVCKa IToJTyda-
TeJieu;

pasMep mmdpyeMbIX JaHHBIX OpaHIYeH TOJIKO PariyIoBOI CHC-
TeMOVI U [JOCTYITHBIM CBOOOTHBIM MeCTOM;

OITHOBpeMeHHOe I poBaHyie HeOrPaHNYEeHHOTO KOJIIecTBa
daiios;

yIasieHve MCXOIHOTO dparia IocsIe mmdpoBaHys, B T.4. TapaHTUPOBaHHOe yIajleHue;
mmdposaHme JaHHBIX 110 ctaHgapTy PKCS#7, CMS;

3aJlaHNe pacIIpeHnI BBIXOTHBIX pariyIoB (110 yMOJTYaHMIO - *. enc).

DnekTpoHHasA nognvck (I11)

3JIeKTPOHHas IIOJIINCH OTHAEeIbHBIX (PavlIOB, [TaKeTOB JaHHBIX 11 apXVBOB;

BapuaHTHI 2JIeKTPOHHOVI ITOJIIVICH: IIepBIYHas, [JOIIOJIHNUTe IbHas (ITOIVCh JOKYMeHTa
HeCKOJIBKVIMM JIVILIAMM) VI 3aBePSIOIIas (MepapXis JIeKTPOHHBIX ITOIIIVICEV ¢ cOOoe-
HVeM YETKOV ITOCJIeI0BaTeIbHOCTY HOAIIVCY JOKYMEHTOB B OpraHmM3alum);
KJIaCCUYeCKMI ¥ yCOBePIIIeHCTBOBAHHBIN (POpMaThl 3JIeKTPOHHOVI IOIIVICH;

pexuM «KBarmduiiposaHHasi IOAINCH» (TEXHOJIOTS, KOTOpasi II03BOJIgeT C TOUHO-
CTBIO OIIpeIeIIATh, SIBJISIeTCS I CepTUdMKAT ITOAIVCY KBaIMPUIIVIPOBAHHBIM VIV HET)
nojgepKKa HOBOroO HallMOHAJIBHOTO cTaHapTa ar1eKkTpoHHoV nogmvcy [OCT P 34.10-
2012

IIpVIMeHeHVe paclIViPpeHHbIX CBOVICTB 2JIeKTPOHHOV ITOATINCH (BpeMs CO3[IaHMs ITOMIIN-
CV1, KOMMeHTapui1 I10JIb30BaTeJIs);

3JIeKTPOHHasI IIOAIVCh, OT/IeJIeHHas OT IIOJIIChIBaeMBbIX JIaHHBIX VI COBMeIlleHHas C
JTaHHBIMM);

ynasieHMe dparia Iocsie MOAIVICH, B T.4. TapaHTUPpOBaHHOe yIaJleHue;

pa3Mep HOAINMCBIBAEMBIX TAaHHBIX OrPaHYeH TOJIBKO ParvyIoOBOVI CHICTEMOTL U JTIOCTYII-
HBIM CBOOOTHBIM MECTOM;

OIHOBpeMeHHasl 00paboTKa HeorpaHYeHHOTO KOJIM4ecTBa arIos;

IevyaTh JIEKTPOHHOV ITOAICY Ha OyMaskHBIVI HOCUTETb.

Hane>xHoe xpaHeHMe KJII0MeBOV MH(pOpMannmn

U1 XpaHeHMs: Krodepoit mHpopMmanmm “KpuntoAPM” nnonpepxusaet paboty ¢ USB
ToKeHaMmu 1 cMapT-KapTamu Pytoken S, Pytoken DLII, Pytoken DL Flash, Pyroken
DUIT Bluetooth, PyToken Lite, Pyroken Lite SD, JaCarta PKI, JaCarta PKI/Flash, JaCarta
I'OCT, JaCarta 'OCT/Flash, JaCarta LT, eToken NG-FLASH (Java), eToken PRO,
eToken PRO (Java), eToken I'OCT, eToken PRO (Java), eToken T'OCT, eToken NG-
FLASH (Java), ESMART Token SC 64K, ESMART Token USB 64K, Gemalto IDClassic

nopgepxka nHrepderica PKCS#11

YILOCTOBEPEHI/IE TOYHOTO BpeMeHM IIOAIIVCH 3JIEKTPOHHBIX JOKYMEHTOB

9JIEKTPOHHAas ITOAIIVICh CO IIITaMIIOM Bpe€MEH,
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IIPOCMOTP ¥ ITpOBepKa ITaMIla BpeMeH! Ha ITOIIMICAaHHOM JJOKYMeHTe;
IIPOCMOTP ¥ ITpOoBepKa ITamiia BpemeHu Ha DI 1.

HJ’IVITQJ’IBHOQ (apxmsﬂoe) XpaHe€HME 3JIEKTPOHHBIX OJOKYMEHTOB, IIOAIIMCaHHBIX YyCO-

BEPILEHCTBOBAHHOM 3JIEKTPOHHOV IIOAIINCH

nongepxxka ¢popmata CAdES X Long (ycoBepitieHCTBOBaHHas 3JIeKTPOHHA ITOIINCE);
IIOKa3aTeJIbCTBO MOMEHTa IOIINCH JOKYMeHTa U AeVICTBUTEIbHOCTh cepTudrKaTa
KJTIOYa MOAIIMCY Ha 3TOT MOMEHT CTaTyCOB IIPV CO3AaHMM 2JIeKTPOHHOV ITOIIIVICH 1
IpoBepKe ee KOPPEeKTHOCT;

BO3MOXKHOCTb JI0Ka3aTe/IbcTBa KOPPEeKTHOCTY IOIIVCH U 1IeJIOCTHOCTY dpariyia Jiaxe I10-
cJle VICTedeHMs CpoKa JeVICTBIS cepTudmKaTa ITOIIVICHA.

ABTOoMaTM3anms paboThI ¢ IIPOrpaMMoO

VIHOVBUAYQJTbHBIE HACTPOVIKI, KOTOPbIe MOTYT YCKOPUTD BHIIOITHEHVIE OTHOTUITHBIX
oreparur;

KpuIrrorpadyeckiie orepanmm «OIHUM KIMKOM»;

BO3MOXXHOCTb y[IaJIEHHOT'O affMUHUCTpUpoBaHmsa paboudero mecta B PKI mHppacTpyk-

Type.

BcrpanBaame kpunrorpadgpun B MHGOpMaLIOHHbIE CUCTEMBI

“KpuntoAPM SDK” - 6ubimoTreka kpunrorpadndeckux GyHKIIN (co3aHa B COOTBETCT-
BUVI CO CTaHAapTaMy KOMIIOHEHTHOV Mozeri KommaHny Microsoft). B KoMIuiekT mocraBkm
BXOIWUT JOKYMEeHTaIIVs IS pa3paboTUMKOB, I7le OIMCBHIBAIOTCS CIIOCOOBI MHTErpalinm
“KpuntoAPM” ¢ BHemHMMM IIporpaMMaMi Ha ypOBHe IIPOrpaMMHOIO KOJ1a, IIpVBeleHbl
Ha3HaueHVe, XapaKTepUCTMKY, PYHKIIMM IIPOrpaMMBbl, a TakKKe IIPVIMephI UCIIOIb30BaHM
OCHOBHBIX OIIepalViL.

noaep>kKa MeXXIyHapOIHBIX CTAaHIAPTOB ¥ peKOMeHIaINit B 00/1acTi 3aIlUThI IH-
dopmarmm (X.509v1, v3, PKCS#7, PKCS#11, CMS, CAdES);

COOTBeTCTBIE TpeOoBaHMSM 3aKOHOAaTeNTbcTBa Poccmrickont Demeparm;
IIPEITPOEKTHBIV V1 IIPOEKTHBIVI KOHCAJITVHT CO CTOPOHBI CITeIVaIICTOB B 00J1acTy 3a-
IIUTBL THPOPMAIIMV 1 37IeKTPOHHOV IIOIIVICH;

oA poOHO TOKYMeHTMpOBaHHbIe (PyHKIINL;

IIOCTOSIHHOE pa3BuUTHe PyHKIIVOHAIBHBIX BO3MOXXHOCTEV! IIPOrPaMMHOIO IIPOYKTa;
XOPOIIIO IIPOlyMaHHBIV II0JIb30BaTeIbLCKUIL MHTepderic;

TexHI4YecKas IIoJIfIepKKa 1 COIIPOBOXKIEHIe.

Co3panmne pabounx mect B MiadpacTpykrype PKI

noazep>kka padotsl ¢ Microsoft Certificate Authority n [TAK «KpwumrrolTpo YLI»;
VICIIOJIb30BaHVe B KauecTBe pabodero MecTa [isl B3aMMOZIEVICTBIIS C Y IOCTOBEPSIFOLIIIM
LIEHTPOM

IIPOCMOTP MH(POPMALIMK 1 IIPOBepKa TEKYIIEro cTaTyca L poBoro ceprmdmkara, 3a-
Ipoca;

OOHOBJIEHIE CITVICKOB OTO3BAHHBIX CEPTM(MKATOB IIPOM3BOAVTCS 10 BCEM yIIOCTOBE-
PSIOIIVM IeHTpaM (KaK KOPHEBOMY, TaK M IIPOMEXyTOUHbIM), BXopsmmM B [Ty Ts cep-
THUKALIMM IIPOBEPSIEMOT0 CepTIdIKaTa;

revaTh Ha OyMaKHBIVI HOCUTeIb MH(OPpMAIIY O cepTudmKaTe, 3arpoce;

VIMIIOPT ¥ 9KCIOPT CepTNQUKATOB, 3aIIPOCOB, CIIVICKOB;
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e pabora co CIpaBOYHMKOM Ha3HauYeHUN CepTdIKaTOB;
e IIPOCMOTP CIIVICKa KJIFOUEBBIX KOHTeVIHEePOB.
e HojjepXXkKa XpaHwinia g posbix cepTrdukaros mist Active Directory

Ynpasnenune kpunronposanaepamu (CK3W)

e TIO[JIEP>KKa POCCUVICKOTO cepTrdUIIMpOBaHHOrO Kpunronposaraepa “KpurrrolIpo
CSP”

e TOnepXKKa CTaHIAPTHBIX KPUIITOIIPOBariaepos, Bxoxasmmx B roctapky OC Windows

e TmonepXXKa KPUIITOIPOBalepoB, pa3paboTaHHbIX 10 TexHostornu Microsoft CSP
("Signal COM CSP”, “ViPNet CSP”, “AVEST CSP”, “Tumar CSP”);

e mnopaepxka Kpunrorposaraepa KpumnrolIpo YOK CSP (CK3M “KpunrolIpo CSP” Bep-
cum 3.6.1 BapuaHT ucrosHeHs 8);

e IIPOCMOTp CHMCKA yCTAaHOBJIEHHBIX VM pa3pellleHHBbIX K VICIIOIb30BaHUIO KPUIITOIIpOBali-
IIepoB 1 VX IIapaMeTpOB;

e TPOCMOTP M PWIIBTpALIM COVICKA KPUIITOIIPOBaIIePOB.

MopyapHasa apxuTeKTypa

e Monyne TSP nipegHasHayeH 171 yIOCTOBEpeHMsl TOYHOTO BpeMeH CO3/JaHMs 3J1eK-
TPOHHBIX JOKYMEHTOB C IIOMOIIIBIO IIITaMIIOB BpeMeHM

e Monyne OCSP nipeHasHadeH 115 IIOJTyYeHNs B peaJlbHOM BpeMeHM MH(opMalum o
cTaryce IMQPOBBIX cepTUdPUKaTOB

e Mopyme “KpunroAPM Browser plug-in” (BxomuT B cocTaB OucTprOyTHBa) IpegHa3Ha-
YeH IS M poBaHs 1 pabOTHI ¢ 37IeKTPOHHOV TIOAICHIO B TIOMYJISIPHBIX BeO-
Opaysepax.

o JIna xomiuiekta «KpuntoAPM CranpapTPRO» momysm TSP 1 OCSP BximroueHs! B co-
CTaB

2.2 TPEBOBAHWVI K AIIITAPATYPE Y IPOTPAMMHOMY OBECITEUEHWIO

B aTom pasperne nepeunciieHsl MMHMMa IbHBIE TpeOOBaHMs K aIlllapaTHOM ¥ IIPOrpaMMHO
JacTy pabouero MecTa, cepsepa, a TakKe TexHUYecKe TpeboBaHMs K ceTy, KOTopble obecriedaT
cTabmiIbHYI0 paboTy rporpammel «KpunroAPM».

2.2.1 TIOOOEPXXVBAEMBIE OIIEPAITMOHHBIE CMICTEMbI
ITporpamma «KpunrroAPM» paboTaeT B ciielyfoIyx ollepallOHHbIX CHCTeMax:

32-paspsannsble xwineHTtckue: Windows 8.1/8/7/Vista/ XP
32-paspsnable cepepHble: Windows Server 2008/2003
64-paspsnasle wieHTcke: Windows 8.1/8/7
64-paspsigHsle cepsepHble: Windows Server 2008 R2

2.2.2 MWHVMAJIbHBIE TPEBOBAHMS K AIIITAPATHOV YACTWU

TexHu4ueckne TpeGoBaHM K pabodyeMy MecTy

Texauueckas XapaKTepUuCTNKa MuHMaIbHOE 3HaUEeHMe

ITpoueccop Intel Celeron 1,8 I'T1g,

OneparvBHas aMsTh 256 Mbant
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CB0OOOIHOE MeCTO Ha KeCTKOM IVICKE 35 Mbairt

CereBov1 afanrep 100 MowuT

TexHnueckne TpeGoBaHMA K cepBepy

Texauueckas XapaKTepUCTMKa MunanMaIbHOE 3HaUYEHME

ITporeccop Intel Celeron 1,8 I'T1g

OneparvBHas aMsTh 256 Moant

CB0O0OOIHOE MeCTO Ha KeCTKOM IVICKE 35 Mbairt

CereBoi1 azanrep 100 MGuT

YcraHosnenHas onepanyonHasi cuctema (OC) 2003 Server (32 6ura)

YcranosienHas CYDB/] Microsoft Access, MySQL 5.0, Microsoft
SQL

Microsoft Data Access Component Tpebyerca

Cepsep 11S 6.0

TexHn4geckme TpeOOBaHMS K CETM:
e Bce paboyrie CTaHIINN VI CepBep TO/DKHBI OBITh COEMVHEHBI JIOKAJTBHO CETHIO IIPOV3BO-
IINTEJIbHOCTRIO He MeHee 100 Mowt/ c;

e [IOCTYII K ceTu VIHTepHeT (115l co3aHms yCOBePIIIeHCTBOBAHHOV ITOIIVICHA).

2.2.3 MWUHVUMAJIbHBIE TPEBOBAHMS K IIPOTPAMMHOM YACTU

JIJIsi KOPpeKTHOVI yCTaHOBKM UM 3KCIUTyaTarmy mporpammel «KpuntoAPM» Ha pabouem
MecTe HeoOXOIMMO HasIi4ye CIIedyIoIero IporpaMMHOroO o0ecrieueHs:

e cepsuc-naku XP SP2/ 2003 SP1 (B 3aBucumMocTy OT ycTaHosiieHHOM OC);

e BeO-Opaysep Microsoft Internet Explorer sepcum 6.0 11 BbitIe.
2.3 TPEBOBAHM K COBMECTVIMOCTU

2.3.1 ITIOOOEP>XXKMBAEMBIE KPUIITOIIPOBAVIIEPBI

ITpenycranosienHsle kpunrorrposanzepbl OC MS Windows:
- Microsoft Base Cryptographic Provider v1.0
- Microsoft Base DSS Cryptographic Provider
- Microsoft Enhanced Cryptographic Provider v1.0
- Microsoft Strong Cryptographic Provider
- Microsoft Enhanced RSA and AES Cryptographic Provider

Kpunroniposanipepsr KpunrolIpo CSP (Bepcun 2.0, 3.0, 3.6, 3.9, 4.0).

Paspaborunk- kommaams «KPUTTTO-TTPO», Poccnss, www.cryptopro.ru
- Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider
- Crypto-Pro GOST R 34.10-2001 KC1 CSP
- Crypto-Pro GOST R 34.10-2001 KC2 CSP
- Crypto-Pro Cryptographic Service Provider
- CryptoProGOST R 34.10-2001 UEC CSP
- Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider
- Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider


http://www.cryptopro.ru/
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e Kpunrollpo Pyroken CSP, coBmectHas paspaborka xommaumit «KPUTTTO-ITPO» u
«AKTHMB», OCHOBaHHas Ha MHTerparum Kpurromnposangepa «KpumrolIpo CSP» 1 USB-
TokeHa «PyTtoken DLI», Poccus, http:/ /www.rutoken.ru;

e Kpunrollpo eToken CSP, coBmectHas paspaborka kommaaum «KPUITTO-TTPO» u
Ananyiye», ocHOBaHHasi Ha WMHTerpauym Kpunronposanaepa «Kpumrollpo CSP» n
USB-tokena eToken, Poccus, http:/ /www.aladdin-rd.ru;

e ViPNet CSP, paspaborunk - komnanms «/Hporeke», Poccns, http:/ /www.infotecs.ru;

2.3.2 T1IOOOEPXKUBAEMBIE OTUY>XXITAEMBIE KJTFOUEBBIE HOCUTEIN
[11s1 HazleXXHOro XpaHeHMs KiltoueBon MH@opmanym B nporpamme «KpuntoAPM» BeImior-
HeHa COBMeCTVMMOCTD C pSI):[OM HaVI60JIee HOl’Iy}ISIpHI)IX Moueneﬁ OT‘IY)KLIaeMBIX HOCUTeJIen (TO—

KEHOB) POCCUVICKIIX KOMITaHIA:

Mogenm JaCarta (xkommaams «Aladdin», http:/ /www.aladdin-rd.ru)
— cmapr-Kapthl JaCarta PKI, JaCarta TOCT,
— USB-tokennbr JaCarta PKI, JaCarta PKI/Flash, JaCarta T'OCT, JaCarta
I'OCT/Flash, JaCarta LT.
Mognenm eToken (kommarms «Aladdin», http://www.aladdin-rd.ru)
- cmapt-kapTel eToken PRO (32K/64K), eToken PRO 72K (Java), eToken I'OCT,
— USB-tokens! eToken PRO 72K (Java), eToken 'OCT, eToken NG-FLASH (Java).

Mognenn PyrokeH (kommaHms «AKTUB», http:/ /www.rutoken.ru)
- Pyroken S 32K0, 64K6 1 128K06
- Pytoken S aus3 ®CTOK 32K6, 64K06 11 128K06
- Pytoken DUII, Pyroken DLIIT cept. ®CB, Pyroken DLIIT micro, PyToken DLIIT
micro cept @Cb 64K

YHusBepcanbpHas 371eKTpoHHasA KapTa (KoMmmaHmst OAO «YDK», caiiT mponsBoimnTeris)

Mopem1 ESMART (OOO "VHTesuleKTyaIbHBIe CHICTeMBI yITpaBileHus OuszHecoM")
- ESMART Token SC 64K
- ESMART Token USB 64K

Gemalto IDClassic (3AO 'TAMMA-KAPT")
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http://www.aktiv-company.ru/
http://www.rutoken.ru/products/all/rutoken-ds/
http://www.rutoken.ru/
http://www.rutoken.ru/partners/tech/cryptopro.html
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2.3.3 OBPABOTKA CEPTU®UKATOB PA3JIMUHBIX YIOCTOBEPSIOIIMX IIEHTPOB
ITostb30BaTeI IPUIIOXKEHMs VMMeIOT BO3MOXHOCTh paboTaTh C cepTudUKaTaMy, BBIITY-

IIeHHBIMM KaK POCCUVICKVIMM, TaK ¥ 3apyOeXXHbIMI yiiocToBepsomymy teHTpamu (YLI):

e Ob6pabotka ceptudmkaTos Y1l 13 crmcka ToBepeHHBIX yiocTosepsommx 1eHTpos OI'VIL]
(mopnepxmsarortve asroput™m T'OCT P 34.11/34.10-2001), canit MuHaKOMCBs131 PD

e Obpaborka ceprudmkaros Y1, BBIIyIIeHHBIX C MCIIOIb30BaHMEM CePTUMUIIVPOBAaHHBIX
cpencts m3pgaHus ceptudmkaros (Kpumrollpo VLI, YII Mockosckont obiracti, 3A0 «Ymo-
cropepsiroruit LleaTp» Cankr-Iletepbypra, Harmonasasiz Y1 v 1ip.)

e OOpaboTka cepTndMKaTOB, BBITYIIEHHBIX C MCIOIb30BaHeM HecepTUUIIMPOBaHHBIX (3a-
pyOexHBIX) cpencTs m3gaHus ceprrdmkaros (VerySign, Thawte).

24 BEPCUM IIPOTPAMMbBI I CUCTEMA JIMIIEH3UPOBAHMSI

Bepcns «KpunroAPM Crapt»

becruiatHag Bepcusi mporpammel. PasperiaeT nopmnmceiBaTh U M posaTh pariibl C Ipu-
MeHeHMeM Kpurtorposariepos Microsoft. C momompio Bepcuy «CTapT» BBl MOXKeTe ITpoBe-
PSATh KOPPEKTHOCTh 3JIeKTPOHHOVI MOAIVCK Ipu padoTe ¢ kpunrorposaigepom «Kpurrollpo
CSP».

Bepcns «KpunroAPM Cranpapt»

ITonxodyHKIMOHaTIbHAsE Bepcus Iporpammel. [IpenHasHadeHa It mopmmcu M mmdpo-
BaHMs 3J1eKTpoHHBIX AaHHBIX. [lommepxxmBaer poccuiickme I'OCT asropurmel mopmmcu m

i poBaHML.

Bepcns «KpunrroAPM Cranpapt [Iroc»

PacimipenHas Bepcys MporpaMMBI [UIs I PpoBaHMs ¥ HOAICK JaHHBIX. B ominume ot
crargaptHoit Bepcuy, «KpunroAPM Cranpapt ITmoc» nopgmepxusaeT paboTy ¢ TOKeHaMu U
CMapT-KapTaMu ¢ Kpurrrorpadwen “Ha 60opTy” 1 Hem3BIeKaeMbIMI KITIOYaMIA.

_ ' YT0oOBI yHIPOCTUTH IIEepBBIe IIary II0 M3y4deHuto mporpammel “KpuntoAPM”, Mbl 13-
& . MeHWIM CBOIO JIVIIEH3VOHHYIO NOIMTHKY. Terepb TeM, KTO BIepBble 3HAKOMUTCS C

L y

BO3MOKHOCTSIMV IIpOTPaMMBbI, He TpeOyeTcs 3alpalvBaTh BpeMeHHYIO JIMIIeH3Mo. B
tedeHve 30 gHeVt c MoMeHTa ycTaHoBKM “KpunrroAPM” pabotaer B pexxvmve “Crangapt [Iroc”
C MaKCVMaJIbHBIM HaOOpOM (PYHKITMOHAJIBHBIX BO3MOYKHOCTETL.

OsnakomuresibHasa Bepcua HE jura kommepueckoro wcnonbsoBanms. [lo mcreuenvim 30

IIHeV IMporpaMMa aBTOMaTHYecKy IlepekrodaeTcs Ha Bepenio “CrapT”, KoTopasi MeeT psifl Or-
paHMYeHnV 110 CPaBHEHMIO C II0JIHO(YHKIMOHAIILHOV BepCuer.
[11s1 Ilepexofia Ha IPYIyIO BEpCUIO JJOCTaTOYHO IIPOCTO IIPMOOPeCTy 1 YCTaHOBUTE CIIeIN-

aJIbHYIO JINIIeH3MIO (IlepeycTaHaB/IMBaTh IIporpaMMy He TpeOyeTcs).

—

1
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2.5 KOMIUIEKTbBI, B COCTAB KOTOPBIX BKITFOUEH « KPUTITOAPM»

KpunrroAPM Cranpgapt PRO

KprntoAPM YOK

KpunroTpn

eToken KpuniroAPM

CK3W KpunroAPM 4

Kowmrutekt, cocrositumit m3 ymmueHsun Ha «KpunrtoAPM Cras-
mapt», «Kpumrollpo TSP Client», «KpumnroITpo OCSP Client».
[IpenHasHaveH IS CO3MAHMSI M IIPOBEPKM YCOBEPIIEHCTBO-
BaHHOTO (popMaTa 3JIEKTPOHHOVI TIO/TIVICHA.

Kowmrutekt, cocrositumit m3 ymmueHsun Ha «KpunroAPM Cras-
mapT», eguHoro aucrpubyrmsa Ha «KpuntoAPM» n «Kpur-
tolIpo YOK CSP», cunteiBaTensa kapt YOK. Ilo3sosgeTr nmopmnm-
CBIBATh C ITOMOIIIBIO YHUBEPCAJILHON IEKTPOHHON KapThl (IIpu
HaJIMamM JIMYHOTO cepTudmKara) abcoIoTHO JIf00bIe paribl.

Kowmruiekr, cocrosiumit 3 iuieHsum Ha «KpuntoAPM Cran-

napt», «KpumrolIpo CSP» n kiroueBoro Hocuresst «PyToKeH».

Kowmruiekr, cocrosiumit 3 iuieHsun Ha «KpuntoAPM Cran-
napt», «Kpumrollpo CSP» m wioueBoro Hocuress eToken
PRO.

4 Bepcus mnporpammbl «KpunroAPM», mmMeer cepTudmKaThb
coorBeTcTBUA DCH PD.
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3 TIOArOTOBKA K PABOTE C IIPOTPAMMOM

3.1 YCTAHOBKA IIPOTPAMMBI

Ycranoska nporpammer «KpunroAPM» HoiDKHA OCYIIECTBIIATHCS IIOJIb30BaTeIIEM, VIMEIO-

IITVIM ITpaBa AJIMVHVCTpaTOpPa CYICTEMBI.

1. s ycraHoBku 1iporpammbl  «KpunroAPM» 3amycture Ha wcnojiHeHMe — daml
TrustedDesktop x.x.exe (rmge x.x. - HoMmep Bepcun). OTKpoeTcs MacTep ycraHOBKM «Kpwri-
TOAPM».

2. Ha sToMm m1are BeIOepuTe BapMaHT YCTaHOBKIAL:

e bricTpast ycTaHOBKa (peKOMeHIyeTcs)
BricTpas ycraHOBKa IMpOrpaMMBl, BKITIOYaeT BCe JTOTIOJTHUTe IbHbIe KOMIIOHeHTHI. TpeOyeT Ham-
GosIbllrero oobeMa MecTa Ha JIVCKe.

e HacrpanBaemas ycTaHOBKa

YcTaHoBKa ¢ BBIOOPOM HOHOIHUTEIPHBIX KOMIIOHEHTOB (MOJIyJIen K mporpaMMe). PekomeHy-

eTcsl JIJ1s1 OTIBITHBIX I10JIb30BaTesIer.

ﬁ! Mactep ycranoekn "KpuntodPM" =l ﬂ]

BacC NpUBETCTBYET MacTep YCTaHOBKH
"KpunToAPM Crangapt” 5.3.0.8926 n
"KpunToAPM Mnoc” 1.0.2.8926

MacTep yoraHoBuT "KpunToAPM® Ha Baw kKoMnstoTep. AnA
NPoLOMHEHUA HEHMUTE “[Janes”, AnA BeIX0AS M3 MACTEPE
YCTaHoOBKM - "OTMEHE

MPEAYTIPEA AEHME: JaHHaA NporpamMMa 3alMULEHE 3aK0HaMH
00 EETOPCKMK NPaBax M MEXI YHEPOAHEIMA COMNALWEHHAMM,

(@) BbiCTpan yCcTaHoBKa (peroMeHayeTos)

(7 HacTpaveaeMas yoTaHoBKS

Copyright 000 "UndpoBeie TexHonorm”, 2015

< Hazag [ Hanee = ] [ OTmena ]

3. Haxmure [Janee 11 npomopkeHms ycraHoBkM (i OTMeHa 11 BeIXOfa M3 MacTepa yc-
TaHOBK).

4. Cremyrommmyi IIar 3aBVICUT OT TOTO, KaKOVI BUJL YCTaHOBKY BbI BBIOpaJINL.

ITpu BEIOOpPE OBICTPOVI yCTAaHOBKM BbI Cpasy IepexoiuTe Ha CJIe/Iy oI IT1ar yCTaHOBKA.

HpT/I BI)IGOpe HaCTpaI/IBaeMOﬁ YCTaHOBKM Bbl MOXXETE YKa3aTb:

- KaKye 13 MOJ1yJieyl Hy>KHO YCTaHOBUTD
- OUPEeKTOPUIO Ha BallleM KOMITbIoTepe, Ky/la ITpujIoKeHue OyJieT yCcTaHOBIJIeHO.
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’ﬁ MacTep ycTadHoskn "KpunTolPh" E 'E'@ﬁ

HacrpanBaeMan YCTaHOBKA

BrIDEpMTE NApaMETPRI YCTEHOBKM KOMNOHEHTOE NPOrpaMMEl.

AnA MSMEHEHWA NAPaMETPOE YCTaHOBKM KaKOro-nibo KOMAOHEHTE WENKHWTE
EDDTEFETL_FEW}CILLI.Mﬁ 3HE4Y0K B PaCNoNCKEHHOM HIHKE AEPEBE.

IEI """" g;l KDHHTDAPM ':TEH]:I.EII:ITr Munynb M0 0 SN mmﬁu
p— Moayne TSP LITEMMOE BpeMEHK (TSP),
Moayne QCSP

Moayne “YCOBEPWEHCTE

R — A Bru:u':'\'ser plug-in JNA yCTEHOBKK STOMD KOMNOHEHTS
2= '| HpurToAPM Mkoc Heobxoaumo 7216KA Ha #ecTkom

[ Q'I Moayne PKCS#£11 OHCKE,
{ | 1l F
Ofzop...

< Hazan ][ Lanes = ] [ OTHEHE

5. OsHakoMbTech C YCJIOBUSAMM JIMLIEH3VIOHHOTO COIJIAallleHMs, B CIydae COIjlacusi OTMeThbTe
COOTBETCTBYIOLIVV ITyHKT U HaxkmuTe HauaTs.

'1_1{'}! MacTep ycranoekn "KpuntoAPM" EI'E'@

NHUUeHZnoHHOe CornaleHne i
I'Il:umanyﬁn.—ra, EHMMETENEHD NPOYTHMTE CnedyilWes NMUEHIMOHHDE

CornaeH4e,

JHIOEHIHOHHOE COITAIITIEHHE

BruvmareasHo 03HAKOMBbTECH C YCIOEHAMH HacToAmeroe
JIHMEHIHOHHOTD COlIAIleHHHA opexie 4HWeM VCTAHAEBJIHBATE.
KONHPOBATE HIH HHBIM nﬁpaaum HCOOIBICBATE NPpOTrpaMMy TLTH

IBM KpaoroAPM.

Hactoamee mumensmoHHoe cormamende (panee - Cornamenne)
ABMASTCA MOPMOMYECEM 0043aTeNBHBIM TOKYMEHTOM, SarIFdacMBIM

wravrrmrr Koassrrarrratr ol lriedvnanr ra caveramarrress sr Blasers rearrarrrer mas

A NPKHUMED YCNOBWA AEHHOMD NMUEHIWOHHOMD COrNalleHIa

Copyright 000 "LindpoBeie TExHoONOrMK®, 2015

[ MevyataTe ] [ < Hazag ][ HavaTe ][ OTMeHa

6. Haunercsa ycranoBKa IporpaMMbl Ha KOMITBIOTEP.
7. Ilo okoHUaHWUM yCTaHOBKM HaKMMUTe KHOIIKY I'oToBo. /114 3aBepliieHns yCTaHOBKM Ilepesa-
rpy3uTe KOMIBIOTEP.
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3.2 YCTAHOBKA JIMLIEH3UU K IPOTPAMME

ITocste ycTaHOBKY IPOrpaMMBI

ITporpamma «KpuntoAPM» pacmpocTpaHs-
eTcsl C yXKe BBeIeHHBIM KITFOUOM BpeMeHHOV
JIALIEH3UM, KOTOpasl HauMHaeT [e/ICTBOBATh C
MOMeHTa YCTaHOBKM U 3aITycKa IIPOrpaMMBI.

Bpemennas mueHsus BbgaeTcs CpokoM Ha 1
MeCLI, I10CJIe MCTeYeHWSI KOTOPOro II0JIb30-
BaTellb AOJDKEH IIPMOOpecT IIOCTOSHHYIO

ymriensuio. 3a 10 1Hew 4o OKOHYaHMS CpoKa

Oyner mnpemynpexaars o HeoOXOIMMOCTI
IIPUOOPECTV ITOCTOSHHYIO JINIIEH3NIO.

PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

rpammuicta B dopmare PDF 11 MeHIo MacTepa yjajleHs IPOrpaMMBI.

cosgassl nofgkaTtasiorn Digt\Trusted\Desktop.

B MeHI0 Ilyck > IIporpammel nossurcd rpyima «KpunrtoAPM», KoTopast cooep>XUT MeHIO
BBI30Ba IVIaBHOIrO OKHa ItporpaMMbl «KprunTtoAPM», mokyMeHTanyy mosib3oBaTesIs 1 Ipo-

B YKa3aHHOM IIpM yCTaHOBKe KaTajlore (II0 yMosrdaHMIio B Katajiore Program Files) GymyT

-

MpuoBpeTeHne AMLEHINA

=5)

CTETYC MHLEHZMA

JMUEH3MA HEAEHCTEMTENBHE UK OTCYTCTEYET

OdropMnTb 3aKa3 Y NPOSBOANTENA

Ana npoaomxesa pabioTel HeobxoaMMo NPUOBPECTI NMUEH3WMID

@ K‘{I'Ill'l'b OHNAHH B HHTEpHET-Marasuie ﬂepeﬁTM

IEeVICTBVSI BpEMEeHHOV! JINIIeH3UN IIporpaMMa e

Ecnu mosib3oBaTestb He BBeJT IIOCTOAHHYIO JIMIIEH3UIO B T€YeHNe 30 IHEer ¢ MOMeHTa yCTaHOBKW,
I10 MICT€YEHMI O3HaKOMUTEJIPHOTO IIep1Oda ITporpaMMa aBTOMaTMYECKN IIEPEK/IIOYAETC s Ha Bep-

co “Crapt”, KOTOpas MMeeT Pl OrpaHYeHNIT IT0 CpaBHEHMIO ¢ TI0JTHOYHKIIVIOHAJILHON Bep-

Bepcusi «KpuniroAPM CrapT» He TpeOyeT permcrpamnui v BpeMs ee VCIIOIb30BaHMsS He

orpanmyeHo. Bepcvm «KpuntoAPM Craamapt» 1 «KpunroAPM Cranpaprt Ilmroc» TpebyroT

BBOZIa JIMIIEH3MOHHOTO Kmouda. O ToM, Kak ImpuodpecTn JmMIleH3Mo K mmporpamme «Kpuirro-

APM>», untante B I1aBe KyOouTs mporpaMmy.

MOJKeTe CIIeTyIOIIVIMI CITocobaMui:

yepes r11aBHoe oKHO (ITomonik > YcTaHOBUTE JIMUIIEH3MIO)

& KpuntoAPM

H v
i Moprucate [Mposeputs 30 Lng
o &

Ceptudukare
{5 Nuuroe xparunnwe cepri
A=) Ceprudkarter apyri non
{5 Npomesyrounsie yenTpel
{5) Losepennbie kopressie
; {5 Ceprudimkarel gomena dig

l Cnucok AKKPEANTOEEHHBL

=-[=] 3anpoce Ha ceprudrnkar

Daitn  Mpodwan  Hacrpoiikun m

KFIETKDE PYKOBOACTED NOMB30EITENA
p)’KDED,ﬂ,CTED NoNe30BATENA

PykoBOACTED NporpaMmMucTa

TexHudeckan nognepxka
Kynute KpuntoAPM

YcTaHoBMTE AHUEHIMHD

O nporpamme

e
B30
cg|
HT
t.lo

Peeucmpayus npodyxma 004xHa ocyuecmBasimovca noav3obamensem, umeruwum npaba aomu-
HUCMPAMOopa CUCeMbi.

3aperucrpuposath nporpamMmy «KpuntoAPM» (ycTaHOBUTB JIMIIEH3MIO K IIPOrpaMMe) Bbl
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e Yepe3 3HAYOK Ha INTaHeJIV 3a/ia4 (YCTaHOBKa J'II’IHQHBI/II/I)

0 nporpamme...

MNognucatk...
NoBaenTe NoANUCE. ..
3aBepuTE NOAMNKCE...
Jawndpoeate.

Mognucate W 3aWMGPoBaTE..

MpoeepuTs NoOANKCE...

CHATE M NPOBEPUTE NOANKCE...
Paclwundposats...
MpoCMOTPETE ADKYMEHT. .

Pacwimndposate W NpOBEPUTE NOANWCE...

KeannduunposaHHan Noanuce
¥ ¥npowennsiii peskum paboTsl

Hactpoiikn 3
Otepeme KpuntoAPM

Brrog

L )
“ -

Hactponte...

=

RU P ¢y 2
=0 30,00.2014

[
YT0O6RI 3aperncTpupoBaTh MPOrpaMMy, BBITOJIHUTE CJle/IyIoIIye IIar:

1. B oxne O mporpaMmme HaXMUTe Ha KHOIIKY YCTaHOBUTD JINIIEH3UIO:

O nporpamme E

Mporpamma «KpunToAPM= npeaHasHaqYeHa ANA PEWEHHMA 3aAa4H 3aWuThl
WHPOPMALYK B rOCYAEPCTEEHHBIX CTPYKTYPaX M DM3HECE, @ TAkMHKe 3aWnThl NMYHOR
MEPENMCKK, AOMALWHWX AOKYMEHTOE W QaAnoe.

CTaTyc NMUEH3MK
MUUEHEMA AENCTEMTENEHE

WHGOPMALIA 0 NULEH3MM | PaspelisHHbIE KPUITONPOSAHAEPHI

=
o
<
O
C
=
Q
X

Bepo1a nporpammel KpunToAPM CTanaapT Moo 5
Homep chopku 5.3.0.8925

CEpPMIAHBIN HOMED MMLEHZMK TDSCA+KRHPK-CGRWR-FCKHC-AAD. ..
[aTa MCTEYEHMA NMUEHSMI BeccpodHas

WcnonesosaHue Mogyna PRCS11 ExnroqeHo

WecnonezosaHue mogyna TSP BrnrodeHo

TecToEaA reHepaUMa 3anpoca Ha ... YonewHo

Wecnonesosanue mogyna OCSP BrnroqeHo

TecToBadA reHepauma sanpoca e O...
MononbsoeaHre Mogyna “YoosepLw. ..

HeyanadHo (MpoBEPETE KOPPEKTHOC. ..
ExnroqeHo

[ YCTAHOBMTE MUUEHIMID ]

——
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2. JHoctyn K pyHKIMOHAIBHOCTHU ITporpaMmMbl «KpuntoAPM» 11 ero MomysisiM peryyimpyercs
uLeHsusIMI. BeeyTe H@OpPMAIINIO COMIacHO BBIIAHHOV BaM JINIIEH3N:

L .y
BeeguTe MHPOPMELMID O AMLIEHSHKA ﬁ

NMueHsua Ha KpuntoAPM

Monezosatene  MeaHos MeaH MeaHoBWY

CEpUAHLIN HOMEP MMUEH3MM  TDSHO

Muerzma Ha KpunTolpo TSP Client

CEpUIRHEN HOMED NMUEH3M  TAL 2

MiueHsA Ha KpunTolpo OCSP Client

CEPMIAHBI HOMED MMUEHSMA DAL PO OrE

[ Ok H OTMeHa ]

ITpu ycnertom perncrpanyv mporpaMMsl «KpuntoAPM» Bo3HUKHeET coobImieHvie 06 3ToM.

B saxinankxe VIndopmanmsa o auiieH3sum orobpaxaercss MHPOpMAIMA B COOTBETCTBUM C
VICIIOJIb3YeMOV JIniieH3men Ha rporpaMmy «KprunrtoAPM»:

e Bepcyus NPOAYyKTa

e HoMep cOOpKM AMCTPUOYTVBA IPOTrPaMMBI

e CepUVHBIV HOMEP JIVIEeH3UN

e VM IIOJIB30BATeJISA IIPOrPaMMBbI

e OpraHmsauys, KOTOPYIO IIpeACTaBIIgeT I10JIb30BaTeIb

e a/pec JIeKTPOHHOW IOYTHI I10JIb30BaTesIs

*  VICIIOJIL30BaHVe [JOIOJIHUTEIbHBIX MOTYyJIeVt
e Jpyrue

?
. Ipu padome ¢ Modysem TSP npoBepaemcs cmamyc AuyeH3uu Ha npopammuoe obecneueHue
«Kpunmollpo TSP Client».

¥ Ipu padome c Modysem OCSP npoBepsemcs cmamyc Auyen3uu Ha npozpammHoe obecneverie
.| «Kpunmollpo OCSP Client».

ITpu ncnionb3oBanMy JileH3MM K KoMIwieKTy «KpuntoAPM CranmaptPRO» aBToMaTtige-
CKM BKJIIOUAOTCA JmileHsuu Ha Momysm TSP 1 OCSP.

3.3 YOAJEHUE TIPOTPAMMBI

Yaamte nporpamMmy «KpnmroAPM» MOXHO CII€TYIOITMI CIIOCOOAMIAL:
e CTaHJAPTHBIMU CpeJICTBaMM oIlepallMoHHON cucTeMbl Windows;
e  CIIOMONIBIO MPOTrPpaMMBbl YCTaHOBKM U yaasieHns «KpunrrtoAPM»;
e Uepe3 IJIaBHOE MEHIO OIepallVIOHHOV CHICTeMBbI

Ona ynaneansa «KpuntoAPM» crangapTHbIMU cpeacrBamy Windows:
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1.

Haxxvmre Ha xHOnKy Ilyck, B rimaBHOM MeHto Windows otkporite Ilanesnns ynpassieHus. B
okHe Hacrporika nmapaMeTpoB KOMIBIOTepa aKTUBU3MpPYMTe ApiblK IIporpamMmer 1 Kom-
IOHEeHTHL.

OTKpoeTcsd OJHOMMEeHHOe OKHO, B KOTOPOM IlepednciIeHbl IIporpaMMBbl, YCTaHOBJICHHbIE Ha
KoMIibioTepe. Beibepure B crmcke nporpammy «KpuntoAPM», HaXMuTe Ha KHONKY Ynia-
JIUTH VI IOATBEpANTe pellleHre 00 yaaJeHnn.

Xogm mporiecca yrnaseHus OyeT oTodpaXkaTkcsd B Bue MHAMKaTOpa IIporpecca B Creryaib-
HoM okHe. [To 3aBepiienuu mporiecca nporpamma «KpunroAPM» OyaeT yaaiaeHa ¢ KOMITb-
foTepa 1 13 CIIMCKa JIeMeHTOB Y cTaHOBJIEHHbIe POrPaMMBI.

s ynanenus «KpunrtoAPM» depes riiaBHOe MEHIO OIlepallMiOHHONM CUCTEeMbI:

1.

Hampawure Ilyck > Bce mporpammel >KpuniroAPM. B crincke navimure Ymanure Kpunro-
APM vt akTMBU3UPYWITE KOMaH/Ly.

, KpunToAPM
€ KpuntolPM
|| PykoBogcTee Nons3oeaTens
|| PykoBCACTED NpOrpamMmMMcTa
B Yganure KpuntolPM

; KPUOTO-MPO

41  Hazag

Haunercsa ynaenue mporpammbl «KpuntoAPM». Xop, mipotiecca oToOpakaeTcs B BUjle MH-
AVKaTOpa IIporpecca.

‘,‘l'-"

MaéT yaanenwe KpunToAPM CTaHaapT ...

wiliy,
T

-
Fpgi¥

ITocste 3aBeplieHMs 3TOroO IpoIecca BOSHMKHET coolIeHne ¢ MHOpMalyel O TOM, 4TO
nporpamma ypaineHa. Haxvure Ha kHonky I'otoso.

' 451 3aBepuieris npoyeoypsl YoaseHus Heodxo0UMo BbnoiHums nepesa 3KY KOMMNbromepa.
L8 I p poyedypoL Y pesazpysky p

L

s ynaneausa «KpuntoAPM» ¢ OMOIIIbI0O MacTepa yCTAaHOBKM:

1.

3anyctuTte Ha ucnoiHeHue dait TrustedDesktop x.x.exe w3 mucTpuOyTHBa MPOrpaMMEL
Orkpoetca mactep ycranoBku «KpunroAPM». HaxxmuTe kHOnKy Haee.

2. OTKpoeTcs OKHO, B KOTOPOM BbIOepuTe onepaliuio YaaamTs:
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\_“2! | M3MEHWTE
il

ﬂDEﬂBJ’IEHME MNK yoaneHWe o0TAENbHBIX KOMNOHEHTOE.

\11 BoccTaHoBMTh
WMcnpasneHie owkbiok, BOSHUKLLMX NOCNE NOCNEAHER YCTAHOBKM, MYTEN
BOCCTAHOENEHIMA HEQOCTAHOLLMY 1M NOBPEXAEHHEIX QANAN0E, ADNBIKOE 1
sanucel peecTpa.

@ Yoanite

YaaneHwe “KpunToAPM™ C Ballero KOMMbHTERE,

3. BosHukHeT coolIrieHMe ¢ IIpejIoKeHeM BBIIIOJIHUTD IIPOIelypy yaajleHus: HaXMUTe Ha
KHOIIKY YIaanTh.

4. Haunercsa ynasienue nporpaMmel «KpunroAPM». Xoz mportecca oroOpaxaeTcs B Buje MH-
AVKaTopa mporpecca.

1L
o *y

MaéT yaaneHue KpuntoAPM CTaHaapT ...

W1y
eyt

’
gt

5. Tlocse 3aBepIeHNs: 3TOro Mpolecca BO3HMKHET cooOIeHue ¢ MHMOpMayern o TOM, U4TO
nporpamma ygaineHa. Haxmure Ha kHonky I'otoso.

' 451 3aBepuieris npoyeoypsl YoaseHus Heobxo0uUMo BbnoiHums nepesa 3KY KoMnbviomepa.
& - p poyedypeL Y pesazpysky ep

L

3.4 BAPUMAHTBI PABOTHI C IPOTPAMMOW

Bol MoxeTe pabotats ¢ iporpammont «KpunroAPM», BeiOpas Hanbosiee yIoOHBIN I Bac
BapVaHT:
e [J1aBHOe OKHO IIpOrpaMMBIL: IIpeIHAa3HAYeHO IS BBIIIOJIHEHMS KPUIITOOIIEPAllNiL, a Takxke

yIIpaBJleHusl KpUIITOIIpoBangepamy, cepTrudmrKaTamMmy 1 HaCTPOVIKaMy IIPorpaMMBbL
e 3Ha4YOK Ha ITaHeJIN 3a/1a4, KOTOPBIVI MMeeT KOHTEeKCTHOe MEHIO C IIOJIHBIM IIepedHeM orepa-

1817078
e IIposognuk Windows (KOHTeKCTHOe MeHIO dariia)

3.4.1 TJIABHOE OKHO ITPOTPAMMbBI

B s1eBOVI WacTM I71aBHOTO OKHa PaCIIONIOKEHO JIepeBO 0OBEKTOB, KOTOpOe BKIIIOYaeT B ceOs
ocHOBHBIe pasfebl: «CepTuduKaTel», «3anpockl Ha cepTudmkaT», «CImMcKu oT3bIBa cepTudu-
KaToB», «CIIMCKM [TOBEPEeHHBIX CepTUUKATOB» U «DJIeKTPOHHBIE KITOuUM». B ImpaBoit yacTu
IJIABHOTO OKHA OTOOPpaKaroTcsl OOBEKTHI, BXOZAIIINE B pas/ielibl JepeBa 113 JIEBOVI €T0 YacT:
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r B
&) KpuntoAPM L':' = ﬂ

®aiin  lMpodmaw  Hacrporkn  Momows

v E 5} & M- -
Moanucate lMposepwte 37 Wndposate Pacwwgposate | OBuoewte | Cozgate Mmnopr
=-EE Tunbl NOKANBHBIX XPaHHAKNLL,

|0 Muuroe xparnane ceprudumkaros

-] Ceprudmkaren gpyrux nonesosateneii

{2 NpomesgyTounsie uenTpel cepTuduKamm
-|2) Josepennbie kopHesbie ueHTpEI cepTdKaLy
-|5] Ceprwdmicater gomena digt.local

E] Cnucok akkpeguToBaHHex ¥

=-E] 3anpoce Ha ceprudukar

-{2) 3anpocsl Ha nonyuenne cepTndukata

-{L=) 3anpocsl Ha aHHynMpoBaHIE (0T3LIE) CepTdN
CNUCKW OT3bIEA CEPTUGNKATOE

Eﬁ Crnckn JoBepeHHbx CEpTUdMKaTOR

[ Nuaroe ¥PEHWIULLE CEPTUHHUKATOB

= CepTUgUKaT ApyriX NoAEI0EATENENR
EHPDMWDHHHE LiEHTPEI CEPTHgMKALMAI
[E],ﬂ,oﬂepEHHble KOPHEEBIE LIEHTREI CERTUGMKALINKM

@Cepmdﬂuxaml Aomena digtlocal

005 ANEKTPOHHBIE KNHIYK

< | 1 | r ' m | r

Bel MoxeTe paboTaTh ¢ cepTmdmKaTamy, COVCKaMV, BBIIOJIHSTH KPUIITOOIIepary He-
CKOJIBKMMM CIIOCOOaMI:
e HemnocpencrseHHO B caMmx IIallKax JepeBa, VICIIOIb3ysl KOHTEKCTHOe MeHIO (OTKPBIBAETCS

IIpaBoV KJIaBUIIIeV MBIV Ha 00beKTe / ITyCTOM I10JIe):

(&) kpumoAPM
®Qaiin  lMpodunn  Hactpoiikn [Momouys

v £ 3) i

v|&E 3

Moanucate [Mposeputs 3 Wudposate Pacwumdpposats | OBbHoeute | ®unetp | Cosaate Vimnopt
=-E& Eepmd)uxaml /  Bnageney Opraxunsaums
J':'tj‘ i s o . WNearos Meax Mearosn Internet Widaits P
@ CepTudukartel Apyrux NoNb30BaTENEN MposepwTs cratyc ,
-] MpomexyTouHbIE LEHTPLI CEpTUdMKALMM
Yaanute

-{7) losepeHHble KOpHEBBIE LEHTPBI CEPTUBMKALMM
_-:lfj Cnucok akkpeauToBarHbix YL kcnopt
[—_--- 3anpockl Ha cepTudukar

{2} 3anpocel Ha nonyueHue ceprudukara

- 3anpocekl Ha aHHyAMpoBaHue (oT3biB) cepTudukaTa
@ Cnucku oT3b183 CEpTUdUKATOB Mevate
Cnuckn 4oBEpeHHbIX CEPTUHUKATOB
I8 3NEKTPOHHBIE KNHOYK

CeowcrBa

Mpoeepka Ha KBaNWDUUUPOBAHHOCTD

OBHoBUTE

¢ C IIOMOIIBIO CIIElVaJIbHBIX 3HAYKOB, pa3MEII€HHbIX Hall AJ€peBOM IIallOK Ha CrerMaJIbHOM

ITaHeJINn:

i )
&) KpuntolAPM Elﬂlg

Main  Mpodwunan  Hactpodkn [MNomows

e

JBHOBUTE

3 B B

Mognwucate [Npoeepwte 3N Wndposate Pacwwndposate Dunetp | Cosgate Mmnopt

?" 2
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¢ Yepe3 BEPpXHIOIO IIaHeJIb ITIaBHOI'O OKHa:

F T . - -
@ roumorr |

Paiin  [Npodgwan Hactpodkn  MNomowes

v £ ) & =
Moanuecate Mpoeepute 37N Wndpoeate Pacwumndgpoeate | OBaoeute | Qunetp
EE} Ceptrdmkatel #  Bnageney

----- NMwunce xpannanwe cepTudnkaTos —
E & P e cepTig I Weanoe Mean Meanoewn

B CepTrdKaTel 4pyrix NoNs30EaTENERA
[b MpoMEXRyTOYHBIE LEHTPEl CEPTUGMKALIAKN
Ib JoBepeHHEIE KOPHEBRIE LIEHTPEI CepTUgUKALN

----- = Ceprudmkarer gomena digt.local

Bo3Mo xHOCTV BepxHerl IlaHe IV IJIaBHOTO OKHa

«®@an». 311ech BBl MOXKeTe BbIOpaTh HY>KHYIO BaM OIlepaliiio.

-
&3 KpuntoAPM

e ——
m Mpodwnn  Hacrpoiikn Momowe

Mognwucare...

JoBaenTe Nognnce... £l
3aBepuTh NOAMUCE...
Jawmndpoeate...

| Moanucate v 3aWKMdpoBaTe...

MpoeepuTe NOANNCE...
CHATE W NPOBEPHTE NOANWCE...

Pacwngposats...

[MpocMOTPETE AOKYMEHT...

PaclundposaTe M NPOBEPUTE NOANWCE...

Brimog

«IIpodnmam». Mento 1151 BeIOOpa Tpod s (MHAMBUAYaIEHOV HACTPOVIKM) 10 YMOJTYaHUIO U
yrpasiieHus rpodpwamm. [Tpodis Ho yMordaHmio OTMedeH XUPHBIM TP TOM.

-
&) KpuntoAPM

Dain Hactpofikn [Nomowe

Ans gupekTopa =

Moanwue| Pocanworons o
=] Ce

¥npaeneHue npodunamm

o o CepTidnikatel ApyTiux None3oBaTenei

IF:I MpomesxyTouHBIE LEHTREI CEpTHEMKALNK
[ﬁ JoBepeHHele KOPHEBBIE LEHTPEI CEPTUdHMKALE
lﬁ Ceprdnkatel gomena digt.local

----- E] Cnucok akkpeguTosadHb Y|

«HacTponikm». MeHo [Ij1 yrpasiIeHs 0OImyMyI HaCTPOVIKaMI ITPOTrPaMMBbl
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@ KpunmoAPM —

Daiin  MNpodwnn Momows

¥npaeneHwe HacTpoAKamm

Mognwcate [Mpoeepute M Wngposate Pacwungposats |

-] Ceprudmkats Tunel .
{E] NuyHoe xpaHnanLLE CepTUgUKATOE E3mm
i CepTrdukaTel Apyrux Nonb30EaTENER Bce
[ﬁ MpoMesyToUHBIE LEHTPE! CERTHSMKALNK rl:=_”_|“F_

PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

«ITomorb». MeHIO, B KOTOPOM BbI MOXXeT€ OTKPBITh KpaTKOe VIV II0JIHO€ PYKOBOACTBO IIOJIb-
30BarTelsl, pyKOBOACTBO IIpOIrpaMMMICTa, nepeﬂm Ha BeD CTpaHULy TeXHNYECKOM TIIOOOEP KK
IV VIHTepHeT-MarasyHa, IIOJIY4YUTb JIOT IIpOrpaMMBbl, YCTaHOBUTDL JIMIIEH3VIO M ITIPOCMOTPETH

VH@OPMAILIVIO O IIpOrpaMMe.

€@ KpuntoAPM

®Qaitn  lMpodunan  Hactpoiiku

KpBTKOE PYKOBOACTEC NO/Ib30BATENA

v
Mognucare lMposeputs 31 Wng PyKOBOACTED NONb30BATENA

=-4&5] Ceptudmkartel ’ PykosoacTeo nporpammuncta
-] ln4HOE XpaHnnuLLe cepT
i) Ceptudmkarte gpyrux nosn
{E_ZJ ﬂpoME)KYTOHHbIE LEHTPb I'Ionqub nor KpunToAPMa
D JoBepeHHble KOPHEBBIE L Kynuts KpuntoAPM

-] CNNCoK aKKPEANTOBAHHBI
=-[&| 3anpocsl Ha cepTudukar
-{Z) 3anpocsl Ha noayueHme ¢ O nporpamme

TexHuyeckas NoAAepKKa

YcTaHoBuTE NNUEHINHD

2

ImMnopT

Nbl NOKZ

Nnuroe
| Ceptud)
| Mpomes
| Nosepe

-{{Z) 3anpocel Ha aHHyAMpPOEaHITE TOTIEIE] CEPTHIKATS

[

34.2 «KPUIITOAPM» HA TIAHEJIV 3ATAY
Ber Moxere paboTath ¢ mporpammoint «KpunroAPM» depe3 yBemoMileHMe Ha IaHENN 3a-

ad.

B HacTpovikax mporpaMMEI BB MOXKeTe yKa3aTb, YTo0bl «KpuntoAPM» mpucyTcTBOBaI Ha

ITaHeJIM 3a/lad B IIpaBOM HVDKHEM YIJIy 9KpaHa KOMIIbIOTEpa IJIST 6I)ICTPOFO BBIIIOJTHEHWA KPUII-

TorpadmyIecKmx oreparmrl.
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Ll e

Y¥craHoeka n HUEHZHMA

O nporpamMme..,

Mognucarte...
JoBasuTe NOANWCE...
3aeepwTe Nognnce...
Jawmndpoeats..,

Mognucate n 2awndpoeate...

MNpoBepuTe NOANKCE...

CHATE M NPOBEPUTE NOAMWCE. .
Pacundposats...
MpocMoTPETE ADKYMEHT..,

PaclungposaTte W NPOBEPWUTE NOANNCE...

KeanuduuupoeaHHan noanuce

¥ ¥npoweHHblii pexum paboTel

Hactpoikm »
Otepeite KpuntoAPM
Beiog
e =
HactpouTs...

L% r

BU E I"i:l 11:16 r_|
2092014 | |

ITpn nBoviHOM mieTuKe Ha 3HauKe «KpunrroAPM» oTKpbIBaeTcs IJlaBHOe OKHO ITPOrPaMMBbl.

MCHOHBSYH 3Ha4OK yBeJOMJIE€HVIS Ha IIaHEeJIV 3aia4, Bbl MOXKeTe:!

YCTAaHOBUTE JINIIeH3MI0 K rrporpamme «KpunnroAPM»

IIPOCMOTpeTh MHGOopMalnio o mporpamme «KpurrroAPM»
INOAITNCHIBATH d)aI7[J'IBI M IIPOBEPATH KOPPEKTHOCTD ITOITIVICIL

M poBaTh 1 pacimMd@pPOBbIBATE DaVIbL

yCTaHaBJIMBATh IIOIIATOBBIVI PEXVM BBIIIOJIHEHNMS KpuIrTooreparmii n pexnm «Kpam-
dpuipoBaHHas TTOIINICH
BBIOMpPATL HACTPOVIKI [UIS BBILOIHEHYSI KPUIITOOLePaIT

pabotaTh uepe3 «KpunrroAPM» C pabounmvm KaTaJIoTamMm (mmam-

k1 Bxomsimme/Vicxomsiye)
IIepexOanTh K paboTe C IIpOrpaMMOVL B IJITaBHOM OKHe

J171s1 BBITIOJTHEHMS OTlepalinil yepes IaHeIb 3a1ay:

Otxponrre iporpammy «KpuntoAPM» (Ilyck > ITporpammer > «KpunroAPM»)

3Ha4ok «KpunToAPM» nogBuTcs B ITpaBOM yIJly Ha ITaHeIV 3a7a4

ITpaBort KJ1aBUIIIeV! MBIV OTKPOVITe KOHTEKCTHOe MeHIO 11 BbIOepuTe HY)KHYIO OIlepariyio.

Hasee cnemyvite maraM I ToMorHMKa BEIOpaHHOV OIIepariyiL.
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3.4.3

YEPE3 KOHTEKCTHOE MEHIO ®AWJIA

Bol MoxxeTe paboTaTh ¢ mporpammoint «KpuntoAPM» B ITpoBonamke Windows yepes KoH-

TEeKCTHOe MEeHIO darvra:

Kommerntapun

CTOBRIN J0KyM

Oows o 12 13 MN1ASE Losereamssdagny 1 KB

Orkpoite -
Mevars
Wamenuts
KpuntoAPM ' Moznucare...
Aotasnts nognuce...
> 3a3B2pWTb NOANKCa...
3awwndposate...
OTxpbiTe € NOMOLBIO »
; Mognucate u 3awmdpposats...
»
MpoBepuTs NOANKCS...
4 CHare u nposepus 31
BoccTanosute NPEXHIO BepCno Pacumdposarts...
Omnpaeurs » IMpocMOTPETE ACKYMEHT..
)= . an or c
Bupesars Pacundposats N NPOBEINTL NOAMWCH...
Konupoears Mpoeepka cepTdnKaTa Ha KaBaNNBUUMPOEIHHOCTE
Cosaare apaeik KeanudunusposarHaa ncanuce

YnpoLyeHrbIi pexum peboTel

Mpoguan 4

DTOT BapMaHT I103BOJIsIeT OBICTPO ¥ YIOOHO BBIIIOIIHATH OCHOBHBIE OIlepalluii C 3J1eKTPOH-

HBIMV JaHHBIMII:

IOJIIIMCATh JIEKTPOHHOV IIOIIINCHIO

IIPOBEPUTH KOPPEKTHOCTD HOIIIVCU

3a1_m/1@ poBaTb

pacidpoBaThk daribl

OJTHOBPEMEeHHO 3allidpoBaTh 1 HOANNCATD JITAaHHBIE

OIHOBPEMEHHO DaCHIVICbDOBaTB JIAHHBIE ¥ TPOBEPUTH KOPPEKTHOCTL 3JIEKTPOHHOM

IIOJIIICA
YCTaHOBUTB PEXMMBI BBIIIOJIHEHNSI KPUIITOOIIepaIinit: «YIIpolleHHbIN», «KBammdnrim-

POBaHHas ITOAIIVICH>»
IIPOBEPUTD ABJIAETCA JIN CepTVIC})VIKaT KBaJ'[VICl)T/HlVIpOBaHHbIM

BBIOpaTh HACTPOVIKY /TSI BBITTOJTHEHVISI KPUIITOOIIE PaLIVIA

s BeimotHeHMs1 onepaumnit B [Iposoganke Windows:

1. Ortkponire B IIpoBonHVKe HaIIKy, TAe HAXOOUTCS parl, IjIs KOTOPOro HeOOXOIVIMO BBIIIOI-

HUTH OIleparuio (3ammdpoBaTh, IIOAINCATD U T.IL.).

2. IlpaBoVi KIaBuIlleVi MBIV OTKPOVTe KOHTeKCTHOe MeHIo0 daila WIM cpa3y HeCKOJIbKMX

dparnstoB 1 BEIOEpUITE HY>KHYIO OIIePalIiIO.

3. Hartee ciemymte 1aram [ToMorntHmKa BEIOpaHHOT OIlepariim.

B ciryuae ecvt BBI BBIOpasv [jIsl olepaliny cpasy HecKOJIbKO ¢aruioB, oHM OyayT obopabo-

TaHBbI ITOCJIe0BaTeJIbHO.
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Haumnnas ¢ Bepcun 4.5 nporpamma «KpunroAPM» Gostee TecHO MHTeTrpMpoBaHa ¢ oIlepa-
nmoHHOM cuctemMont Windows. Ber MoxeTe paboTaTh C HOANVMCAHHBIMM (TUII COBMEIIIEHHOM
Hofmvick) v/ v 3ammdpoBaHHBIMY JaHHBIMI Yepes cTaHgapTHoe okHO CBOVICTBa.

[l Oruer NEp-don A3 0123 Bl
0] Oruer N LTI !
@ Orruer N2 SkyDrive Pro L
M= Oruer N2 R ' b
[ OruerNe| @ KpuntoAPM B

|:::ITI'ZFllzthI:m C NOMMOLLLBHD...

E STTEKTPOE CeoiicTea %

B oxre CBovicTBa IIOSBIIAIOTCS JOIIOTHUTEIFHBIE 3aK/IaTKIA:
Saxsiagka Ilogmmce. B aTO11 3aK/IajIKe BBI MOXKETe:
e I[IPOCMOTPETH IIOAIVICAaHHBIe TaHHbIe (KHOIKa IIpocMoTpeTs HarrpoTus nMeHn darvia) 1
COXPaHUTD VX Ha JIOKaJIbHBIVI KOMITBIOTEp VIV OTUYKAaeMbIll HocuTelb (kHorka Coxpa-

HUTB).
| Deiwme | @ Noomcs | BesonacHocTs
McxogHele gaHHbIe; C:Msers'user'Documentsh o ue O muet
CTKpBITEIE BAHHBIE: Omet N22 docx
Iﬂpomumem] I CoxpaHiTE I

® IIPOCMOTpETH CIIelyIolyo MHdopMalimio (kHorKa [IpocmoTpeTs):
o 0 mobaBIIeHHOM K (pavly 271eKTPOHHOV HOIAIIVICH
o o0 ceprudmKare, C IOMOIIBIO KOTOPOTO OBUI IOMAMCcaH (am, 1 ero cTaTyce
O O INTaMIIaxX BpeMeHU Ha MOAINCh U IIOANVChIBaeMble JaHHBIX

e 1o06aBuTh mommmch (KkHomka Ilommmcars).

® 3aBepuUThb HOANNCH (0OpaTNTe BHUMAaHVIE, 9TO AePeBO IOMIVICENT TOIIBKO ABY Xy POBHEBOE,

T.e. 3aBepUTh 3aBepsroltyio DI yxxe Hesb3s)
e pacneuaraTh MH@OpMario (kHomKa IledaTs) o DI - B HOBoM OkHe Opaysepa MS IE Oyzer
cpopmupoBaHa IedaTHas popma ¢ MHPOpMaIert O IHOIIINCH.

e 00OHOBUTB MH@OPMAIINIO O TIOACH (KHOITKa OOHOBUTS).
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Lepeso nogrimceit

Bnageney TCarmunna

~* Onbra OuoTuHA

| |
[I'IunnncaTb” JaBepiTe ][ MNpocroTpeTs ] [ OBHoEMTL ]

Mevats

Sawitaaka [MIndposarme. B 37011 3aK/1a/IKe BBI MOXKETE:
IIPOCMOTPETH YTk, II0 KOTOPOMY COXpPaHeH 3aldpoBaHHBIN darT;
IpOCMOTpeTh 3ammdpoBaHHb a1 (KHomKa ITpocMoTpeTs psAmoM co cTpokont Parta

MCXOTHBIX JaHHBIX);
COXPaHUTb MCXOOHBIN arwl (paciidpoBaHHble JaHHBIE) II0 yKasaHHOMY IIyTH (KHOIIKA

CoxpaHnTh);

besonacHocTe I MNoppofHo I [penbIOylMe BEpCHA

DAwme @ lepoEaHmue

WndhposaHHE daitn:

Taiin mexoaHsE ganHHsnc  Omuet N21.docx sig

[ [MpocmoTpeTs ” CoxpaHiTs ]

C:hUsers*userDocuments omyets\OmueT N

PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

IIpOCMOTpeTh MH(OpMaIInio o cepTudmKaTax IoaydaTesIen 3armmdpoBaHHbIX JaHHBIX U X

cTaTycel (kHorka ITpocMoTpeTs);

CepTihuKaTel NoNyYaTensi SalMbpoEaHHED DaHHED

Cepuiinel... WO Opra... Mopp... Oon.. Wen..

& I!_----I!E
5 3E33F.. Bacu.. Ba
%) 4FBSD... Oner... dlgt O
B 6EDFE... Memp.. MMP.. Me:
1| i b

[ Nofaents ” ¥nanute “I'Ipommpem] [ DBHoBUTE ]
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Ceptuduxar pacrmdpoBaHs JaHHBIX OTMeYaeTCsl 3HAUKOM - BY. Ceptudnkarom pac-
11 poBaHMs CTAHOBUTCS HEePBbINT 13 CIVICKa cepTudMKaT I10jTydaTesier, IMeIOIINI 3aKPbITHIV
o4, OcTaibHbIe CepTUdVKATBI OTMEYAIOTCS CTAHIAPTHBIMI 3HAYKAMIA.
BbI MoXxeTe pacHMpuTh/ COKPaTUTh CIIUCOK cepTUdMKATOB IojTydaresien daiyia (KHOTII-
k1 [1o0aBUTE 11 YIaIMTh COOTBETCTBEHHO).
ITpu HakaTn Ha KHONIKY ITpumennTs 1w OK gaHHBIE OyayT IIOBTOPHO 3aldpoBaHbI B
ajipec M3MEeHEeHHOTO CIIVICKa IToJTyJaTeIert.
Taxxe BBl MOXeTe IIPOCMOTPETh Pe3yJIbTaThl IIPOBEPKM KOPPEKTHOCTN 3JIeKTPOHHOV MO/ -
mvicu B JiroboM crangapTHoM okHe OC Windows 11 omrpeniesinTh BO3MOXKHOCTD pacIiiidpoBaHs
IOKYMeHTa II0 CIeliaJTbHOMY 3HauKy.

9 annvie 3HAUKU MO YMOAUAHUIO He NOABAAOMCA, HeodbXo0uMo B napamenmpax npoepammbol G-
| uums npobepxy cmamyca dokymermob ¢ II1 u wuppobarnvix apxubob 6 I[pobooruxe.

3Ha4YoK Ommcanme

ITonmmcanuel a1 (IpoBepka KOPPEKTHOCTH 3JIeKTPOHHOV IOICH

He IIpOBOJIWIach)

P ?
@ ITonmvcanHbIV darl, 7IeKTPOHHAs! HOIINCh KOPPeKTHa

ITommmcanybIin q)aI?m, 3JIEKTPOHHAsI IIOOIVICh HEKOPPEKTHA

ITopmmcanHe darl, HeT MOJIHOIO J0Bepus K cepTudMKaTaM HOAIICH

‘7

(orcyTcTByeT COC)

ITommvcaHHbBIN dpar?m, IIOAIIVICh IIOBpEXIeHa

Ornepanyist IpoBepKu OCTaHOBJIeHA B CIIydasix:
e pasmep damia IIpeBbIIaeT OrpaHUYeHNe, YKa3aHHOe B IIapaMeT-
pax K ImporpamMme

& @

e 3JIeKTPOHHAs IOAIVCH OTHeJIeHHasl, M ISl Hee OTCYTCTBYeT IIOfI-
IVICAHHBIN arul
[MndposanHbI darl (IpoBepka darvia He IIPOBOAIIACD)

[MndpposanHHBI dail, MOXKHO paciidpoBaTh
[Mndposanuer daiwi, MOXHO pacimmdpoBaTb, HO cepTudMKaT pac-

mmdpoBaHNs HeleICTBUTe/IeH

[MndpposanHb a1, HET IIOJIHOTO A0Bepus K cepTudUKaTy paciimd-

poBaHIA

[IIndposanubI darwl, pacimdpoBaTh HEIb3s

RS PPE
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3.5 IIPOBEPKA HAJIMUMS TOCT- KPUIITOIIPOBAVIEPA

ITpn xaxpgom 3amycke mporpamMmbl «KpunTtoAPM» ocyiiecTsisieTcst ITpoBepKa yCTaHOB-
JIGHHBIX B CHICTeMe KPWIITOIIPOBaMepoB, MCIOJIb3yIomMX B cBoent pabote agroputmer [OCT.
Ecyin xpumronposariziepel He 0OOHapy KeHBl, TO IOSIBIISIeTCS COOTBETCTBYIOIIee IIpeyIpexiie-
HUe.

i ™

Otcytcreyer FOCT-kpunTonpoeaiiaep @

Ha naHHOM KoMnbtoTepe He 0BHapyKeH KpUNTOoNPOBaiaep, MCroNb3YIOLLIMIA
MOCT-anroputm. bes MOCT-«KpunTonposaiiaepa Bol HE CMOXETE MCNONb30BaTh
KBanMOULMPOBaHHYIO MOAMMCh.

¥3HaTb noapobHee o KpUNTonpoBaiaepe 1 npuobpecTtu P
NULESH3MIO Bbl MOXKETE Ha HalueM canTe,

["]He nokasbiBaTh OKHO NPM CNEAYIOWLEM 3aNYCKE NPOrpPaMMbl

[ OK ][ OTtmeHa J

Bbl MoXXeTe HacTpouTh OTOOpakeHVe JAaHHOTO IIpelyIpeXaeHls B HaCTpOVIKax IlapaMeT-
POB IporpaMMBbI BO BKJIaziKe «O01e».

KpunmonpoBaiidepri, ucnosvsyroujue areopummst TOCT, Heobxo0umbl 044 noAHOUEHHOU pa-

(l} bomu.
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Yto0bI OIlepaTMBHO BBIIOJIHATE KPUIITOOIIEPAlllili, Bbl MOXKETE yCTaHAaBJIMBATh CII€VaJIb-

Hble TTpopwIn (MHOMBUAYaIbHBIE HACTPOVIKM) ¥ HACTPOUTb PeXWUMBI pabOThL. [ Kaxmon

CUTyalun MOXHO YCTaHOBUTD CcOOCTBEHHBIN HpOCpI/I.TIB JJI4 BBITIOJIHEHWMA KpI/Il'ITOI’paq)T/IT-IeCKT/IX

orrepamuy, padoTeI ¢ cepTrdMKaTaMy 1 T.II. (BBIOpaTh KPUIITOIIPOBaliep, cepTndmKaTel, THUII

KpunrorpaduyiecKx aJIrOpUTMOB, YKa3aTh I10JTydaTesieVt JaHHbBIX U Ap.)

HHH obmeHa OOKYMEHTaMI C 6}7X1"aJIT€pOM BBI MOXETE yCTaHOBUTH U VICIIOJIB30BaTb OAVH

npodwiIb, C MapTHeEpaMy — BTOPOW, C KJIMeHTaMy — TPeTUIA.
B aTOM paspgesie BB HarzieTe cileAyoNIyo MHPOpMaLINIO:

¢ Kaxk ympasisiTe HaCTpOVIKaMU ITpOrpaMMBbl
e Kak ynpasiars npodpwisimMm

41 ITAPAMETPBI [IPOTPAMMbBI

B r1ase IlapameTpbl mporpaMMsl Bbl HalijieTe MHGPOPMAaIIMIO O TOM, KaK YCTaHOBUTH 00-

IIvie HaCTPOVIKU IIPOrpaMMBblL.

41.1 OBUIME HACTPOVIKI

HacTtpowutsb 6a30Bble TapaMeTpBl IIPOrpaMMBI BBl MOXKeTe depe3 IJITaBHOe OKHO IIPOrPaMMBL.

HHSI STOI'O BBIITIOJIHNTE CJIETYIOIIMe Iarv:

1. Ha BepxHen maHenu IJIaBHOrO OKHa OTKpovite MeHio Hacrpovikm > Ynpasienue Ha-

CTpOVIKaMI:

& KpuntoAPM

Daiin  MNpodwunn Momows

¥npaeneHwe HacTpoAkKamm

W

Mognucate Mposepute 3T ndpoeate Pacwungpoeate | OBHoBMT

F+&] CepTudmkare

) Muunce KpaHWAWLLE CEpTMdNKATOE
- CepTuduKaTel ApyTHx NonbI0EATENER
) NpomesyTourbie ueHTpEI cepTdmMKaLMn
-|C) Nosepennbie kopHesbie ueHTpEI cepTdmKaL
-5 Ceptudmeatel gomeda digtlocal
El Cnucok aKkpeauToBaHHe ¥,

2. B okne ITapametpsl HanguTe 3ax1agky Hacrporikm > O61mme:

Twunel nokant

[ Manoe X
[I::ICEmeq:umn;
[Iill‘lpu:umaq,r
EI,'JDEEFIEHH
EICemed:umu;
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€ Mapamerpe

- MapaMeTpbl NPOKC1-cepsepa
‘.. Browser plug-in

- HazHa4eHnA noanucu

3. B okne BbI MOXXeTe HACTPOUTE:

[=)- HacTpoiiku O6LI.lMe
- PEXMUMBI ["] AsToMaTHueCKN 33NYCKaTE NporpamMMy npu Bxoae B Windows

["] ceopaumsaTs B CCTEMHLI TPEit NpK CBEPTHIBaHMM OKHE

— SO
(- CrpaBo4HMKH || CeopaumsaTh B OMCTEMHBI TPEIt NPU 3KPLITUN OKHE

-HasHaqeHusa cepTudmkaTa HacTpoikn NpoBEpKK CTaTYCa A0OKYMEHTOB B MpoBoaHMKe

l; BKNIOYMTL NPOBEPKY CTaTyca AoKYMeHTOEB ¢ 30 B MNMpoBoaHuKe

[=)- KpunTonposainaepsl
- PaspelweHHble 81920
- YCTaHOBNEHHbIE
- Mpodunn [ BkniouMTh NpoBEPKY CTaTYCa WbPOBAHHLIX 3PXMEOE & MNPOBOAHMKE

HaCcTpoiki accoLmalyin pacunperiii Gainnos
|| MpoBepsaTb accoLmalym Npu CTapTe NporpaMMbl

MpoBepKa Hanu4Ma KpUNTONPOBatAepoB, ucnonb3yowmnx MOCT-anropuTMel

D MposepsaTb Npu KaxkaoM 3anycke KpuntoAPMa

MpoBepKka cepTUDMKATOB
[V] OTAI04MTE NpOBEPKY MMYHBIX CEPTUBMKATOB MO CNMCKaM 0T3bIBa

[T] OTKNIOUMTE NOMCK CEPTUGMKATOB Ha TOKEHaX B OKHE BbIBopa CEpTUDMKATOE

-

=)

e ABTOMAaTHUeCKWI 3aIlycK IlporpamMmel mpu xoge B Windows;

e CpopaumBaHMe IJIaBHOTO OKHa ITpPOrpaMMbl B CUCTeMHBIVI TpeVl (IlaHe/Ib 3ajady) Mpu

CBEPTBIBAaHMUM,/ 3aKPBITUN OKHA;

e IIposepky craTyca mokymeHToB B ITposogauke Windows;

e Acconmalium pacimmpenmi cpaT?DIOB;

e IIposepky HayuVIsL KPUIITOIIPOBaVAEPOB, McHosb3yomyx airoputMer 'OCT;

e IIposepky cepTudmKarTos.

Hacrpornka npoBepkmn craryca foKyMeHTOB B lIpoBogHmKe

3auacTyro IpoBepKa craryca JOKyMeHTa, ITOIIVICAHHOIO 3JIeKTPOHHOV IONVICHIO, 3aHW-

MaeT CINIIIKOM MHOI'O BpeMe€HNM W3-3a O4Y€Hb 0OJIBITIOrO pasMepa IIpoBepseMOro cpaﬂna. Bur

MOXXeTe OrpaHMYMUTh yKasaTb MaKCHMMaJIbHBIVI pasMep [IId IpoBepsieMbIx (pavIoB 1, TeM ca-

MBIM, COKpaTuUTe CBOE€ BpeM: Ha o6pa60TKy q)aﬂJ'IOB. Z[J'ISI 9TOI'O IIOCTaBbTE I'aJIOUYKYy HaAIIPpOTUB

CTPOKM BKJIIOUWUTH ITPOBEPKY cTaryca /1oKyMeHToB ¢ DII B IlpoBorHMKe 1 yKaXuTe IIpeiesb-

HBIV (MaKCVMaJIBHBIN) pasMep IpoBepseMbIX (aIos.

HacTpolikK NpoBEpKM CTETYCE AOKYMEHTOE B MNpoB0aHMKE
BrAKOYWMTE NpoBEpKY CTaTyCa AokyMeHToB C 301 B MNpoBogHUKE
MaKoMMansHBIA pasmep dalina, He bonee | 81000 : paiT

[ BrateumTs nposepky cTaTyca WHdPOBaHHLIX 3PXMB0E B MPOSOAHMKE

£ WMroeda abmomamuueckas npobepka cmamyca noONUCAHHBIX UAU 3AUAUGPOBAHHBIX O0KY-
1 MmenmoB moxem pabomamos Hekoppexmuo. Ieao 8 mom, koruuecnbo overlays 6 onepayuoHHouU

cucmeme Windows oeparuuero 15-10 anemenmamu. Ecau y 6ac yemaroBaerno mHoz2o npoepamm, Komopbie
UCNOAb3YI0m 24eMeHmbl overlays 045 omobpaxeHus UHGOpMAYULL, MO AeMeHnbl npusoxeHus «Kpun-

moAPM» moeym npocmo He nonacms 6 3mo kosunecmbo u coombemcmbeHHo He 0modparxamscs.
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Hacrporika accormanmi paciuvpeHun gansios

Bbl camocTosdTesIBHO MOXeTe HacTpanBaTb/ MeHSITb/ IOIIOJIHSTBH CIIMCOK (PallyIOBBIX pac-
HIMPeHnT! (HarIp., *.sig), MMEeIOIMX accopalinio ¢ mporpammont «KpunroAPM».

I mpocMoTpa 1 perakTrpoBaHys crivicka Ha BepxHert maHe v I71aBHOTO OKHa OTKPOVITE
Menro Cepsuc > [lapamerprl mporpaMmmel > O01me 11 HaXMUTe Ha KHONKY CHMHXpOHM3aLsL.

HacTpolikit accouMalyi pacluMpeHin hainos

MpoBEpATEL SCCOUMALIMA NPW CTEPTE NporpaMMbl

B oxHe CmxpoHM3amms copgepXXuTcs nogpobHas MH@opMalysa 00 yCTaHOBJIEHHBIX paHee
accoryarsx:
o «Pacmmpenne» - Ha3BaHMe paciIpeHVs LT darvia.
e «HasBaHne HacTpOVIKI» - HACTPOVIKA, B KOTOPOVI II0 YMOJTUYaHWMIO BBIOPAHO JaHHOE pacIIv-
peHme.
o «HasnaueHnue» - HasHa4eHMe (PaAIOB C YKa3aHHBIM paclIpeHneM B mporpamme «Kpwm-
TOAPM».
o «Tvm» - onpenensembt Windows tur dariia.
-

.
CyHXpoHKM3IaLMA I&

BribepuTe pacumpeHka Gaiinos, ANA KOTOPLIX Bel XOTHTE CHATE SCCOLMELMA
C NporpamMMold KpunToAPM,

Pacwupetue HasBaHWE HaCT POk HazHaqeHne Tiun
pem 3M vni Wupoeanwe  pem_auto_file
xml 3M unm Wudposanme XML Document

FR 1 P

OTMETHTE BCE [ CHATE ScCoUpaLmo ][ Brixoa ]

Knomnka CHATB accoMarinio mo3BosiseT BBIOOPOYHO CHSATH (yIaIUTh) acCOIMaIIo ¢ dari-
JIOBBIX paciivipeHui. YToObl cHATE accolmaiyio ¢ mporpammont «KpuntoAPM» y Bcero crivicka
darIoBbIX paciIVpeHn I, HaKMIUTe Ha KHONIKY OTMeTuTs Bee 11 3aTeM CHATH Bce.

Boccranosuts acconyanyio 1 paciiMpeHuli, KOTOpble YKa3aHbl B HACTPOVIKaX, MOXXHO B
CaMOVI HacCTpOVIKe, HakKaB KHOIIKY YCTaHOBUTH acconmanmio. ITonpobHee 06 sToM umTarite B
m1aBe HacTporiku onepanyy Ioamnmc.
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Hacrporika mpoBepkm Haauumsa KpPUITOIPOBaMAepOB, MCHOJIL3YIOLINX aJITOPUTMBI

IroCT

ITpu xaxgom sanycke KpunroAPM niposepsieT, ycTaHOBJIEH JIM B CICTeMe KPUIITOITpOBa-
nep ¢ nognaepxkon ajaroputmos I'OCT. Eciu Takovt KpunrorpoBsariep He OyieT oOHapyKeH,
KpuntoAPM nokaxeT npenynpexieHue.

Ecym mcnonp3oBaHMe Takoro KpuIITOIIpoBamjepa He Ipeliosiaraercs, mpeayIpexieHye
MOJKHO OTKJIFOUNTD, CHSB Tajiouky «[IposepsiTh pu KaxkmoM 3amycke KpuntoAPM».

MpoBEPKE HEMMHKMA KPMMTONPoBanaepoE, MCNONE3YHoWMy MOCT-anropuTHe!

| MpoBEpPATE NPW KaAoM 3anyoke KpunToAPMa

Hacrponika IIpoBepkm cepTudmkaTos
Haunnasg c sepcun 5.3, KpuntoAPM nposepsieT jimuHble cepTUUKATHI 110 CIIICKaM OT3bl-
Ba TOJIBKO eCJIV 3Ta IIpOoBepKa BBIIIOJIIHSAETCS MOJIb30BaTe/leM BpyuHylo. IIpu HeobxommmocTm
aBTOMaTUYEeCKYIO IPOBEPKY MOXXHO BKIIIOUWUTh CHAB rajlouKy «OTKIIIOUNUTH IIPOBEPKY JIMUHBIX
cepTndMKATOB IO CIVICKaM OT3bIBa».
HPDBEFIKEI CEFITHEI:IHKEITDB

| OTKAKYKTE NROBEPKY AMYHER: CERTHDHKATOE No CAMCKaM OT3EIES

CTKMHOYMTE NOMCK CEpTHDMKETOE Ha TOKEHAX B OKHE EbIGopa CepTHRMKATOE

l'aytouka «OTKITIOUNTE TIOVUCK cepTUdUKATOB Ha TOKeHaX B OKHe BbIOOpa cepTuduKaToB»
IIO3BOJIsIET He BBIIOJIHATE IIOVICK CepTUdUKATOB Ha OTUYXXIaeMbIX HOCUTEJISIX. DTO IO3BOJISAeT
HEeMHOI0 YCKOPUTH paboTy OKHa B Cjlydae, eCjIli He ITpeflIoJiaraeTcsl VCIIO/Ib30BaHMe OTUYX-
maeMbIx HocuTesien. ITpu ycTaHOBKe 3TOVI TajlouKy B OKHe BbIOOpa cepTndmKaToB OyayT OTo-

6pa>KaTBCSI TOJIBKO CepTI/Iq)V[KaTBI W3 XpaHWIniia JIMYHBIX CepTVI(i)VIKaTOB.

4.1.2 PEXUM «KBAJIMO®UILIMPOBAHHAJ ITOOIINCH»

JJaHHBIVI peXXMM HaK/IaJbIBaeT CIelajIbHOe OorpaHideHre Ha padoTy ¢ 1 poBbIMU cep-
TudpukaTtamm. [Ipn BKIIOUEHNUI JaHHOTO peXXMMa BaM CTaHyT JOCTYIHBI TOJIBKO CepTUdUKaTEI
OT YIIOCTOBEpPSIOIIVIX IIeHTPOB, aKKpequToBaHHbIX MuHKoMcBs3u Poccurickont @eneparn. B
KadecTBe (pwIbTpa WCIIO/Ib3yeTcsl aKTyasIbHBIV CIIVCOK aKKpenuToBaHHbIX Y11, pasMeraembin

Ha noptasie MuHkoMcssisu (http://e-trust.gosuslugi.ru).
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faRan
MopTan ynonHomo4yeHHoro cpefepanbHoOro opraHa B 06nacT UCMNoNb30BaHNA 3NEKTPOHHOW NoANUCH

AKKPEQWTALINA ~ | TOMOBHOW YL| PEECTPbl ¥ | MOHWTOPWHI YL| HOPMATWBHBIE JOKYMEHTbI KOHTAKTbBI

[laHHbIi pa3aen cOQepKUT NepeyYeHb aKKpeaUTOBAaHHbIX YAOCTOBEPSIOWNUX LIEHTPOB Te Ckauars XML-npeacTaenetne

[ONoBHOI YAOCTOBEPAWNA LIEHTD

duneTp
HasBaHue: OrPH: McesnoHnM NAKa: CTaTyc akkpeauTaumi: fopod;
- Bce-—- E| - Bce-—- E|
CpencTea YL Knacc cpeacTs 3M:
—Bee - E —Bece —E
MpUMEHWTE CBpocuTE
Beero sanucen: 352. CTpaHuup: B 23] |24
HaumeHoeanune YL Mopen Craryc
}, ABTOHOMHAR HEKOMMEDYECKAR OPraHH3aLMA CELMANM3HPOBAHHOND ONepaTopa cBAsH «BEMNMHOOHANOM benropod DNencTayeT
(), ABTOHOMHASR HEKOMMEDHYELKAA OPraHK3IaLINA [EnoBoi BECTHUK benropog DefcTayeT
4, ABTOHOMHOE YYpEKIEHWE XaHTbl-MaHCHIACKOTD aBTOHOMHOTO OKpYra-HOrpbl «KOropeKkMi HAYUHO-UCCNEN0BATENBCKII MHCTUTYT XaHTbl-MaHCHitck DNelicTayeT
MHDOPMALMOHHbIX TEXHOMOTHit»
L AgMWHUCTpaLWA BpaHCKoW oBnacTu BpsaHCK DNelicTayeT
—\,  AIMWHWCTpaLMA MMasel PecnyGnukn BypAaTus 1 MpaBuTenscTBa Pecnybnnki BypaTus YnaH-yaa DNedcTeyeT
% AamuHucTpauwa KocTpomckoi oBnactu KocTpoma [LefncTeyeT
AKLWNOHEPHBIA KOMMepYeckni GaHk "MockoBCkMIA MIHAYCTpManbHeIR 0aHK" (OTKPbITOE akuMoHepHOE o0LecTBo) Mocksa Henctayet

Hacrpouts pexxnm «KpasmdnipoBaHHas HOAMNCH» BBl MOXKeTe Ha BepxXHeV! ITaHeIn MH-
crpyMeHTOB B MeHI0 HacTponikm > Yrpassienne HacTpoviKamu > PeXXMMbI:

=z —
@ NMapamerpui =
- HacTpoitkn KeanuduumpoBaHHas Noanuch
i OBlume
i PEXMMBI [ aHHbI PEXIUM HEKNaAbIBAET OrpaHUYEHWE Ha UCNONb30BaHMe cepTUdUKETOB. B
MapaMeTpbl NPoKcM-cepeepa pexumMe KeanubuLMpoBaHHOM noanuan ByayT A0CTyNHbI TONLKO CEPTUDMKATI,
... Browser plug-n KOTOPbIE BblAaHb! YAOCTOBEPSIOWMMIA LEHTPaMKU, aKKPEAUTOBaHHLIMI
=L MuHKOMCBRA3M Pocan.
(=)~ CnpasoqHMKM
i HasHa4eHuna cepTudukaTta BKIOYATE PEXUM KBaNMGbULMPOBEHHOM NOAMMCH
- HasHa4eHUa noanucm
v
Kpumonposaﬁnepbl ABTOMaTHMYECKM 0BHOBNATD CNMCOK aKKPEAUTOBaHHbIX YL,
PaspewenHbie He nokasbiBaTb KOpHEBbIE CEPTUOMKATEI C MCTEKLIMM CPOKOM AEHCTEMA
‘- YCTaHOBNEHHbIE
- Tpodmnm TSL
Bepana: 6216
Nata obHoBneHus: 29.04.2015 07:04:52
BBICTpO BKITIOUUTH / OTKJIIOUYUTDH PEXVIM Bbl MOJKETE! TMpoeepuTs NOATMCE...

CHATE NPOBEPWUTE NOANNCh...

e Yepe3 KOHTEKCTHOE MEHIO IIpOorpaMMBbl Ha ITaHeJIM 3a1a4d

Pacndposate...

e uepe3 KOHTEKCTHOE MeHIO JIF000ro darmia MpocuoTpers gokyuen..

PaclundpoBaTe M NPOEEPUTE NOAMNCE...

Crmcok akkpeanToBaHHBI Y1l ITOCTOSHHO OOHOBIISIETCH. _

Ynobuee HacTpouTh aBTOMaTHMUeCKOe OOHOBJIEHNE CIIVICKA aK- Fecrpori '
Oteperte KpunmoAPM
KPeIUTOBAaHHBIX yIOCTOBEPSIONMIVIX IIEHTPOB, YTOOBI He OOHOB-
N Berxog
JIATh KaK[IBINl pa3 Bpy4HYyo. [Ij1g aToro ycraHosuTe dpiar Ha- T -

IIPOTNB CTPOKMN ABTOMaTMYECKM OOHOBJ/ISITH CIMCOK aKKpe-

Hactpoute...

nuroBaHHBIX YII.

8:05
RU
B0 00

O6HoBUTL maHHbI crncok (TSL) BB MoXeTe B JIH000V MO-
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MeHT. B BepxzeM MeHIo m1aBHoOro okHa otkpourte Cepsuc > Ilapamerpsl nmporpaMmmel > Pe-

JKVMMBI U BBIOpIITe BapyaHT OOHOBJIEHS CITHCKA:

e OOGHOBUTH uepe3 VIHTepHeT: BapMaHT yIOOHO WCIIOIB30BaTh PV CTaOVIIBHOM OBICTpOM

VIHTepHeT-KaHaJle;
e 3arpys3uTk 3 daiia: ecJi JOCTyIl K VMHTep-

HeTy 3aTpydHeH/OTCYTCTByeT, peKOMeHyeM

cKavaThb CHMCOK B Buae damia c Iopraia
XML-
HpejicTaB/IeHye») ¥ YCTaHOBUTbL BPYYHYIO.
®arw1 TSL mmeet dpopmat *.xml

MwuHKOMCBSI3U («CKaLIaTB

Ynopsagounte ¥ Hosas nanka

HOPMATWBHBIE JOKYMEHTHI KOHTAKTHI

“e Cravatb XML-npeacTasneHne
[ONOBHON YAOCTOBEPAOUMIA LIEHTD

0 WsBpanHoe

& 3arpyskn
i‘:_—_i HepasHue mecTa

B PaBounii cton

- BuBnuotekn

= Buaeo

B JokymeHTbl
[=| WMzo0Bpaxenna

J’ Myzbika

1% KomnbtoTep
ﬁ NokaneHsei guck (C:)

# Documents (D:)

-

..
- <
-

Het aaHHbIX Ang
NpeABapuTENBHOMO MPOCMOTPa.

2

Wma daiina: TSLExt.1.0

~ | @aiin TSL (i) -|

[ OTtkpbiTe IvJ [ OtmeHa ]

«KprunrtoAPM» obnHOBUT cricok. Ecyiv ycTaHOBJIEHHBIVI Ha Balll KOMITBIOTEP CIIMCOK II0-

MpeXXHeMy aKTyaJsleH, TO IIporpaMMa COOOIINT 00 3TOM:

Kﬂanudlnuupoﬂﬂl_

o

TEK'_'."LLI,EFI BEQCWA CNWCKD SKKPEJUTOBAHHBIX YA4OCTOBERARILLNY LLEHTROB
HOBEE WAW COOTEETCTEYET Y CTaHABENMEIEM oA,

[
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J1s1 ynoOcTBa paboThI CO CriCKaMy KOPHEBBIX cepTUQVKATOB BBl MOXKeTe OTK/IIOUUTH I10-
Ka3 KOPHEeBBIX CepTM@MKATOB € MCTEKIIMM CPOKOM JIeVICTBMSIL.

KeanudHuMpoBaHHaA Noanuch

[ aHHBI PEXWM HAKNAABIBAET OrpaHMYeHME Ha MCMONE30BaHWE CepTHhKaToE, B
PEHMME KEAMMAMLIAPOBSHHOA NoANMoK ByAYT AOCTYNHEl TONBKD CEPTHUDMKATEI,
KOTOPEIE BElAEHE! Y AOCTOBEPARILMMIA LEHTPEMM,, SKKPEOWT 0BaHHBIMM
MUHKOMCBAZK Pocoad.

BHADYMTE PEHIMM KEAMWQULIMDOESHHDIA NOAMMCA
ABTOMATUHECKN 0OHOBNATE CMMCOK AKKDEOMTOBAHHBIX Y1

He NoKasbIEaTE KOPHEBRIE CEPTHMDMKATEI C MCTEKILMM CHOKOM AACTEMA

HomnoHnTebHYI0 MHQOPMaIio 0 paboTe ¢ KBaIMPUITMPOBAaHHBIMI cepTUdVKaTaMy BB
y3HaeTe B OJHOMMEHHOJI IJ1aBe.

4.1.3 IIAPAMETPBI [IPOKCH-CEPBEPA

ITporpamme «KpunroAPM» 117151 TIOJTHOIIEHHOV paOoThI TpebyeTcs MoKIIoueHne K ceT
VIHTepHeT, UTO IO3BOJIAET ONEpPaTMBHO 3arpy’kaTh CIIVMICKM OT3bIBa CepTUUKATOB W CIIVICKM
akkpenuToBaHHbiX YII. Ecim BbIXOA B ceTh OrpaHuYeH IIPOKCU-CEPBEPOM, TO Bbl MOXKeTe Ha-

CTPOUTH ITapaMeTPhl JI0CTYIIA.

€3 Napamerpe @
[=- HacT ot lNapameTpbl NPOKCH-CEpBEpa
Ofuwme .
Pl Mcnons308aTH HACTPONKK NPOKCM-CEpEEpa
MapaMeTpbl NpokcM-Cepeepa MapaMeTpsl AOCTYNE

----- Browser plug-in
[=I- CnpaBoYHHKK
HazHaueHun cepTudmkaTa

() AHOHMMHEIR LoCTYN

(@) OfbI4HEA BYTEHTUDMKELMA

HasHa4eHms noanic () KpaTkan Nposepka NoamHHOCTI
=3 Kpnnmnposaf&nepbl () BcTpoeHHaA NpoBepka NoanMHHOCTH Windows
o PaspeWenHEe () BCTpoeHHaA NPOBEPKa NoANMHHOCTH Windows unn Kerberos
¥CTaHOBNEHHBIE
- Mpodini Aapec Npokoi-Cepeepa:

MMA nonb30BaTERNA: Maponb:

Hemaau nacmpoiiku napamempo8 docrmyna Bv. MosKeme Y3HaAMsy Y CUCTEMHO20 AOMUHUCTIPAIMOpA.
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414 YI'IPOI_I_IFHHBIVI PEXXVM

PexxviM 1103BOJISIET BBIIIOJIHSITH TUIIOBbIE KPVIITOOIIEPALVIVL «B OAVIH KJIVIK», CKpbIBasl OOJIb-
IIMHCTBO mIaros. ITpm ympoIieHHOM peXXyMe IIporpaMMa MCIOoIb3yeT B KadecTse I1abIoHa Ty
HaCTPOVIKY, KOTOpasl yCTaHOBJIeHa "o yMoidaHuio". B aToMm crydae Bo BpeMst onepanmm IIpo-
rpaMMOV 3alpallBaeTcss BBOJ TOJIBKO TeX IapaMeTpoB, KOTOpble He yKa3aHbl B JJaHHOV Ha-
crpovike. OcTaJIbHBIE IIaryi ONepalyyl BBIIOJIHSIOTCS IPOrPaMMOVI aBTOMATUYeCKN COTJIACHO
yKasaHHBIM B HaCTPOVIKe ITapaMeTpaM.

BrmrounTs «ynpoIeHHbIT peXyM» BBl MOXKeTe Ha BepXHeVi IIaHe/ IV MHCTPYMEeHTOB B MEHIO
Hacrpovikn> Ynpasnenne HacTporikamu > Pe>kxumel. [1J14 yCcTaHOBKYM YITPOIIIEHHOIO peXXyuMa
VICIIONIB3YTITe dpyiar BKIFOUNUTE YIIPOIIeHHBIVI PEXXVM.

'@ NMapamerpes 3]
=) HacTpoim KeanuduumposanHas noanucs
Obuwme
Pexamel [arb81 DEXGIM HAKNAALISIET ONPAHIHEHNE HA MCNONLI0BAHME CEpTIKdIaToSs. B
MapaneTpo! NPOKOI-CEPBEpa PEXMNE KBANDUIPOBAHHON NOANMOI ByAYT AOCT Yl TONDKO CEPTHIMKATDI,
Browser plugn KOTOPGIE BbiAaHE! YAOCTOBEDAOWIMI LEHTDAMH, SKKDEANTOBAHHBIMIA
=] Cnpasoumem orcas Pocoms.
Hasnasersts ceprisdexara [V BXmossTh pexin KBAnMdVEspOBa40it NOANKMOA
HA3HAYEHMA NOANMOA _-—
3 V| ABTOMaTHUNECKH ODHOSNATDL CIMCOK SKKPEANTOBAHHSIX
=) Kpunronposainaepet > e u
Paspeweresie v He NoKaSHIBATD KOPHEBHIE CEPTINDUXKATEI € MCTEKLLMM CPOKOM ASHCTENA
YCTanosnerHbie
Npodwin ™t
Bepona: 6334
Aata obrosnermesn: 09.06.2015 14:02:14
Obnosnerme
[ OfeosuTn yepes Murepret J [ Sarpysums u3 daana
YNpOWEHHbIN PEXUM
YNPOWLEHHDET DEXMM NOIBONRET CXPLITh SOMBWMHCTEO Waros MacTepos. U
HCNOMDIYET HACTPONKM, YCTAHOBNEHHDIE ASHCTEYIOULM Npodunen,
[¥] Bxmossrms ympowereasst pesxin
L oK } [ Orneria J [ NpveesaTs ]
ITpu oTKIIOYeHUV JAaHHOTO peXXrMa BO BpeMs BBIIIOJIHeHVs i
CHRTb [ I'IpOBEpHTb noannUce..
ortepartnu Bam OyayT pgoctynHbl BCE marm Macrepa 11 yka- Pacumposars...

3aHMsI HeOOXOIMMBIX HapaMeTPOB BPYUHYIO. (IPOCHOTPET: A0 MENT.

PaclundpoeaTe M NPOBEPUTE NOAMNCE. ..

BbICTpO BKIIIOUUTDH / OTKIIIOUYUTD PEXVIM Bbl MOJKETE!
Hactpoiikn 3

. yepe3 KOHTEKCTHOE MEHIO ITPOI'paMMBbl Ha ITaHeJIN 3alav
Ormkperme KpuntoAPM

e uepe3 KOHTEKCTHOe MeHIO JIroboro daria

Benog

= -

HactpouTs...

4.2 TITrodUIN

8:05
YT1oOBI omepaTMBHO BHIIIOIHATH KPUIITOOIIEPAIINYI, BBl MO- B 00
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JKeTe yCTaHaBJIMBATh CIlelMasibHble ITpodwIn (I11abI0HbI, MHAUBUIYyaIbHBIe HACTPOVIKM). [1y1s
KaKIOVI CUTYalyI MOXKHO CO3[ATh VI VCIIOJIb30BaTh COOCTBEHHBIV IPO(MWIIb IS BHITOTHEHVIS
Kpunrorpaduyieckmx oreparyii, padoTel ¢ ceprudmkaramMmu n T.IL. ITogpobHee o ToM, Kakue
Ipod 1IN Bbl MOXKeTe CO31aTh ¥ MCIIOIb30BaTh, UMTaTe B IVIaBe YIIpaBjIeHUe IIPOPMIAMM.

‘@ MapameTpe (E5=|

- HacTpodial Mpodmnm

- Mpodeins WENONBIYETCR ANA CONDAHEHIMA SACTO MCNONBIYENE NADAMETDOS NP

Pesambl ROAMMCAHIS W ussbpoeaH Sainos. Mpodeis, HCNOMLSYERBI N0 YHOMUAHIIG, NOSBORRET
MBDAHET Pkl NPOKO-CEPBEDS BefiOAHATE GREPALIM B YHDOULEHHOM BIie.
Browser plug-in
=] Cnpasour a1
'y .
HasHAWERE CEPTILATA Iﬁl ? |
HASHAEHA MO
= K“?ma'uw Wrm npadins KpATKOE omuscanie
TIPS S
Yon . S byranrepun Ana pabaTe ¢ OHC
Pocanorons
Mpodwire 531
{53 Cnaua oTueTHOCTH B OMC
{:%Encmw ToprM

OK | OTHeHS ][I‘:mn-mh

Pabora ¢ HacTpoVIKaMVI BBITIOJIHSIETCS Yepe3 ITaHesIb MHCTPyMeHTOB B MeHIo HacTporikn >
Ynpasinenne Hacrpovikamm > ITpodwnm mmbo IIpodwmm > Yopasnenue npodwmisimu. s
Bac JJOCTYITHO KOHTEKCTHOe MeHIO (ITpaBoVi KJIaBUITIeVI MBIV Ha HACTPOVIKe / ITyCTOM II0JIe):
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MMA HACTpoikK KpaTroe onucaHue

Byxrantepua Ana paboTtel ¢ dHC

%Cnaqa oTHET Mcnonezoeate No YMoAYaHMHD
Z-JnEKTpDHHblE

¥aanuTe
Co3gaTe KOMMHD

Mepenmenceats

Mranopt

JkcnopT
]

DuneTp

CJBHOBWTE

CBpocute grAsTp

CeoWcTEa

E1te ogye BapmaHT paOOoTHI ¢ HACTPOVIKAMM — CHelTMaIbHble 3HAUKM:

@ s 5 SjZe|E

1 - CospaTe npod e

2 - VimnopTrpoBaTh IpodIb

3 - DKcnopTrpoBaTh IIpOPWIb

4 - ®OyIbTpOBaTh IPOMWIIN IO OIIperielIeHHOMY HapaMeTpy
5 - Cozpars Koo npod s

6 - IlepenmeHoBaTh IIpOPIIIH

7 - YcraHOBUTH NPOPWIIb IO YMOITYaHUIO

8 - IIpocMOTpeTh/ M3MEeHUTh CBOVICTBA ITPO WIS

9 - Ynaymre npodwib

421 CO3OAHUE HOBOTO ITPO®WIIA
J711 co3maHvss HOBOVI HACTPOVIKY BBIIIOJIHEHVS OIlepalivii:

1. Ha BepxHen maHe/m IJIaBHOTO OKHa OTKpoWTe IyHKT MeHIo IIpodwman > Ynpasierue
MpodMIAMI V1 BBI30BUTE KOHTEKCTHOE MEHIO ITpaBoVl KJIaBUIIIEV MBIIIN. BeiOepnre myHKT
Co3maTh HOBBIVI IPOPWIIE!
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MNpodunu

MpodKne MCNONE3YETCA ANA COXPAHEHMA YACTO MOMONL3YEMEIX NAPaMETPOE NPK
MNOAMWCEHKMK W WKbpoBaHKK daknos. Mpodinb, KCNoNb3YEMBIA N0 YMONYaHKKD, NO3B0NAST
BEINOMNHATE ONEPELIAM B YMPOLWEHHOM B1AE.

B EREREE

HMMA npodna KpaTKoe onucaHue
%nyramepmn Ana paboTel © @HC
Pocankorone

liiii':;,e'l:J:I,.Eu-I.En OTHETHOCTH B OMC

&’3‘3HEKTpDHbIE TOPMH
Cozgate HoBBIA NpodKib
Wrmnopt
JkcnopT

4 I
DuneTp 1
CBpocuTe GUAbTR
COBHOBWTE

2. Orkpoetcs okHo ITapameTpsl HaCTpOVIKNA.

[NapameTpel HacTpolku ﬁ

=~ Mpodwne np[ld]HJ'lb

- Obwme
B AaHHOM Pa3AENE Bbl MOKETE HACTPOWTE MAPAMETPLI ANA:

- Moankcs - BoINDAHEHMSA ONEPALMIA MOANKCA,
-~ LLIndposaHue - WPOBEHUA W PACMPOBEHIMA,
- PACWMBPOBaHHE - NCMONb30BEHUA NOAMTUK CEPTHDMKETOR,

- HECTPOIKI KETANOros XpaHeHWA dalinos,

- MHTepdelic nonesoBaTENA ., -
- HACTPOMKKN MHTEPhENCE NONb30BATENA.

- MoMMTHKE CEpTUdMKATOE
- BEPUDMKELMA CEPTUDMKETOE MNoapobree of yNpaeneH NPodMNAMK Bl MOKETE Y3HaTh B DYKOBOACTES NONL30BaTENA.
- TSP

- QICSP

- KaTanori

B cozpaBaemMom npoduie BbI MOXKeTe YCTaHOBUTD CJIe[IyIOIye HapaMeTphl:

001111e T1TapamMeTphl (Ha3BaHMe, OIVICAaHVIe VI T.I1.)

IapaMeTphbl HOIIICH

napaMerpsl nmdpoBaHMA

ImapaMeTphl pacimdpOoBaHMs

IIapaMeTpPhl VITpaBJIeH VA VIHTEDdDGVICOM ITOJIBb30BaTeJ IS

ITapaMeTPhbI MCITOJIB30OBaAHVIA ITOJINTUIK CeDTVICbV[KaTOB

IIapaMeTphbl BeDI/ICbT/IKaHT/IT/I CEDTVICbVIKaTOB

mapaMeTpel paboTst ¢ TSP-crryx60m (City>k00v1 IITTaMIIOB BpeMeHM)

HapameTprl padoTsl ¢ OCSP-ciry>x60m (Ci1yKO01 aKTyaIbHBIX CTaTyCOB)

ITonnpobGHee o0 TOM, KaK yCTaHOBUTB apaMeTphbl HACTPOVIKI KPUITTOOIIepalluil, YuTamTe B

m1ase O0IMe HaCTPOVIKIA.

3. CoxpaHuTe yKazaHHbBIe ITapaMeTpbl HAaCTPOVKM (KHorika IIpuMeHUTS).
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4. CosgaHHasi HACTPOVIKA OTOOPA3UTCs B CIIVICKe HaCTpOeK.

4.2.2 TIEPEMMEHOBAHWE [TIPO®WIISI
YT0oO6BI IIeperMeHOBaTh MPOPWIb:

1. Ha BepxHer 11aHe M I7IaBHOTO OKHa OTKpowmTe ITyHKT MeHio IIpodwm > Ynpasienue
npodnsrsamn. VI3 ciivicka BeibepTe podviIb, KOTOPHIVE HEOOXOIVMO IepeIMeHOBaTh, V1 C
ITOMOIIBI0 KOHTEKCTHOT'O MeHIO WIN CIlell.3Havka Ha ITaHeJI MHCTPYMEeHTOB BeIOepuTe
nyHKT IleperimeHOBaTh.

2. Bsepgure HOBOe MM IS yKa3aHHOTO IIPOPWIISL.

3. IIpodwib OyaeT neperiMeHOBaH.

4.2.3 CO3OAHVE KON [TPODUIIS
YT0OBI CO311aTh KOIMIO CYIIIeCTBYIOIIeV HaCTPOVIKIA:

1. Ha BepxHern naHen I71aBHOTO OKHa OTKpoWTe IyHKT MeHio IIpodwm > Ynpasienue
npodnrsamn. VI3 ciivicka Beibepute mpodniTh, KOO KOTOPOTo Heodbxomymo co3aath. C
ITOMOIIBI0 KOHTEKCTHOT'O MeHIO WIN CIlell.3Hadka Ha ITaHeJI MHCTPYMEeHTOB BbIOepuTe
nyHKT Co3gaTh KONMIo

MNpodwunu
Mpodne MCNANE3YETCA ANA COXPEHEHMA Y3CTO MONONE3YEMbIX MAPSMETROE NP

MOAMWCEHUK W WMbpoBaHKK dainos. Mpodknb, MCNONE3YEMEIA N0 YMOMHaHKID, NOSB0NAST
BLINOMHATE ONEPELMA B YPOWEHHDM B1AE.

CINEREANEA 0 E2 - R
MMa npodmna [ Cosgate konuio L’me QMHCEHKE

nyramepmn AnAa paboTel ¢ @HC
%Pucanmrunb
Cna'-la OTHETHOCTH B OMC

H ANEKTPOHEIE TOPrM

2. B crmcke nogBUTCS HOBBIV ITpodpwib 11071 HasBaHMeM "Kord (Ha3BaHMe KOIIMPYeMOIo
npodwi)". OH BKIIOYaeT Bce MapaMeTphl TOro IIpodwIs, KOTOPEIV Oblila CKOIMPOBaH:

MMA npodina KpaTkoe onucaHue

nyramepmn Ana paboTel © @HC
Pocankorons
Cnaqa aTHETHOCTH B OMC

FKonKA IneKTpoHsIE TOprM

':"nerchpole TOprK

4.24 VYCTAHOBKA MNPO®WIA IIO YMOTYAHMUIO
BeI MOXeTe yCTaHOBWUTB OIVH W3 VCIIOIIB3YeMBIX BaMV Hpodrien Kak "VCII0Ib3yeMBIVT IO
yMoyrdaHmio" (OH Oy/IeT MCIIOIb30BaThCsl aBTOMATIYecKy, Korja He BBIOpaH HV OJIVH W3 IIPO-
dwien).
YT006BI yCTaHOBUTB IIPOMIUIH ITO YMOITIAHVIO:
1. Ha BepxHert maHe M IJIaBHOTO OKHa OTKpoviTe ITyHKT MeHio IIpodmmm > Ynpasienne
npodwIsiMi. B KOHTEKCTHOM MeHIO ITpod1Is, KOTOPHIN IVTaHVIPYeTe VCIIOIb30BaTh I10
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YMOJIHYaHVIIO, WINV Ha IIaHeJIM MHCTPYMEHTOB BBI6epT/ITe IIYHKT Victmostp30BaTh 1O ymMmoirga-
HWMIO:

@ & 7 ([@=E)E @

MMA npodwna KpaTKoe onvcaHie

%Poca [— | Mcnone3ceaTe No yMONYaHU

‘ﬁ Caaqa oTY4eTHOCTH B OMC

¥aanuTe
3INEKTPOHEIE TOPrH =

Co3gate KoKW

Mepenmenceate

2. TTpu sToMm yKasaHHBIV ITpodIIIb OyIeT ycTaHOBIIeH Kak "ITpodruis 1o ymorganvio".

° HpOC})I/IJ'IB, y'CTaHOBJ'IEHHBITZ 110 yMOJ/I9aHUIO, obo3HavaeTcs HVIKTOI‘paMMOV[ % .

e B obGmiem crvicke Tpod1ib, MICIOIB3YEMBIVI ITO YMOITYAHWIO, BBIIEJIEH XXUPHBIM TPV TOM:

r -— - m—

e ————————————
Daiin Hactpoiikn  [MNomows

v Byxrantepus 3 & e

Meognug Pocankorons ipposate | OBHoswte | Co

EI@ Ce Caaua otuetHocT 8 OMC KANEHEX XPaHWINLL,

% INEKTPOHBIE TOPTH 1€ XpaHWUNKULLE cepTid

3 ¥npaenenwne npodunamm uikaTe! ApYTUX NONE3

EHYTOUHBIE LIEHTPEI O

[F;] J0BEpEHHBIE KOPHEEBIE LEHTPEI CEQTURMKALNI

= CepTuguratel gomera digt.local ]
U T dukatel gomena digt.|

IEHHBIE KOPHEERIE LLEH

425 OUIBTPALIVA IIPODUIIEN

Be1 MoxeTe prstbTpOBaTh POMIIN B CIIMCKE ITOC/IeTyIOIIM ITapaMeTpaM:
* VM HACTPOVIKU
e KpaTKoe OIliicaHle

YT006B! OTPMITETPOBATE HACTPOVIKIA

1. Ha BepxHem maHe/ INIaBHOTO OKHa OTKpoWTe MyHKT MeHio IIpodwmmi > YnpasiaeHnue
npodwIsAMM, B KOHTEKCTHOM MEHIO WIV Ha IIaHeJIV VHCTPYMEHTOB BbIOepuTe ITyHKT
DuneTp.

2. B okHe YcraHOBKa mIbTpa yKaXuTe IHapaMeTphbl, IO KOTOPBIM HEOOXOOMMO OTOOpaTh
npodpwwm «KpuntoAPM»:
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i YcTanoeka puasTpa Mﬂ
MMa npodmna: [Co.uepmﬂcﬂ vl Byxrantepus
KpaTroe onMcaHKe: [nmﬁge vl
[ Chpoc ] [ QK ] [ OTHMEHE l

3. Cmmcok nnpodwien OyneT oTWIBTPOBaH 110 yKa3aHHBIM BaMU ITapaMeTpaM:
MNpodunu
Mpodkne MCNONE3YETCA ANA COXPAHEHMA YACTO MCMONE3YEMEIX NApaMETPOE MpK

NOAMMCEHKKM W WiibpoBaHMK dainos. Mpodune, MCNONE3YEMENR N0 YMOMYEHWD, NOSEONAET
BLINONHATE ONEPALIAA B YNIPOLWEHHOM BUAE,

7 b2@E [@

Mma npodiang (*Byxrantepua™) KpaTKoe onucaHue
nyTanTepMﬂ Nna paboTel ¢ PHC

4. BepHyTbCS K MICXOIHOMY CIVICKY IIpodpuIernt BB MOXeTe, COpOocB (prIbTp:
Mpodunu
MpodMne MCNONL3YETCA ANA COXPSHEHMA YaCTo MONOML3YEMLIX NaPaMETPOE MpK

NOAMMCEHMKA W WpoBaHMM daiinos. MNpodune, MCNoONE3YEMEIA NO YMONYEHWKD, NOSB0NAE
BLINOMHATE ONEPALMA B YMPOWEHHOM BUAE,

@ &) 7 === @

Mma npodmna (Byxrantepua™) KpaTKoe onMcaHe

Byxrantepua

KMecnone3oeate no Y¥MON4aHWH

¥aanute
Co3gate KONKWD

Mepenmeroeate

MrnopTt

JkcnopT

v | Dunetp

QJBHoBNTE

| CBpocHTE GUNETP

CBOHCTEE
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4.2.6 DKCIIOPT IPO®UIIS
ITpn oGHOBIIeHMM WM TlepeycTaHOBKe ITporpammbl «KpunTtoAPM» pekomeHyeTcsl 3Kc-
HOPTUPOBATh MCIIOJIb3yeMble B paboTe mpodruin BeioIHeHNs onepalinit B XML-dpopmar.
YT0ORI 3KCITOPTUPOBATh HACTPOVIKY B (pari:

1. Ha Bepxnel maHem IJIaBHOTO OKHa OTKpowTe ITyHKT MeHio IIpodwman > Ynpasienue
npodwiisiMu, BeIOepuUTe IPOdIIIb, KOTOPBII HEOOXOOAVMO SKCIIOPTMPOBaTh. B KOHTEKCT-
HOM MeHIO 0OBeKTa VIV Ha ITaHe/IVl MTHCTPYMEHTOB BEIOepTe IIYHKT DKCIOPT.

2. B oxne npoBomHMKa BBeATE MM SKCIIOPTHPYyeMoro dparijia ¢ HaCTPOVIKOA:

3. VkasaHHbBI IIpodwiIb OyeT sKcropTHpoBaHa B a1 B popmare *.xml. [Tpu sxcriopre He-
CKOJIBKMX Ipodpumient, OyeT cosmaBaTbcs ofuH *.xml daiwi, comep Kalmi Bce SKCIIOPTU-
pyemble IIpodpmIn.

4.2.7 VIMIIOPT ITIPO®WIIA

ITpu oOHOBIeHUM WM TIepeycTaHoBKe mporpaMMbl «KpuntoAPM» BBl MOXeTe MMIIOPTU-
poBaTh paHee coxpaHeHHble B XML-dopmaTe mpod v BeIITOIHeH s orlepaliuiL.

YT0o06B! MMIIOPTHPOBATE ParI ¢ IIpodrIeM:

1. Ha BepxHer1 1maHes M I7IaBHOTO OKHa OTKpoMTe IyHKT MeHio IIpodwm > Ynpasienue
npodwasamu. [Tpason K1aBuIIert MBIV OTKPOVITe KOHTEKCTHOe MeHIO VIV Ha I1aHeJIV VH-
CTPYMEHTOB BbIOepuTe IyHKT VIMIOpPT:

2. B oxne nposomHMKa BeIOepuTe paiwi ¢ mpodwieM B popmate .xml

3. B crmcok nmpodwient OyrieT MMIIOPTHUPOBaH yKa3aHHas BaMy ITPOWIb.

4.2.8 YIOAJIEHUE IIPOOWIILA
s ynaneHws mpodpwis:

1. Ha BepxHen naHeny I71aBHOIO OKHa OTKpowTe IyHKT MeHIo IIpodwmi > Ynpasnenne
npodnisiMu, BeIOepITe IPOdIIIb, KOTOPBI HEOOXOIVMO yIa/INTh. B KOHTEKCTHOM MeHIO
oOBeKTa WV Ha ITaHe/IV MTHCTPYMEHTOB BBIOepTe IyHKT Y IaInTh:

2. Ha sampoc cucTeMbl ITIOOTBEPOTE CBOE pellleHle.

3. VYxasaHHBIV IpodwIb OyIeT yaasieH 13 CIyCcKa.

4.3 YHOPABJIEHUE ITPO®WISIMU

B m1aBe Ynpasienue npodmiasimu Bl HalljieTe MHPOPMAIIMIO O TOM, KaKye apaMeTphl
BBl MOXKeTe HaCTPOWUTD ISl BBIIIOJIHEHVIS KPUIITOOIIepaluL.

Ha BepxHent maHesM IJIaBHOTO OKHa OTKpowTe HNyHKT MeHIo IIpodwmam > Ympasienue
npodwIsiMi 11 BBI30BUTE KOHTEKCTHOe MEHIO IIpaBOVl KJIaBMIIIEVI MBIINM. BbiOepurTe IyHKT

Co3maTh HOBBIVI IIPOPWITE!

MapameTpsl HACTPORKK Lﬁ

= Mpodwns I'Ipod]nﬂb
- Oflme
B AaHHOM pasaene Bbl MOXETE HACTPOWTE NAPAMETPEI ANA:
- Moanucs - BEINONHEHWA ONEPALIAI NoAMMCH,
- LUnbposaHme - WKhPOBaHWA W PaCLUMPOBAHWA,
- PacwmbposaHie - MCMOME30BEHUA NOMMTHK CEPTHRMKETOE,

- HACTPOIKI KETANOros XpaHeHWA dalinos,

- MHTephelic nons30BaTENA o .
- HACTPOiikK MHTepdelica NoNb30EaTENA.

- MoMTHKE CEPTHONMKETOE
- BEPMOMKALWA CEPTHHMKETOS NMoapobHee ob ynpasneHky NpodMnaMK Bbl MOXETE Y3HATE B DYKOBOACTES NONL30S3TENS.
- QCSP

- KaTanoru
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431 HACTPOVIKA OBIIIUNX ITAPAMETPOB ITPO®UJIS
C pasnena «O61mme» HaumMHaeTcs co3gaHue Jroboro nmpodws. 3meck BbI YKas3bIBaeTe MM

HOBOI'O HpOClJVIH?I " ero KpaTkoe OIlMcaHmne, MOXeTe€ HaCTpOWUTb OTIIpaBKy IIOAIINCaH-

HBIX / SaIL[VICI)pOBaHHBIX JaHHBIX ITO BHQKTPOHHOVI roure m Ip.

1. B paspgernie Obmme n yKaxmnre:

[ ]

Vimsa npodwg,

Kpatkoe onmcanme npodwis (s yero 6yaeT UCIIOIb30BaThCs IIPOPWIb),

Tpebyetcs 5 106aBIsTE MHAOPMALIVIO O IMOAMNNCK B pacliedaThlBaeMbIN (IIpocMaT-

pVIBaeMbIVi) IOKyMeHT,

CnenyeT JIt OTIIPABJIATDH BBIXOHBIE TaHHbBIE 110 3J'I€KTpOHHOI;I I1oure,

CeptudmxaT, KOTOPEIVI OyAeT MCIOIb30BaThC I MOANMCcaHNs, M POoBaHNUA U

pacumdpoBaHys JaHHBIX (KHOIKa BeIOpaTs). YKasaHHBIN cepTudmKaT Ipy Heob-

XOOAVIMOCTVL MOXKHO YIAJIVITh 3 HACTPOEK (KHOHKa y,IIaJ'II/ITB), a TakK’ke ITPOCMOTPETH

OOIIIyIO 1 IeTaIbHYIO MHPOpMaILNIo 0 HeM (KHomKa ITpocMoTpeTs).

[Taposs x wmoay (PIN-kom).
Dmy onyuio Ml cobemyem Ucnoab306ams kpatHe 0CHOPOXKHO, MOALKO 6 mex cumyayusx, ko2oa

xouemcs u3babumoca om pyuro2o 6600a nun-x00a, 0axe ¢ Yuemom NOHUXKEHUs YPOBHA 3auyu-

wennocmu. [lomMHume: xpanenue napoas K 3aKpuvimomy kaiouy 6 npogpuise moxcem Ovims Hebe30-

NAcCHbIM.

[

-
MapameTpel HacTpoKKn &
= Npodwne DﬁLLI, ne

-~ Obiune WMA npoduns:
- Moanuce
- LLndbpoBaHMe Byxrantepua
- PacluMdpoEaHie
- MHTepheic NonL30BaTENA KpaTkoe onucaHie:
- MOMMTHKS CEPTURMKATOE s pafioTel ¢ BHC
- BEpUdUKaLMA CepTHMDUKaTOE
TSP
--OCSP
- KaTanorn

MpocMaTP ACKYMEHTOE

HobasnsaTe MHdJop_MaLumo 0 MOAMKCH B PaCNEYaThIBIEMEIA

(MpocraTpHBaeMsIn) AoKyMeHT
OTnpaska hainos No aNeKTPOHHON No4TE
OTNPEBEWTE BbIXoaHEIE $aiinkl No 3NeKTPOHHONA NoJTe
[¥] OTHpbITE OKHO NOYTOBOrD KNMEHTE
CepTUhMKET NOAMMCM, LWMDPOBAHISE 1 PECLUNDPOBEHNA
Bnageney cepTudmKaTa: CN=WsaHos MeaH WeaHosud, O=Llnbposeie TexHONOMNM
[ MpacMoTRETE ] [ BribpaTe... ] [ ¥aanute
Mapons K kniouy (PIN+0a):
OK ] ’ OTMEHA ] ’ MpyMeHUTE
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4.3.2 HACTPOVIKWM OITEPALIMY ITOOIIVICU
HJ’[F[ YCTaHOBKU IlapaMeTpPOB ITOAIIVICVL B HaCTpOV[Ke BBITIOJIHUTE CJIENYyIOoIIMe Iarvi:

1. Ha BepxHen naHeu I71aBHOrO OKHa OTKpowTe IyHKT MeHIo IIpodwmi > Ynpasnenne
mpoduIsAMI. DTO XKe Bbl MOXeTe cJle/laTh Yyepe3 KOHTeKCTHOM MeHIO dhavijia Wi Ha IaHesIn
VHCTPYMeHTOB: BbiOepuTe ITyHKT ITpodpwmin.

2. OrtkpoiiTe Ty HaCTPOVIKY, B KOTOPOVI HEOOXOIMMO YCTaHOBUTD/ M3MEHUTH ITapaMeTphl. B
okHe ITapameTps1 HacTponku oTkponTe pasaen Ilogmvice.

MNMoanuce
MNapaMeTpel NoAnMc
THA X3W anropuTHa: ISHA-l -
DOPHMET NOAMMCH: I}{nacmqemaﬂ 'I
WnonssosaHWe NoanKMoi: ID3HBI{DMHEH VI

HOMMEHTEDMIA K NOAMMOM:

MAEHTUDMKETOD pECYPCa:

MoMewaTs MMA McxoaHoro gaina B none WaeHTudmkarop pecypea”
BnouaTh BPEMA COSAaHWA MOArMoA

BrNWOYETE B NOAMKMCE LWTAMN BPEMEHK Ha MoANUCE Ha NoANKMCbIBAEMBIE AaHHbIE

BieniouaTe B NoANMcE: IBce CEPTHRMKATEI MYTH CEPTHRMKaLMN -

CoXpaHATL NOANWCE B 0TAENbHOM daiine
YAanATe MCXOAHBIA H3AN NoCne Co3AEHKA NoAMMCH
BeixoaHoi hopMaT 1M pacwkpeHe dalinag noanmoi
) DER. - koawpoBKa * | sig @) BASES4 - KoaWpoBKa * sig

[] OTrnroumMTE cnyrebHbIE SaronoBkM
BrMHDYSTE SPXMEMPOEEHNE

dHOBWTE aCCOUMaLyAHD

COXpaHATE CTRYKTYDY BACHEHHOCTH KSTanoros
3. YkaxwuTe napaMeTpbl 3JIeKTPOHHOVI ITIOIIVICH:

Twur x3nI-aJiropmTMa, Ha OCHOBe KOTOPOro OyzeT co3/iaBaThCs 3JIeKTPOHHAs MOAINCH (BbI-
OepuTe M3 BbIIaaroIero crvcka). CIcok 3aBUICUT OT TOTO, KaKOV KPUITTOIIpOBariiep BBI VIC-
HoJIb3yeTe ISt paboThI

dopmaT IoAmnvCcH: Klaccdeckasi Wi yCOBepIlIeHCTBOBaHHAs

- KJIacCM4IecKast

Conepxmumoe KI0o4ent 1 cepTUUKATOB II03BOJIAET YCTAaHOBUTH aBTOPCTBO 3JIEKTPOHHOIO
IIOKyMeHTa, OJHaKO B VCIIOJIb3yeMoM cerofHsa dopMmare DIT He dpukcupyercd BpeMs e€ cospa-
HUSA U CTaTyC cepTMdMKaTa OTKPBITOrO KI0Ua Ha MOMEHT IIOAIVICK (JeVICTBUTe/IeH, OTO3BaH,
HIPUOCTaHOBJIeH). DTO 3aTpyOHsAeT IIpollefypy [IoKasaTe/IbCTBa IIOIMHHOCTY 3JIeKTPOHHO
TIOMIIVICIA.

- yCOBepIIIeHCTBOBaAaHHA

YcoBepiieHcTBOBaHHAas 37IeKTPOHHAs MOAMNCE. IIpeqHasHaueHa IS paspelleHns CIIOpoB
MeXX[1y IOANMCHIBAIOIIeN 1 IIpOBepsIollell CTOPOHaMI, KOTOpble MOTYT BO3HUKATh B OTHaJIeH-
HOM OyZyIIeMm, a’ke TOIbI CITyCTsI MOMEHTA VX CO3aHVIs.
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Vicriosip30BaHMe MOONMCH: «O3HAKOMIJIEH», «IIOIIMCAHO», «COIJIACOBAHO» M T.II (BBIOepuTe
¥3 BbIlIagarolero cavcka). O ToMm, Kak cosjaBaTb HOBble Ha3Ha4YeHVIsI Bbl MOXKeTe y3HaTb B pas-
merte Omepalimm co CIipaBOYHMKAMIM Ha3sHAYeHUIL.

KommenTapun k mopmmcn. KoMMmeHTapmeM K IOOIVICH MOXeT CIYXXWUTh MHMOpMAaIs,
NpeTHa3Ha4YeHHas JIIOISM, IIPOCMaTPUBAIOIIVIM ITOIVICAHHBIV TOKyMeHT (Hampumep, "Corra-
cosano!").

Mnpentudnkarop pecypca. Ilon ngeHTndnkaropom pecypca MOHMMaeTCS:

® MyTh J0 MCXOIHOIO, IIOJINCEIBaeMoro daria (Ha KoMIlbloTepe win B VIHTepHeTe, rie
HaXOOWMTCI TAaHHBIT cpaﬁm)

e umMs daia (YKaSBIBaeTCFI IUISL TOTO, YTOOBI B cJlydae M3MeHeHs MeHN dariia nojyda-
TeJIb IIOANMCAaHHOTO JOKYMEeHTa CMOT OITpenesIvTh IepBOHAYAIEHOE €0 Has3BaHIe).

Bxorrounts Bpems cosgaHusa moxpmucu. [Ipu ycranoske doiara - B davul mogmvcyu Oyaer

BKJIIOYEHO BpeM:A ITOIIIVICIL.

BX/IFOUMTE IITaMII BpeMeHM Ha IIO/IIVChIBaeMble JTaHHbIE VI/ I Ha caMy JIEKTPOHHYIO
TIOIITNCH

e Ha NOANMCBHIBaeMble JaHHBIE;

ITpu ycraHOBKe 3TOTO0 (br1ara B ¢pamI 2J7IeKTPOHHOV OANIVICH OyJieT BKJIFOUeH IIITaMII BpeMe-
HM Ha vicxofHble naHHble. [IITaMIr BpeMeHN Ha JJOKYMeHTe yIOCTOBEpsieT BpeMs CO3IaHus 10-
KyMeHTa IJI IIOCIIEAYIOINETro paspenieH:t KOH(l)J_H/IKTOB, CBA3aHHBIX C VMCITIOJIb30OBaHMEM 3JIeK-
TPOHHOTO JIOKYMeHTa. DTa BO3MOXHOCTb CIIOCOOCTBYeT 0DecIieueHII0 HeOTKa3yeMOCTH OT IOl
ITCYI.

Haymunie mramiia BpeMeHM B IOMIIMCAHHOM JJOKYMEHTe II03BOJIIET IIPOJIJIeBaTh CPOK HeVICT-
BUISL 3JIEKTPOHHOM nopacy. Hammpumep, Takoit mTaMIl yAOCTOBEPSieT, UYTO IOAINCH ObUIa CO3-
IlaHa 10 TOTO, KaK cepTudmKaT KIo4a IoAmcy Opul aHHy IMpoBaH (0To3BaH). TakuM obpasomM,
Ja’ke I10CJIe OT3bIBa CepTV[CpT/IKaTa OCTaHETCS BO3MOXXHOCTB VMCIIOJIb30BATh JTaHHBIV OTO3BAHHBIN
cepTdUKaT I IIPOBEPKY 3IeKTPOHHBIX IIOMIIIVICEVI, CO3IaHHBIX IO MOMeHTa OT3bIBa. 110/100-
Has IIpo0JIeMa aKTyasIbHa ISl BCeX CUCTEM 3JIEKTPOHHOIO JJOKyMEHTOO0OpOTa.

e Ha OONNCH

ITpu ycraHOBKe 3TOTO br1ara B ¢aruT 2J7IeKTPOHHOV IOANIVICH OyfieT BKJIFOUeH IIITaMII BpeMe-

HM Ha CO3IaBaeMyI0 JIeKTPOHHYIO ITOJIIINC.
__ ! Daae docmyner mMoAvko npu YcmanobAeHHOU AuLeH3uU Ha Mooyab TSP.

Bxi1rouaTs B moamnmce:

® TOJIBKO cepTUdUKAT BiIaflesIblla: PeXyM, yCTaHOBIEHHBIVI IO yMoTdaHuio. B aTrpubyTsl
HIOAIVICY JOOaBIIsieTCsl eMHCTBEHHBIN cepTrdmKart;

e IIyTh cepTUdUKaIMM Oe3 KOPHEBOro cepTudmKaTa: B aTpUOyTHI ITOAMIVICK H00aB/IseTcs
1Iertoyka cepTudmKaToB, 3a MCK/TIoUeHieM KOPHeBOIo cepTudmKaTa;

e Bce cepTUdUKATHI IyTU cepTUdUKaIIMM: B aTpUOYTHI ITOIINCHK J100aBsIseTcs BCs 1eroy-
Ka cepTrdUKaTOB, B TOM UlCile, I KOpHeBOV cepTudmKat;

e He BKJIIOYATh CepTMUUKATHI B IIOINCEH: B aTpUOYTHI ITOJIINCK He BKIIIOYAIOTCsl cepTdu-
KaTbl.
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CoxpaHuUTh HOAINCH B OTAeabHOM darute. ITpu ycraHoBke driara OymeT cosmaHa 3y1ek-
TPOHHAas TIO/INCH, OTAeIeHHAasl OT HOAIIMCHIBAEMbBIX JTaHHBIX (OTAETBHBIM parioM). YaoOHa B
TOM CJIydae, KOIZa BBl OTIIpaBJIsieTe JJOKyMEHT 4eJIoBeKYy, KOTOPBINI He mcrob3yer «Kpwumro-
APM» 1 eMy Ba)KHa He CTOJIBKO IOAIVCH, CKOJIBKO CaMV JaHHBIe.

[Tpu orcyTcTBUM (pr1ara - OyzmeT cpopMmpoBaHa JIEKTPOHHAS ITOINCH, BKJIFOYAIOIasi B Ce-
0s1 a1 ¢ MCXOOHBIMM JaHHBIMU (B 9TOM ciIydae oKyMeHT u OI1 OymyT XxpaHUTBCS BMecTe).
Takas moaIIch Ha3pIBa€TCS COBMEIIIEHHOTA.

4. YcraHoBUTe NapaMeTphl BEIXOAHOIO popMaTa 1 pacipenye dariia ITOICH:

BeixogHoi GopMaT 1 pacwmpeHie daina noanuo
DER - koawpoBKa ¥ gig @ BASES4 - kooWpoBra ¥ gig

OTKAKOHMTE CRy#efHbIE 3aranoBKK
| BkNoYaTh apXMEMDOEAHIE

| CoXpaHaTE CTRYKTYDY BNOMEHHOCTH KETAN0r0E

Koanposka 1 paciiipenme;
e DER encoded binary X.509

ITnaTdopMeHHO-He3aBUCUMBI MeTOJl, XpaHeHusl cepTudmKaToB. MoXeT MCIIO/Ib30BaThCs
IS VIX TIepejaum MeXly KoMITbloTepamu. Pacipenns mognmcalHoro daria *.sig, *.p7s.

e Base64 encoded X.509

BapuanT KopgupoBaHusl, paspaboTaHHBIN IS McIoIb30BaHMs copmecTHO ¢ S/MIME (6e30-
ITacHBIM IIPOTOKOJIOM 3JIeKTpoHHOM mouthl). Paiw1 mcnosbzyer ASCII-cuMBostbl, Onaromaps
yeMy MOXKeT ITPOVITV HelTOBPeXX/IeHHBIM Yepe3 BCe II0YTOBbIe IIUIIO3EL.

151 aTOTO BapMaHTa KOIMpPOBaHs Bbl MOXeTe yKa3aTh djiar OTKII0UnTh cIy>KeOHbIe 3a-
roJIOBKM (B 3TOM cIydae B (paiijie HOAIIMCY He OyIyT MCIIOJIb30BaThCsl 3ar0JIOBKM, YKasblBalo-
III/ie HadaJIo ¥ OKOHYaHMe OJI0Ka C MOAIMCAHHBIMV JAHHBIMW. 3aroJIOBKV HEOOXOMVMBI I
TOT0, YTOOBI MOXKHO OBUIO BBHIIIONIHSATEH IpoBepKy DI Oosiee paHHMMM BepcusMM IIPOrPaMMBI
«KpunrroAPM»).

Bxi1rounTh apxuBuUpoBaHMe;
BeI MoXXeTe yKa3aTh TpeDOyeTcs JIvi 3aapXUBMPOBATh HOAIIVICAHHBIE (PaviTbL.

CoxpaHATH CTPYKTYPY BIIO>KEHHOCTVM KaTaJIOTOB;
B apxmBe MOXXHO COXpaHSTh CTPYKTYPY BIIOKEHHOCTV KaTaJIOTOB.

[Ipn pasBepTbIBaHMM KOPHOPATMBHOV CUCTEMBI 3JI€KTPOHHOIO IOKYMEHTOOOOpOTa ISt
IIOATVICAHHBIX (PAvUIOB MOXKHO YCTaHOBUTH CIIeLVaJIbHBIE PacCIIVIpeHNs, OTIMYHbIE OT CTaH-
naptHbIX. YToObl 11pM pabote ¢ mporpammont «KpmunToAPM» st darwisl 06pabaThiBasIvich,
HeoOXOIMMO 3aHeCTV HOBble pacIIpeHNs B CIIVICOK TaK Ha3bIBa€MBIX «aCCOITVAITNIL:

e JloOaBbTe HEOOXOMMMOe pacIIpeHyie 1 HaKMITe Ha KHOIIKY YCTaHOBUTB acCOIVAITNIO.
e JIy1st CHATYS acCOIMALINY C PaCIIVIPeHVIsl HAKMWTe Ha KHOIIKY CHSITh acCOIMaIivA.

HacrpovB Bce HeoOXomyMble ITapaMeTpbl IIOAMVICH, COXPaHWUTe BHECEHHBbIe V3MEeHEHVIS
(xxorika ITpumennts i OK).
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4.3.3 HACTPOVIKM OIIEPALIVV IIIVIGPOBAHVISI
151 ycTaHOBKM MapaMeTpoB I poBaHs B IIpodwle BLIIOIHNUTe CJIeAyFoIye IIari:

1. Ha BepxHem maHe/M IJIaBHOTO OKHa OTKpouTe HNyHKT MeHo ITpodwmmm > YnpasiaeHue
npod M. DTO JXe BBl MOXKeTe czielaTh Yepe3 KOHTeKCTHOM MeHIO dparila VIV Ha ITaHeIn
VHCTPYMeHTOB: BbiOepuTe ITyHKT ITpodpwmim.

2. Orkpotire Ipodwiib, B KOTOPOM HEOOXOAMMO YCTaHOBUTB/ M3MEHUTD HapaMeTphl g po-
BaHus. B okae ITapameTprl HacTpoviku oTkponte paszert Inudposanmne.

3. YkaxwuTe nmapameTpsl MM pOBaHVIA:

Lndpoeanue

OnpeaensHWe anroplTHE WWhpoOBaHMA

KpunTonpoEaiaep: [CryptoP'ru GOST R 34.10-2001 UEC C5P T]

TWN anNropyTHa WMpPoEaHKMA; [GDST 2814789 ']

[| WindposaTs & anpec oTnpasuTens

CepTUdMKaTEl NoNyYaTEnsl N0 YMOAYEHWID

Enagenew MzpnaTtens OeficTBMTENEH C  [EicT
4 1 3
Tun coofweHmna; [Knacmuewi& (PKCS#T) - ]

BrixoaHOM hOPMAT 1 pACLUMPEHME 3alukMbpoBaHHorD daina
(") DER. - KoaWpoBka =, enc (@) BASEG4 - KogWpoBKa %, Enc

] OTrarounTE ciykefiHbie saronosk9

YAENWTE MCXOAHLIA Gain Nocne WhpoBaHWA
[ Y CTaHOBMTE ACCOUMaLMID

BHAMUYNTE SpXMEMPOEEHNE

CoXpaHATE CTRYKTYDY BNOMEHHOCTH KSTanoros

B Bemmamaromem crivcke ykaxunte Kpunronposarnaep, KOTOPBIV TOJDKEH MCIIOIB30BaThCS
opy mmidppoBaHUM JaHHBIX, VI TUII aJITOpUTMa IndpoBaHMs (B 3aBUCHMOCTI OT VCIIOJIb3ye-

MOTI0O KpUIITOIIpOBaiepa);

¢ Heobxodumocmu Bvibopa kpunmonpoBaiidepa odycaobaena mem, umo He 6ce kpunmonpoBarieps
coBmecmumsl. Hanpumep, Heav3s 00HoBpemento 3auiugppobams 8 adpec xarouei (cepmugpuxa-
mo6), cosdannvix Ha «Kpunmollpo CSP» u Microsoft Base Cryptographic Provider v1.0.

¥ B cayuae ucnoavsoBanus xpunmonpobaiidepa «SafeSign CSP Version 1.0» pabouum areopum-
—— Mom wugpobanus abasemcs mosvko RC4.

YTOOB!I MIMeTh BO3MOXXHOCTD BIIOCIIEICTBUNM paciMdpoBaTh 3almdpoBaHHbI (aiwl, ycTa-

Hosute duiar IlIndposaTte B agpec ornpasuTesiA. B sTom aryuae Bam ceprudmkaT mmdposa-
HWSL TIOAZIeT B CIIVICOK cepTUMKATOB MOoJTydaTesIer 10 yMOTYaHUIO.

48



OO0 «ndposrle TEXHOIOT MM PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

B oxne Ceprudmkarel mogydaresiert 0 yMOJITUYaHNUIO YKaXuTe cepTUdUKaTbl, KOTOpbIe
6y)1yT VICIIOJIB30BaThCsl HACTPOVIKOV 110 YMOJTYaHUIO 11 I poBaHms JaHHBIX (KHOIKa [loba-
BUTB). Bbl MoXxeTe yKasaTh JINYHBEIe cepTUdMKaThl, TaK U cepTUdUKaThl APYTVX I10JIb30BaTe-
JIen.

LLthpoEaTE B aOpec 0TNPaBUTENA

CepTUQMKaTE NONYYSTENENA ND YMONYEHMKD

Bnageney Wsnatens OeictenTeneHc Qe =

57 Onera OxoTuHa Onera OxoTHHA 02.04,2013 8:0... DE.'E'
26.03.2013 7:3...

iNarmnes Auus MNarrne= Auus ad N4 M1 S.4 (]

1 | 1] b

[ MpocMoTpeTE ] [ AobaenTh. .. ][ ¥aaniTe ]

Ber moxete HaCTpOUTb BBIXOHIHbBIE depMaTbI HaHHBIX, KOTOPbIE 6YHYT TICIIOJIB30BaTbHCA I10

YMOTYaHMIO 15 IPpOoBaHMs TaHHBIX B 3TOV HAaCTPOVIKE:

Tun cooBweHHA; [}{nacmqenmﬁ (PKCS#T) v]

BeioaHoi hopMaT 1 pacUMpEHME 3aUMBPOBaHHOrD haina

(@) DER. - KoaMpoBKa *, Enc (7) BASEG4 - KogWpoBKa | ENC
OTKAYATE cnywebHEl2 3aronoBky

[] ¥aamTe ncxogHei daiin nocne wndposaHs
BNHHMTE SPXMBMPOBEHIME

CoxpaHATE CTPYKTYDY BNOMEHHOCTH KSTanoros

Konmposka 1 pacmmpenme (HaripuMep, *.enc, *.p7m, *.pem)

s popmara B BASE64-komypoBke BbI MOXeTe yKasaTbh (prlar OTK/IIOUYUTE Iy KeOHbIe
3aroJI0OBKM (B 3TOM CJIydae B (parvle IOAINMCY He OYyAyT VCIOIb30BaThCS 3aTOJIOBKM, YKa3bl-
Balolll/ie Hadyajlo M OKOHYaHMe 0JIoKa ¢ IOJNMCaHHBIMM JJaHHBIMM. 3aroJIOBKM HeOOXOHVMEI
IS TOTO, YTOOBI MOXKHO OBIIIO BBITIOJIHATH IIpoBepKy D11 Gosiee paHHMMM BepCysiMiM IIPOrpaM-
MbI «KpunrtoAPM»).

Pervicrpartiys JOIOIHUTEILHBIX paclIvipeHn1 ¢arioB, KOTOpble JOJDKHBI acCOLMPOBaTh-
cs1 ¢ mporpamMont «KpunrrtoAPM». Ipu pasBepTblBaHMUM CUCTEMBI 3JIEKTPOHHOTO TOKYMEHTO-
obOopoTa Wit 3anmdpoBaHHBIX (PAVIOB MOXXHO YCTAaHOBUTH CIIEIMaIbHBbIe PACIIMPEHVs, OT-
JIVMYHBIEe OT CTaHAApTHBIX. YTOOBI Ipu pabote ¢ riporpammont «KpunroAPM» atu dpamisl Kop-
PpeKTHO oOpabaTbIBasINICh, HEOOXOIVMO 3aHECTV HOBbIE PACIIVPEHNS B CIIVICOK TaK Ha3bIBA€MBIX
«acconpalmir». [lobaBpTe HeoOXoMMOe paclIpeHVe ¥ HaXMUTe Ha KHONKY YCcTaHOBUTEH ac-
commanmio. g cHATUSA acconpalvy C paclIpeHNs VCHO/Ib3ynTe KHONKy CHATH accorma-
1107178

Ynanute vicxommble dariibl 11oc/ie BBINOTHEeHMA onepanni. B aTom crydae vcxonHbv dai,
BBIOpaHHBIVI TI0JIb30BaTeIeM IS I poBaHMs, OyeT yaajleH II0cIe YCIeNTHOrO 3aBepIIeH I

orrepanimmn.

Bxrrounts apxuBupoBaHue. Bbl MoXxeTe yKasaTh, TpeOyeTcs M 3aapxXMBUpOBaTh 3aImdpo-

BaHHBIe avuIbL
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CoxpaHATH CTPYKTYpy BJIOKEHHOCTM KaTa/JloroB. B 3ToM ciyuae apxus 3ammdpoBaHHBIX
dpamsioB OyzmeT MMeTh Ty Xe CTPYKTYPY KaTaJIOroB/ IIaIloK, YTO ObUIa H0 I PpOBaHMSL.

4. Hactpous Bce HeoOXoAVIMBbIe TTapaMeTphl M@ PoBaHsl, COXPaHUTe BHECeHHbIe V3MeHeH s
(xaonka ITpumenurs 1w OK).

4.3.4 HACTPOVIKM OITEPALIMV PACILIVI®POBAHMS
1151 ycTaHOBKM MapaMeTpoB paciidpoBaHs:

1. Ha Bepxnel maHem IJIaBHOTO OKHa OTKpoWTe IyHKT MeHIo IIpodwman > Ynpasaernue
npodmiIaMi. DTO Xe BBl MOXeTe cliellaTh Yepe3 KOHTeKCTHOM MeHIO darijla WiIv Ha ITaHeIn
VIHCTPYMeHTOB: BbiOepuTe IyHKT ITpodpmrmi.

2. Orkporite mpodwib, B KOTOPOM HEOOXOIMMO YCTaHOBUTh/ MI3MEeHUTD IlapaMeTphl. B okHe
ITapameTpbI HacTpOMIKM OTKpoviTe pasnern PacmmdpoBanmne.

3. YkaxuTe mapamerpsl paciumndpoBaHMs: TpeOOBaHMS K COXPaHEHMIO pacIIidpOoBaHHBIX

IOaHHBIX.

r N
MNapameTpel HacTpoAkK @

= Mpodwne PacwmndpoaHue
- Ofwme .
- Noamm PEMIM COXPEHEHIMA PACUMDPOBAHHEX QEHNos
- LLInchipoBaHue CoXpaHATE CTPYKTYPY KaTanoros
- PacwmpposaHne
- MHTepdelic nonssoBaTeNA Crmmars noammes
- MoNUTHKE CepTUDMKaTOB [T¥nanats hain noanuas
- Bepudukalma cepTudukaTos
- QTSP
- KEaTanoru

CoxpaHATHh MCXOAHYIO CTPYKTYpPY KaTajIoros Ipu pacimdposaHun. B aToM ciryuae ripu pac-
mmdposaHnm OyJleT COXpaHAThCs Ta e CTPYKTypa KaTaJIoros/MHarok, uTo Obula B 3aImdpo-

BaHHOM IIaKeTe.
CHuMaTh 3JIEKTPOHHYIO IIOOIIMCH C IOKYMEHTa 11 YAaJIATh Cli)aﬁf[ IIOOIIMCH.

4, HaCTpOVIB BCe H€O6XO)IVIMBIQ IIapaMeTpPblL paCI_HT/ICIJPOBaHVISI, COXpaHVTe BHECEHHbIE VI3Me-

HeHI (KkHomKa ITpuMeHNUTSD).

4.3.5 HACTPOVIKU YIIPABJIEHUSA MUHTEP®EVICOM
J1J1s1 ycTaHOBKM ITapaMeTpOB IIOJIb30BaTeILCKOIO MHTepderica BbIOpaHHOV HACTPOVIKH,

BBITTOJIHUTE CIIEAYIOIIVE Iarit:

1. Ha BepxHel maHe/m IJIJaBHOTO OKHa OTKpoWTe IyHKT MeHIo IIpodwmiam > Ynpasrienue
npodusIsAMI. DTO e Bbl MOXKeTe cJieJlaTh yepe3 KOHTeKCTHOM MeHIo dpaiijla Wiy Ha ITaHesIn
VIHCTPYMeHTOB: BbIOepuTe ITyHKT ITpodpyn.

2. Orkporiire mpodwib, B KOTOPOV HEOOXOIMMO YCTaHOBUTh/ M3MEHUTD IlapaMeTphl. B okHe
ITapameTpbI HaCTPOVIKM OTKpoOVITe pasziesl VIHTepderic moap3oBaTesis.

3. B aToM paspesie Bl MOXeTe MHAVBUIYaIbHO HACTPOUTD I10J1b30BaTeIIbCKIIT HTepderic It
onepanuit Co3IaHMs 3JIeKTPOHHOV HOAIMCK 1 mdposaHus. YcraHoBuTe diaryt Halrpo-
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TWUB I10JIeV, OTIMCBIBAIOIIIMNX T€ 3JIEMEeHThI VIHTepq"eI;ICEl, KOTOpbI€ NJOJI’KHBI IT0KAa3bIBaTbhCA
IIp¥ BBIIIOJIHEHUU vamToonepaumZ:

e CrapToBoe OKHO MacTepa (ISl ITOIIVCH U I POBaHNS);

e OkHO BBIOOpA CITVCKA BXOIHBIX (PavuIoB (JIIst ITOAIIVCH M I POBaHNS);
e OkHO BbIOOpa BBIXOIHOTO popMaTa (JIst HOAIVCH U MM pOoBaHMs);

e  OKHO CBOVICTB CO3/1aBa€MOVI ITOJIIVCH (1151 TIOZIIVICY);

e Oxkno napamerpos llItammia Bpemenn (st mommicn);

e OkHo BBIOOpa cepTrdMKaTa IS CO3MAHMS OAINCH (JIST TIOMIINCI);

e  OkHO BBIOOPA CBOVICTB OTIIpaBUTEIIS COOOIIeHMS (115 M pOBaHIs);

e OkHO BBIOOpa ITOJTyYaTe ISt COOOIIeH NS (1S I POBaAHIS);

e @yHaJIPHOE OKHO MacTepa (IS ITOAIVCK U M PpoBaHMs).

MHTepdeic nonb3oBatens

MacTep cozaaHMa Noanuod

MokazbIEaTE CTADTOB0E OKHO MacTepa

MokasbIEaTE OKHO BEIDDpE BEX0OHEIX DEinoe

["| NokaskbiBaTs okHe Buifiopa BeXoAHOro hopHMaTa

[C| MokassIBaTE OKHO CBOMACTE CO30ABAEMDIA NOAMMCH

|:| MokasbieaTh okHo NapameTpos LUTamna Bpemeri

MoKazEIEaTE OKHO BeIDOpa CepTIdKMKETa ANA COZAAHMA NOLMMoA

MoKaseIEaTE GMHANEHOE OKHO MECTEDS

Mpoueaypa WdposaHua

MoKa3LIEaTE CTAPTOBOE OKHD MACTEPE

MoKa3bIBaTE OKHO BeIDOPa BXOAHEX dalinos

| MokasbiBaTs oKkHo Buifopa BeixoAHoro hopMaTa
MokasbIEaTH OKHO BbIDOPE CBOWCTE OTNPAEBMTENA CoobLyeHA
MoKa3EIBaTE OKHO BeIDOpaE NoNy4YaTeneld conbeHHA

MoKasbIEaTE GMHANEHOE OKHO MECTEDS
JaKpbIBEaTE OKHO PESYNETETE BbINGNHEHMA ONEPELIMM, CA HET olwMbok

BbI MoXXeTe HaCTPOUTH XOII OIlepalny TaKUM 00pa3oM, UTO IIPY OTCYTCTBUM OIIMOOK B pe-
3yJIbTaTe BBIIIOJIHEHWS oIlepariny puHaJIbHOe OKHO Oy/IeT aBTOMaTIM4ecKy 3aKpbIBaThCA - I
3TOrO yCTaHOBUTe Iar HaIIPOTMB CTPOKM 3aKpbIBaTh OKHO pe3ysIbTaTa BBIIIOJTHEHVs OIle-
parnmm, ecyiu HeT OIINOOK.

4. Hactpous HeoOXxoaMMbIe TTapaMeTphl MHTepderica II0JIb30BaTellsl, COXpaHWUTe BHeCeHHbIe
nsMeHeHMs (KHomiKa [IpumeHUTS).

4.3.6 HACTPOVIKV UCIIOJTb3OBAHWSI ITOJIMTUK CEPTU®UKATOB

Ber MoxeTe HacTpouTh PWILTPEI CePTUPUKATOB IOANNCH M I POBaHMS 110 X Ha3Ha-
YeHMAM, eCJIM 3TOro TpeOyeT IOJIUTMKA OpraHM3allil, a TakXke pedaKTUpOBaTh CIIPaBOYHVIK
Ha3Ha4YeHWUVI cCepTU(VKaTOB.
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¥ Hemaau nacmpoixu cnpabounuxa nasnauenuti Boi Moxeme y3namo y Bauieeo cUCmeMH020 a0MU-
— nucmpamopa.

J1J1s1 HaCcTPOVIKM ITapaMeTPOB IIOJIMTUKY CepTU(MUKATOB, BHIITOJIHUTE CJIeIyoIye Iari:

1. Ha Bepxnel maHe/m IJIaBHOTO OKHa OTKpoWTe IyHKT MeHIo IIpodwman > Ynpasiernue
npodmIaMi. DTO Xe BBl MOXeTe cliellaTh Yepe3 KOHTeKCTHOM MeHIO darijla WiIv Ha ITaHeIn
VHCTPYMeHTOB: BbiOepuTe IyHKT ITpodpmrmi.

2. Orkporire Ipod1Ib, B KOTOPOM HEOOXOIVMMO YCTaHOBUTD ITapaMeTphl. B okHe ITapameTpsr
HaCTpOMKM oTKpomTe pasgeil IToanTnka ceprndnkaros. B 3ToM 0KHe BBl MOXeTe HacTpoO-
UThb GWIBTPEL Ha3HAYeHUT! cepTUdUKATOB IIOAIVCK U M@ POBaHMs, a TaKXe pegaKTUpo-
BaTh CIPaBOYHMK HasHAYEHVIN.

MonuTuka cepTuduKaToB

DUAETD HAZHSYEHMIA CEpTUOMKATOE NOAMMCA

MoeHTudwkatop (0ID)  OnMcaHWe OobasuTb. ..

1.3.6.1.557.3.1 CepTMRMKET NPOBEPKK NOLMMHHOCTH, ..
1.3.6.1.5.57.3.4 CepTHDMKET 33LLMTEI SNEKTPOHHOA M.,

¥naniTe BCe

PUNETP HA3HAYEHMIA CEPTMRWKETOR WWhPOBaHMA

MaernTtudwmkaTop (OID)  Onucanue OobaeuTb. ..

1.3.6.1.5.5.7.3.4 CepTUDMKAT 33LLMTEI SNEKTPOHHON ...

¥aaniTe BCe

[ PegakTHpoBaTe CNpasoYHHK HEZHAYEHMIA, ., ]

3. na dpopmuposaHmst puiibTpa HEOOXOIMMO ITpe/lBapUTeIbHO 3aHeCcTu TpeOyeMble Ha3Ha-
yeHWs CepTUdUKATOB B CIIPaBOYHMK.

Ecyin B HacTpovike ycTaHOBIIeH (PUIbTP cepTrUdMKATOB J1j1s KOHKPETHOV OIlepaliuy, TO B OKHe

BbIOOpa cepTrdMKaTa IS BBIIIOJIHEHVS 3TOV OIlepariiy OyIyT JOCTYIIHBI TOIIBKO Te cepTudu-

KaTbl, KOTOpEIE OIlpejiesieHbl B COOTBETCTBUM C YCTaHOBJIEHHBIM (PUIIBTPOM.

4. Bwibop mnentndukaropos (OID) ocyimecTsiisgeTcs M3 CIIpaBOYHMKaA HasHadeHMIT (KHOIIKA
[Ho6aBuTs). VI3sHaUaJIbHO CITPaBOYHMK 3aIl0JIHEH HeKOTOPBIMY 3HaUeHVISIMIL.
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,

e

MaoeHTudukaTtop (OID)

1.3.6.1.5.5.7.3.2
1.3.6.1.5.5.7.3.3
1.3.6.1.5.5.7.3.8
1.3.6.1.5.5.73.9

OnKcaHue

CepTHhUKaET NPOBEPKH NOANMHHOCTH KIMEHTS
CepTHdUKaT NoAnMoi Koga

CepTHMHUKET NOANMoA WTEMNE BPEMEHI
CepTuduKkaT noanvo OCSP oTEETa

1.3.6.1.5.58.2.2 Ceptuidukat IKE-nocpeaHvka IP-0e3onacHocTk

5. YroOsl mobasuth HOBBIT OID B cIipaBOYHMK, HEOOXOAMMO HaXaTh Ha KHOIIKY PemakTupo-

BaTh CIIpaBOYHMK HasHadeHwmi. [losBurcsa dopma pegakTpoBaHMs CIIpaBOYHMKa Has3Ha-

ueHuN cepTudmKaTa.

f— ™

MaeHTuduraTop (OID)

1.3.6.1.5.5.7.3.1
1.3.6.1.5.5.7.3.2
1.3.6.1.5.5.7.3.3
1.3.6.1.5.5.7.3.4
1.3.6.1.5.5.7.3.8
1.3.6.1.5.5.7.3.9
1.3.6.1.5.5.8.2.2

Onu1caHKe

CepTUMKAT NPOBEPKK NOGNMHHOCTH C...
CepTUMKAT NPOBEPHKM NOLIMHHOCTH K. .,
CepTUdMKaT Nognuod Koaa

CepTUDMKAT 3alUMThI INEKTPOHHOM No...
CepTUGMKET NOAMMOA WTAMNE BPEMEHI
CepTuikaT noanuos OCSP oTEeETa
CepTuiikaT IKE-nocpeanuka IP-0eson. ..

OobasuTe
MzmMeHMTE

¥aanuTe

YaaniTe BCe

MmMnopTt

SKCnopT

] [ OTMeHE

e JIJIA HOG&BJ’IQHVIH HOBOI'O VI)IeHTVICbVIKaTOpa HaXXMNTe Ha KHOIIKY HOﬁaBVITB. OTKpOGTCﬂ

OKHO BBOJIa ITapaMeTpoB ITOymMTHKI. Beenmre nnerTndmkarop (OID) 1 ero ormicanme. B

CIIPaBOYHNMK Ha3zHaYeHU H06aBI/ITC$I HOBas 3aI1ncCh,

WMaeHTuduraTop (OID): 0 K]

OnKucaHuWe:

CepTUHMKET WMhPOBaHUA

e VB3MEHWTH ITapaMeTpPbl MIeHTIdMKaTOpa MOXKHO, BBIOpaB B crvicke HeoOxomymMbir OID

" Ha’kaB Ha KHOIIKY VIaMeHUTBD. OTKPOGTCS'I OKHO Hapamerpbl I/I,EleHTI/I(bVIKaTOPa, B KO-

TOPOM BHecHuTe TpebyeMble M3MeHeH s
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o s ypaienus OID u3 cripaBouHMKa HaXKMWTe Ha KHONKY YHajauTh, KHONKA YIaJanTh
BCe M03BOJIAeT yaaInTh Bech crincok OID maHHOro cripaBOYHMKA;
e BB TaKKe MoxeTe mmmoptuposaTh OID B dpopmare .xml B cripaBouHMK (kHOMKa VM-
IOPT) WIN KCIIOPTUPOBATh MMeroIuiics B cripasouyHmke OID (kHomka DKcIopr);
6. YcraHoBUMB mapameTpbl MHOJIUTUKU CepTU(PUKATOB, COXpaHWUTE BHECEHHbIe V3MeHeHVs
(xaonka ITpuMeHNUTB).

4.3.7 HACTPOVIKV BEPUOUKALIIV CEPTUPUKATOB
151 ycTaHOBKM HapaMeTpoB BepuduKauy cepTndmUKaToB BEIOpaHHOV HaCTPOVIKY, BBI-

MIOJTHUTE CIIeAyIOIie IIari:

1. Ha Bepxnel maHe/m IJIaBHOTO OKHa OTKpoWTe IyHKT MeHio IIpodwmian > Ynpasraernue
npodwIsiMu. DTO >Ke BBl MOXeETe CJIeIaTh Yepe3 KOHTEKCTHOM MeHIO darila WiV Ha TTaHesIn
VIHCTPYMEHTOB: BbIOepuTe ITyHKT ITpodpwm.

2. Orkporite mpodmiIb, B KOTOPOM HEOOXOIMMO YCTaHOBUTH/ M3MEHUTDH MapaMeTphl. B okHe
ITapamMeTpbI HACTPOVIKM OTKpOVITe pasziesl Bepudnkarmsa ceptrdnkaros.

BbI MOXeTe yCTaHOBUTB HACTPOVIKY Il IPOBEPKM CTaTyca CepTrUdUKATOB YeThIPbMS CIIO-
cobamm:
1) Ha ocHOBe ITOJTyYeHHOTO U3 YAOCTOBEPSIOIIEro eHTpa aKTyaJIbHOTO CIIMCKa OT3bIBa
cepTndUKaTOB;
2) depes Revocation Provider;
3) cnomompto City>k0bI akTyasibHbIX cTaTycoB (OCSP);
4) ¢ IOMOIIBIO CIIVICKA JOBEPEHHBIX CePTUPKATOB.
OrtkponTe 3aKjIaJIKy, COOTBETCTBYIOIIYIO BHIOpaHHOMY BaMU THUITy ITPOBEPKM, U 3aHeCuTe
cepTudUKaThI, KOTOpBIe TpeOyeTcs POBEePATh IMEHHO 3TUM CIIOCOOOM:
e monyuenme CRL u3 Y1 (mosydeHne cricka OTO3BaHHBIX CePTUMUKATOB U3 yIOCTOBe-
psIolIero 1eHTpa);
e Revocation Provider;
e (Cryxba akTyasibHbIX cTaTycoB (OCSP)
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Bepudukaumsa ceptuukaTos

CepTHDMKETEl, ANA KOTOPLIX HEoDXoAMMO Nony4eHue CRL u3
Bnaneney, MznaTens CepHiAHBIN HOMED
% x *
NobasuTe. NobaeuTe Boe ¥, [ YaaniTe ] [ YOanuTe Bce ]
B ASHHOM CNKCKE ANA CEPTMHOMKATOR, HE OTMEYEHHEIX ranoqkoi, CRL He
DyayT sarpywaTeca us Y1, ecni He BeINYLWEHD HOBO BEPCAM,
Monywerne CRL us YU | Revocation Provider I Cnymba akTyansHex cratycos (OCSP) |

|:| MononbsoeaTe CTL ANA NPOBEPKIA MY TH CEPTHM(MKELYAM

MpoBepATL HAaMMYKE NognMod B CTL

MpooTpeTe Bribpatt... LMHHMCTHTE

YTOOBI IIPOBEPSITH CTATYCHI CePTU(MUKATOB (JIMIHBIX U APYTHX II0JIb30BaTesIeln) crrocodamm
«[Toryuenne COC n3 YII» wm «Revocation Provider» mig Bcex YaocToBepsromux 11eHTPOB
(kopHeBBIe cepTMdMKaThl KOTOPBIX YCTAaHOBJIEHBI B XpaHWINIIe [JoBepeHHble KOpPHeBbIe I1eH-
TPBI cepTudUKaIMm), HaXMUTe Ha KHOTIKY [Jo6aButsh Bee YII.

BBl MOXXeTe ymaymTh 13 CIIviCKa BEIOpaHHBIe CepTUQVKATEL, BBIIEINB X M HaXkaB Ha KHOII-
Ky YnammTe. Eciivi BBI XOTUTe yIaIUTh BeCh CIIMCOK cepTMUMKATOB, HAXXMIUTE KHOIIKY Y IaInTh
BCe.

Ha Bxtanke IMomydenne CRL u3 YII psimoM ¢ KaXIpIM BBIOpaHHBIM CcepTUPUKATOM pac-
HoJIoXkeHa rajiouka. Eci ona ycranosirena, COC OyzmeT Bcerma 3arpy»kaTbCsi U3 YAOCTOBEPSIIO-
1tero 1eHTpa. Ecyim ke rasouka yopana, To COC OynmeT moarpy»arbcst TOJIBKO B TOM CJIydae,
ecJIv Ha cepsepe BblnyIieHa HoBasi Bepcus COC wim ero cpok AeViCTBYA VICTeK.

Bepudukaumna ceptumKaTos

CepTUMKETEI, ANA KOTOPEIX HEODXOAKMMD NonydeHe CRL 13

Branenew, MznaTens CepuiHEIR HOMED
CM=3sepesa Ceetn... . B55F05256571902FC
|:| CM=Zpepesa CBeTN.., | FoBCSEB15354A0AF4

«KpuntoAPM» y3HaéT o Bbirtycke Hoporo COC 110 faTe IIaHOBOTO OOHOBJIEHMS, YKa3aH-
HOTO B CaMOM CIIVCKe OT3bIBa. Ecyv crvicok Oyaer BBITyINeH BHEIUIAHOBO (paHbIIle CPOKa), TO
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ero oOHOBJIeHe HeoOXoAMMO OyAeT 3aycTUTh BPYUHYIO. Y3HaTh 0 ToM, Kak 00HOBUTE COC 113
Y1, moxHO B pasgerne Onepaiym ¢ cepTrdrKaTaMum.

¥ Hemaau nacmpoixu napamempob Bepucpuxayuu cepmucpurxamod Bv. Moxeme Y3Hamsy y cuc-
—— memHo20 a0MuUHUCHpamopa.

Ecimt HeoOxoyMo mpoBepuTh cepTrdMKaT C IIOMOIIBIO CHMCKA JIOBePEeHHbBIX cepTudmKa-

ToB (CTL), ormeTbTe B HacTpovikax "Vcrionbzosate CTL myst mposepkm Iy T cepTudpmkarimm'”.

¥ | Mnonbsosate CTL ANA NPOBEPKK MY TH CEPTUOMKELYA
| MpoBepATE Hamv4me noganuo 5 CTL

CnWCoK AoBEpKA CEpTHDMKETOE: Digt

[npDCMDTpETb] [Bblﬁpaﬂ:... ] | O4McTHTE |

W3 xpanwmina cepTrdmKaTos HeoOxonuMo BeIGpaTh crivicku TOBepeHHBIX cepTudmKa-

ToB. Ecyiimt Xpa"nwiniie I1yCTO, TO C IIOMOIIIbIO KHOIIKV MMHOPT YCTaHOBWTE CITVCOK.

BbI MoXeTe ymanmTh BEIOpaHHBIV paHee CIMCOK JoBepsl, HakaB Ha O4ncTUTS.
3. Hactpous HeoOxoyMble ITapaMeTphbl, COXpaHUTe BHeCeHHbIe M3MeHeHMsl (KHomka ITpnme-
HUTB).

4.3.8 HACTPOVIKV VICITOJIb3OBAHMSI CITY)KBbI TSP
Ciyx0a nrraMnos BpeMeHu VICTIOJIB3Y€TCH IS ITPOCTAHOBKM IIITAMIIOB BpeMEHU Ha JI0KY-

MEHTHI — JaHHBIX, 3allUIIeHHBIX 3JIeKTPOHHOV noamnmchio Ciry>kObl, cofep Kaliyx Ha/le)XKHYTO
MH@OPMAIIMIO 0 BpeMeH! CYIIeCTBOBaHMS IEKTPOHHOro JoKyMeHTa. IIlTaMIibl BpeMeHM wic-
OJIb3YIOTCH [T NPUBA3KY paKTa CyIecTBOBaHMS KaKMX-100 JaHHBIX KO BpeMeH.

J1JIs1 HaCTpOVIKM ITapaMeTpoB IIITaMIla BpeMeH, BBIIIOJTHWTE CIIeTyToIIyie Iari:

1. Ha BepxHem maHe/ INIaBHOrO OKHa OTKpo¥Te HNyHKT MeHio IIpodwmmm > Ynpasiaenue
npodmasiMi. DTO Xe Bbl MOXKeTe cJlejlaTh Yepe3 KOHTEeKCTHOM MeHIO darila Wil Ha IlaHeJIn
VHCTPYMeHTOB: BbiOepuTe ITyHKT ITpodpman.

2. Ortkpovire mpodwIb, B KOTOPOM HEOOXOAMMO yCTaHOBUTH,/ M3MEHWUTH IlapaMeTphl. B okHe
ITapameTpbl HacTpoyKM oTKpoviTe paszesl TSP, B KOTOpoM yKaXuTe IlapaMeTpbl CoeJlViHe-
Hust co Ciry»x00v1 IITaMITOB BpeMeH! U IIapaMeTphI 3aIrpoca:

Anpec Ciry>X0bI IITAMIIOB BpeMeHM
@opmMaT ampeca: <mpoTtokoi>://<cepsep>[:mopt][/myTs]. B KauecTBe IpoOTOKOIA BBHI
MoxkeTe yKa3aTb "http" 1 "https"
e  HACTPOVIKM IIPOKCH-CepBepa, eciv Ipu HoaxnoueHym K aryxbe OCSP ncronp3yer-
sl IPOKCH-CcepBep
e KIVMEHTCKUW CepTUdUMKaT, ecim AocTyn K ciayx06e OCSP BemmonHsieTcs no 1mdpo-
BBIM cepTudMKaTaM (UTOOBI aKTMBMPOBATh PEXMM BbIOOpa KIIMEHTCKOIO cepTudu-
KaTa, B CTPOKe C aJIpecoM cepsepa J0JDKeH ObITh yKasaH IpoTokoil "https").
ITapameTpsl 3a1rpoca
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TSP

MapaMeTpel CoegMHEHIMA
Anpec Cny#Bbl LWITEMNOE BREMEHI:

httl:l : llllllll'.l"\.".l"\."-l\' . prmprg . rUJ'ItEI:IJ'ItSI:I .arf

MCNonNb30BaTE HACT PO NPOKOM-CEPBEDa HacTpoMTe...

HMCNoNb30BATE KIMEHTOKMIA CEPTUgMKAT -

MapaMeTpel 3anpoca

Xew-anroputm: |1.2.643.2.2.9 (TOCTP 34.11-94) |

MAEHTUDMKATOD NOMMTIAKIAS

3aNpociTE CepTUdMKET Cnyhkl WTaMA0E BpEMEHI

Y1 Hemaau nacmpoiiku napamempo8 pabomui co Cayx0oil Bbi MoxKeme Y3HAMb Y CUCTEMHO20 A0-
— mMunucmpamopa.

3. YcraHOBUB IlapaMeTpbl IIITaMIla BpeMeH), COXpaHWUTe BHeCeHHble M3MeHeHMs (KHOIIKa
IIpumeHUTD).

4.3.9 HACTPOVIKM VCIIOJIb30OBAHMSI CJIYKBbI ocCsrp
C nomortpro CTy>kKOBI aKTYaJIBHBIX CTATyCOB CePTUQMKATOB BBl MOXKETe B OHJIAH-PEXVIME

IpoBepsTh cTaTyc cepTudmkaToB Ha ocHobe mnpoTtokora OCSP (Online Certificate Status
Protocol).
J1)1s1 HacTpOVIKM ITapaMeTpOoB 0CTyIIa K CITyK0e:

1. Ha BepxHel maHe/ IJIJaBHOTO OKHa OTKpoWTe IIyHKT MeHIo Ilpodwmam > Ynpasnenue
npodusIsAMIL. DTO e Bbl MOXKeTe cJiejlaTh yepe3 KOHTeKCTHOM MeHIo dparila Wiy Ha ITaHes I
VIHCTPYMeHTOB: BbiOepuTe ITyHKT ITpodpwin.

2. Ortkpovite mpodwib, B KOTOPOM HEOOXOAMMO yCTaHOBUTh/ M3MEHWUTh IlapaMeTphl. B okHe
ITapameTrpsrl HacTpoyiku oTkpovite pasaesr OCSP, B KOTOpOM yKaKuTe ITapaMeTphbl COely-
HeHMs1 co Ci1y)KO0V1 aKTyasIbHbIX CTaTyCOB:

e ajpec cepsepa
@opwmart ajpeca: <IpoTokoi>://<cepsep>[:mopt][/myTh]. B KaduecTBe mpoOTOKOIIA BBI MO-
xete yKasatb "http" u "https"
® HACTPOVIKM IIPOKCH-CepBepa, eciIv P MOAKIIoueHnM K c1yxbe OCSP ncronp3yer-
sl IPOKCH-CepBep
@opmMaT ajpeca: <IpoToKoir>:/ /<cepsep>[:mopT]. B KauecTBe IIpOTOKOJIa B MOXeTe yKa-
3atp "http" 1 "https"
® KIMEHTCKUV CcepTudUKaT, ey JOocTym K ciayx6e OCSP primoHseTcs o nmdpo-
BBIM cepTmdmKaTaM (YTOOBI aKTMBUPOBATh PeXMM BBIOOpa KIMEHTCKOTO cepTrdm-
KaTa, B CTpOKe C ajJ[pecoM cepBepa [0JDKeH ObITh yKaszaH IpoTokoi "https").
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OCspP

MapaMeTpbl AOCTYME

Anpec cepsepa: | i/ fwww.cryptopro.rufocspns/ocsnl IﬂununHuTeanu...I

Mnonb30BaTh HACTPOIKK NPOKCM-CEPEEPa [ HacTpouTh... ]

ATE. .

m
[=2]

WMnone30BaTh KNMEHTCKMA CEpTHOMKET

¥ Hemaiu nacmpoiiku napamempo8 pabomui co Cayx6oi Bvi Moxeme Y3Hams Y cucmemnozo ao-
) mMunucmpamopa.

3. VYcranosus mapamerpsl goctyna K Ciyx0e, coxpaHuTe BHeceHHBIe M3MeHeHMs (KHOIIKa
IIpuMeHUTB).

4.3.10 HACTPOVIKV KATAJIOTOB XPAHEHVSI ®AMIOB
BbI MOXeTe ycTaHOBUTH COOCTBEHHBIE KaTaJIOTM Il XpaHeHMs (pamIoB, a TakKKe YpOBeHb

Oe3ortacHoOro ynaseHus daiios. jId 3TOro BBIIIOJIHNUTE CIIeAyToIIie IIIari:

1. Ha BepxHel maHe/m IJIJaBHOTO OKHa OTKpowTe IyHKT MeHio Ilpodwmiam > Ynpasnenue
npodmIsiMi. DTO Xe Bbl MOXKeTe cJleJlaTh Yepe3 KOHTEeKCTHOM MeHIO darila Wil Ha ITaHesIn
VIHCTPYMeHTOB: BbiOepuTe ITyHKT ITpodpmin.

2. Ortkpoiite 11podwib, B KOTOPOM HEOOXOAMMO YCTaHOBUTH/ M3MEHUTH IapaMeTpsl. B okHe
ITapameTps1 HacTpoOVIKM OTKpOWTe pasaern Karamorm.

KaTanoru
CoXpaHATE pesyneTaTel 0paboTK B:
) TEKYILMA KaTanor
@ 3anaHHbIE KaTanor

KaTanor AnA XpaHEHA BDEMEHHBIX halinos

[:%Pafiouan oTyeTHOCTE

(]

KaTanor gna XPIHEHWA EXOQAL MY JOKYMEHTOE

(]

[:%Pafiouan oTyeTHOC TR

KaTanor AnA XpaHeHUA MCKOAALLMY A0KYMEHTOE
[:Pafiouan oTyeTHOCTE E]

Y¥poBEEHL BE3ONacHOrD yAaneHUA dainoe lelmmﬁ v]

3. B sTroMm mopkarasiore BBl MOXKeTe yCTAaHOBUTH MeCTO, KyJa OyIyT cOXpaHSTbCS paboune
daruIel (BXOIsIINe, BpeMeHHbBIe, VICXOSIINe), - B TeKyIleM KaTaiore VWIN B CIeliaIbHO
OTBEOEHHBIX [JIA 3TOr0 Karasiorax.

KaTrastorm aj1s1 xpaHeHMs1 BpeMeHHBIX (paiiyIoB;
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DTa HaCTpoOVKa II03BOJIeT yCTAaHOBUTH [IJII BpeMeHHBIX (paIoB COOCTBEHHBIVI KaTaslor
IT0JTb30BaTesIsI BMECTO CYICTEMHOTO.

Ha 3TOT KaTajior MOXXHO yCTaHOBUTB IIpaBa [IOCTyIla TOJIBKO IIjIsl TIOJIb30Baresievs, pabo-
TaOIIMX C JAaHHOV HAaCTPOVIKOV. DTO OrPaHVYUT HeCaHKIMOHMPOBAaHHBIV JIOCTYII K BpeMeH-
HBIM JJaHHBIM, KOTOpPBIe MOT'YT CofiepkKaTh KOHMUMIeHIINaIbHY 0 MH(OPMAIIIIO.

ITo ymorgaHMIO MCIOIB3yeTcs CUcTeMHBIV KaTator. O0braHo 370 "c:\ Documents and Set-
tings\ <mms nosib3oBatestsi>\ Local Settings\ Temp)\ ".

Ykaszate crieriaibHble KaTanory njisa xpaHeHVsT BXOIAIIVIX JOKYMEHTOB, B KOTOPBIX Oy-
IOyT XPaHWUTBCA WMCXOHMHBIE JOKYMEHTHI, II0JIydeHHble B pe3ysIbTaTe IIpOBefeHMs OIlepariui

CHSTUS 1 IPOBEPKM JIEKTPOHHOW IOMITVCH.

YxkasaTp crienmasibHbple KaTamorm njisi xpaHeHMs MCXOAAIINMX JOKYMEHTOB, B KOTOPBIX
OyayT XpaHWUTBLCS MCXOAHBbIE JOKYMEHTEHI, IIOJIyYeHHble B pe3yJibTaTe IIpOBeleHVs OIleparim
CHSATMS VI IPOBEPKI JIKTPOHHOV HOIIINCH

4. 3pech ke BBl MOXeTe HaCTpOUTh ypOBeHb 0e3011acHOTO0 yaaaeHus daiios.

ITpy oObIYHOM yHaieHun C XKeCTKOTo JIcKa, paiiyl moMedaeTcs: KaK yJaJleHHBIV, U 3aHU-
MaeMoe MM MecTo ocBoboxIaercs. Ho mmpu aToM camu JaHHbIe dhaiijla OCTaIOTCs Ha JIVCKe, U, B
CYJTy OCOOEHHOCTM CTpOoeHMs arIOBBIX CVCTeM, 3TH JIaHHBIe ellle MOXKHO M3BJIeyb C JIVCKa.

YT00bI 1M30€XaTh TAKOI0 BOCCTAHOBJIEHNs, ITepe] yaajeHueM dariil MOXXHO Ilepe3alicaTh
CJTydaviHBIMY JTaHHBIMI. Taxov dpaiiyl HeBO3MOXKHO BOCCTAaHOBUTH OOBIYHBIMY ITPOrPaMMHBIMU
cpeacteami. Taxoke MOXHO cJiejlaTh HECKOJIBKO IIPOXOJIOB IIepe3aryicyl, YTO 3HauuTeJIbHO yc-
JIOXXHWUT BOCCTaHOBJICHVIE VIV CAe/IaeT ero HeBO3MOXKHBIM Jake CIIeHVaIbHBIMV IIPOrPaMMHBbI-
MU CpeACTBaMI

Hacrpovika ypoBHsi Oe3omacHOro yjajleHusl 3ajiaeT KOJIMYECTBO ITPOXOOB Ilepe3aricy
CJIydaviHbIMV JaHHBIMM, IIepel] ylajleHVeM BpeMeHHBIX (pajloB, CO3JaHHBIX IIPOrpaMMOV
«KpunroAPM» mmput ontepaliysx ¢ MOAIMcaHHBIMY U I POBaHHBIMY JTaHHBIMI.

Mo>xHO BBIOpaTh YeThIpe YPOBHs 0e30I1acCHOTO yAaIeHVIs:

¢ BrIK/IIOUEHO - ITepe3anyich CJTy4arHBIMY JaHHBIMY He OyZIeT ITPOM3BOINTECS.

e Hwuskmi - [lepen ynanenueM OyzeT npowsBefieHa OTHOKpaTHas Ilepe3arvich CiIy-
YaVHBIMU JTAHHBIMIA.

e Cpenuun - Ilepen ynaseHuem Oy/ieT mpomsBerieHa ceMUKpaTHasl Iepe3aliich CIy-
YaVHBIMU JTAHHBIMIA.

e Bricokui - Ilepen ynaseHnueM repesanich CIydarHBIMY JTaHHBIMY Oy7ieT mpoms-

BeJleHa TPUALATH IIATh pas.

¥ Cxopocmv obpadomxu paiinod 6oavuio20 06seMa Moxem yMeHvuumscs npu Gxaouernuu Boicoko-
—— 20 ypobus yoasenus.

5. YCTaHOBVIB IIapaMeTpPbL paGOTBI C KaTaJIoraMVi, COXpaHWTE BHECEHHbIE M3MEHEHI (KHOHKa

IIpumeHUTS).
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5 PABOTA C IPOTPAMMOM

5.1 OINEPALIMM C CEPTUO®UKATAMU

ndposoit cepTmdmKaT mpecTaB/IsieT cOOOM 37IeKTPOHHBIN JOKYMEHT, BKITIOUAIOITIL OT-
KPBITBIV KJII0Y 1 MHAOPMAIIMIO O Bilaflesiblle JaHHOTO KJII0Ya, 3aBePeHHYIO YJOCTOBEPSIOIIM
IleHTpOM 3/IEKTPOHHOVI IIOJIVCHIO.

Bam HOCTYIIHbI CJIEAYIOIINE OI1epanmii C CepTI/I(bT/IKaTaMT/IZ

ITorrygyenue ceprrdmkaTa

CosnaHme caMOITOJIMCAaHHOTO cepTudmKaTa
VMmiopT cepTudmkara

XpaneHme ceptrdmKaTa

ITpoBepka cTaryca cepTudnKara
ITpocmoTp MHpOpMalm 0 cepTrdUKaTe
DwibTpanms cepTudmKaToB
Copruposka cepTndnKaToB

DKCIIOPT cepTUdUKaTOB

Ynanenue ceprudmrkaTos

ITeuats cepTmdmkara

IIposepka cepTudmkaTa Ha KBaJIMPUIIMPOBaHHOCTD

Onepam/M C CepTVIq)VIKaTaMVI MOKHO BBIITIOJIHATD Yepes:

MaHe/JIb MHCTPYMEHTOB (TWUIIOBBIe omepaluy pWIBTPOBaHMA CIVCKa CepTHdUKaTOB,

0OHOBJIEHMe CIINCKa, UMIIOPT cepTndMKaTOB)

) MpomexyTouHbIE LEHTPEI CEPTHRUKALIMI

) JloBEpEHHEIE KOPHEERIE LIEHTPEI CEPTUMKALIMN
Z] Crncok aKKpeauToEaHHER YL

E-£] 3anpocel Ha cepTudmkar

) 3anpocel Ha3 NOAYYEHWE CEpTHdUKATE

| 3anpockel HA2 aHHYNWPOBaHKWE (OT3kIE) CepTMdMKaTa

I INEKTPOHHBIE KAKIYKW

BT, o
_.y epeHTHi Py B .

.
€ KpuntoAPM | S e S
®aiin  Mpodwnn  Hacrpodkn  MNomows
. El ] & =7
Mognucate Mpoeepute 3N Wndposate Pacwwdposate | OBHoewte | Cozgate Mmnopt
KOHTEKCTHOE€ MEHIO CemeanaTa
@ KpuntoAPM F=R(E=E =S
®aiin  MNpoduwnan Hactpoikn MNomows
2 v (] ) & ? (=
i Mopnucate [poeepute 3N Wudpoeate Pacumdpoeate | OBnosute | QuneTp | Cosgate VmnopT | 3kcnopt
E-25] Cepridukatel #  Bnageney Opranuzauus
- Ll Mnswoe xpanmnuie cepragukaros %5 Weanoe Wean Meanoeny Internet Widgits Pty Ltd
5] Ceprudmkare apyrix nonesosatenei

POBEPWTE CTATYC

Yaanute

Jkcnopt
CeoiicTeEa
Mpoeepka Ha KBaNMGMLUNPOBAHHOCTE

MNeuate

OBHOBWTE
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e KOHTEKCTHO€ MEHIO pa3Jejia B I'TaBHOM OKHe IIporpaMMbI

r@ KpunmoAPI s

Taiin  [Npodwan Hactpofkn  MNomows
v £ ) 1513 = -
i MNognucate lpoeepwte 31 Wudpoeate Pacwuwdposate | OBHosute | @unetp | Coszgate

=-EE CepTuq:rmcaTbl 4  Bnageney
& — =
-5 CEpTHq:rHKaTbl Apyras Cozl-,a.aTb r 3anpoc Ha cepTUdKKAT..,
{0 NpomexyTounsie ue Wrmnopt CamonoanucadHeld cepTudinKar..,
-|Z) Aoeepentbie kopres 3

BNPOC HA3 aHHYIMPOBAHWE CEPTHRMKATA ...
@ CepTudimkate! gomMeH DuneTp -
B Crincox axxpeaiTosa = CenegrknH AHgpei EBreHsesny
OBHOBNTE
|'_‘| . Janpocel Ha cepTudmkat

HE

5.1.1 IIPOBEPKA HA KBAJIM®ULIMPOBAHHOCTbH

ITporpamma «KpuntoAPM» 11MeeT BO3MOXHOCTb IIPOBEPATh CepTU@MKATBI Ha COOTBETCT-

Bre TpebosaHmsM npukaza PCb PP or 27.12.2011 Ne795 «O6 yTBepxnenun TpebosaHmit K
dopMe KBaIMPUIMPOBAHHOTO cepTMdMKaTa KI04a [IPOBEPKI IEKTPOHHOV TTOAIIVICH».

IIpoBepky cepTudmKaTa MOXHO OCYIIIECTBUTh Uepes:

) Ceprudmxare: apyrix nonsoearenei
) NpomexyToumbie uenTps! CepTdUKaLmm
) Oosepennbie kopressie LenTpel cepTdmKaLmmn
t_, Cnucox akxpeanrosarnbix YU
- 3anpocet Ha ceprudurar
{_J 3anpocel Ha nonyweHne ceprudnxara
) 3anpocsl Ha aunynupoeanme (oT3sie) ceprudunara
lj_j Cnuckw oT3eiea ceptnduxarce
LU Crnckn gosepennbix ceprudukatos
T NEXTPOHHDBIE KMONM

1. KOHTE€KCTHO€ MEHIO B IJITaBHOM OKHE€ IIpOrpaMMbI (TaKaSI IIpoBepKa TOJIBKO I
cepTdMKATOB, YCTAaHOBIIEHHBIX B XpaHWJINIIIE)
© KpwmoAPM e
i ®aitn  Mpopwm Hacrpoiixu  Momows
v £ &5 ‘ B & &
: Moanucare Mpoeepurs 3N Wudpoears Pacwmdposars | Obnoents | Duastp | Coszare Mimnopr | 3xcnopr
SRkl C_QP“‘¢"“"" [ Bnaaeney Opramumzauma
Wl /eance xpariumige cepraducaros (2% Vieanoe Wean Veanoeny Internet Widgits Pty Ltd

m Mpoeeputs craryc »
Yaanure

3xcnopr

Csoncrea

Mpoeepka Ha xeannPUUMPOBIHHOCTE

Mewars

O6uosute

61



OO0 «ndposrle TEXHOIOT MM PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

2. KoHTeKcTHOe MeHIO IIpoBogHMKa (IIpoBepKa /I CepTIUKATOB, HE YCTaHOBIIEH-
HBIX B XpaHWINIIIE)

OTKpbITL

YCTaHoBWTE CEpTUGNKET

@  KpuntoAPM 3 Moanucats...

ah Mpoeepka ¢ nomoweto Microsoft Security Essentials... flobasuTe nognuce...

= Otnpaente vepes ICQ... 3 3asepuTs NOANNCE. .
OTKpEITE € NOMOLLEHD » 3awndposate...

Mognucate n 23awMdpoBaTE...
OBLmit goctyn 3

MpoBEpUTE NOAMKCD...
CHATb W nposepnTs 311
Pacwmndposato..
MpoCcMOTPETE ADKYMEHT..,

Paclundposats n NpoBEpUTE NOAMNCE. .

Mpoeepka cepTudukara Ha KaBANNPULNPOBAHHOCTE
BoccTaHoBUTE NPEKHION BEPCMIO

KeanuduumposarHan nognnce

OTnpaeuTe 4 ¥YnpoleHHbii pescim paBoTel
Beipesaths Mzeisn '
Konupoeate

PesysibTaThl IpOBepKM cepTudmKaTa:
1. Cepruduxkar He HpoIIesI IPOBEPKY, TO €CTh He SBJIseTCs KBaIMUIIMPOBaHHbBIM;

KpuntoAPM

l . JanHeni cepTdnkat He ABNAETCA KEANMENUNPOBAHHEIM,

0K

2. CeprmduKaT MOIHOCTBIO IPOIIET IPOBEPKY ¥ COOTBETCTBYET TpeOOBaHWMAM, Ipelb-
ABJIIEMBIM K KBaJIMPUIIMPOBAaHHOMY cepTuUdUKaTy KiIoda ITPOBEePKM 3J1eKTPOHHOV

TIO/IIVICHA;

KpuntoAPM

o AaHHeld cepTudmkaT ABAAETCA KEANMEMUNMPOBIHHBIM,

oK

3. Ilposepka ceprmdmkara Ha KBaJIMPUIIMPOBAaHHOCTD ITpOIIUIa He nojHocTeo. He yria-
JIOCH TIOCTPOWUTD TIOJIHBIV ITyTh CepTM@UKALIVIN IO COVMCKY aKKPeIUTOBaHHBIX YI0CTO-
Bepsitonux 11eHTpoB (TSL). i1 KoppeKTHOro 3aBepIleHNs IMpOoBepKM, HeoOXOIMMO
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ycraHosuth TSL. ITogpoGHee o 3arpyske crvcka akKKpeIUTOBaHHBIX YIIOCTOBEPSIOIINX
LIEHTPOB BBl MOXKeTe HounTaTh B I1aBe «KpaymmdwmimposaHHas HOAINCH.

KpuntoAPM

Mona gaHHore cepTgMkaTa CoOTEETCTEYHT TpEBOEIHMAM NpUKasa

l L OCEP@or 27.12.2011 M 795 "0E6 yTeep#aeHun TpeBoeaHwi Kk dopme
KEZNMPULUMPOBEHHOND CEPTMGRMKATE KIHIYE NPOEERKY INEKTPOHHOHA
nognuci”,
Ho npu npoeepke cepTUgMEaTa HE yA3N0CE HAATH CNMCOK
AKKPEANTOBAHHEX YADCTOBERAMILLINY LEHTROE, JnA KoppekTHoH
NpoBEpKn HEOBXOANMD 3arpyInTE CIMCOK,

0K

5.1.2 TIOJYYEHME HOBOI'O CEPTU®UKATA

ITostyyeHme HOBOTO cepTUdMKaTa BBIIIOJIHAETCS B COOTBETCTBUN C perjlaMeHTOM paboThI,
orpernesileHHbIM LleHTpoMm perucrparim (IiaHoBas CMeHa KJIIouert 1 cepTuduKaToB) IIpU BHe-
IUIaHOBOVI CMeHe KJIFOUell 1 cepTrdUKaTOB (OT3bIB paHee JIeVICTBYIOIIEro cepTudmKara)

ITosryunTs HOBBIV cepTHdUKAT BBl MOXKeTe Ha OCHOBaHMY IIOJaHHOTO B YIOCTOBEPSIOIINIA
LIeHTp 3allpoca Ha cepTudmkat. B mporiecce co3manms 3ammpoca Ipon3BOAUTCA reHepalys KIIo-
ven U 3aIch MX Ha KITIOUeBOT HOCUTEIT.

O ToM, Kak co3IaTh 3arpoc Ha cepTudmKaT YMUTanTe B pasmesie Oneparmm ¢ 3arpocaMiy Ha

ce QTVIQDVIK&T.

LlenTp perucrpaliim rnepenaeT 3allpoc Ha I10jIydeHMe HOBoro ceprudukaTa B LleHTp cep-

TUVKAINY, TIe ¥ IIPOUCXOIUT dopMmpoBaHUe cepTudmKaTa. BeirymeHHbT cepTdmKkaT
yCTaHaBJIMBaeTCs II0JIb30BaTeJIeM B XPaHWINIIE cepTH(WMKAaTOB CBOero pabouero Mmecra (Ha
KOMIIBIOTED).

B mporiecce ycraHOBKM cepTrdmKaTa TakkKe aBTOMATUYeCKM IIPOV3BOAUTCS €ro 3alich Ha

KJIIOYeBOVI HOCUTeIb . B mapHerIeM qaHHbIV cepTdUKaT MOXeT ObITh IIOBTOPHO yCTaHOBJIEH

Ha pabouee MeCTO IMOJIb30BaTelId (HAIIpuMep, IIpU IIOTepe cepTudUMKaTa B pe3ysbrare cOOs
KOMITbIOTepa WIN OIlepallMOHHOVI CCTeMBI) VI Ha JIpyroe pabodee MecToO (B cJIydae repexojia
II0JIb30BaTelId Ha JIpyroe pabodee MecTo). B 3TOM CiTydae cepTmdmKar ¢ KIIFOU€BOrO HOCUTEIS

yCTaHaBJIMBaeTCs C IIOMOIIBIO ITporpaMMel «KpuntoAPM».

5.1.3 CO3OAHUE CAMOITOOIIMCAHHOTO CEPTU®UKATA

CamonopicaHHbI cepTudUKaT — cepTndMKaT, M3JaHHBII CaMVUM II0JIb30oBaTesleM, Oe3
oOparltieHMst K JOBEpeHHOV CTOPOHe YAocToBepsiomieMy IeHTpy. CaMOIIOAIVICAaHHBIVI CepPTH-
dpmKaT sIBIISIeTCS OHOBPEMEHHO JIMYHBIM U KOPHEBBIM (yCTaHaBJIMBaeTcs B JIMdHOe XxpaHWIN-
11e cepTUdUKaTOB 1 «/loBepeHHbIe KOPHEBbIEe IIEHTPbI CepPTUQUKALIVII).

CamonopiicaHHble cepTUdMKATBl MCIIOIB3YIOTCS Ui OOMeHa 3ammdpOBaHHBIMU TUIN
HOAIVICAHHBIMM JOKYMEHTaMV MeXy JIIOObMM, HOBEpSIOIIVMMU OPYyTr ApYyTy, HaIpuMmep,
npysbsimu, Korwteramy. OOMeHSIBIIVICH TaKMMM cepTrdMKaTaMy MeX[y coOOVI, OHM MOTYT Ile-
pecbriaTh L[pyr npyry ITIoOITVICAaHHBIEe U SaH_IVICppOBaHHBIe SJIEKTPOHHBIE TaHHBIE, HE 6eCHOKO-
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sICh TIPV TOM, UTO MH(OpMaIVs MOXeT ObITh ITlepexBadeHa, VICKakeHa 1 VICTIO/Ib30BaHa IPOTVB
VIX IHTEPEeCOB.

. Baxno nomnums, umo ucnosvsoBarue camonoonucanmsix cepmupuxamol ne nosbossem peuians
AN oupauxmuie cumyayuu, Bosnuxaousue npu obmere KOHPUOCHYUANHBIMIU OGHHbIMU, C TOMO-
& -

R w0 cyoa.

J1J1s1 co3maHMs caMOIIOANVICAHHOTO CepTrdMKaTa, BBIITOJIHITE CJIeAyIolIie IIar:

1. B nepese 311eMeHTOB IJ1aBHOTO OKHa BeIOepuTe pasmen Ceprmdmkarsl. BersoBure mpa-
BOVI KJIaBUIIIeV MBIV KOHTEKCTHOe MeHIo 1 Bbibepure myHKT Co3gaTe > Camononmnm-
caHHbI cepTUdmKaT. OTKpoeTcss MacTep cos3aHa caMOIIOAIMCAaHHOIO cepTudMKaTa.

2. Ha mepBoM mrare 03HaKOMbBTeCh C IIOPSIKOM ¥ TpeOOBaHMSMM CO3[JaHVIS CAaMOIIOIIV-
canHoro ceptudmkaTta. Haxmure Jaee.

3. Ha CJTEYIOIEeM IIfare V3 BBIITaJaroIero CIcka BBI6epT/ITe rabsIoH cepTudmKara:

LWafnaH: [LUEEJ‘IOH MO ¥HORHEHAR v]

CepTudukaT K3M MHAWBMA YaneHOoro NpeanpMHAMETENA
CepTudukaT K3 dusuieckoro nuua

CepTuiukaT K30 ropravdeckoro nMua (BToMaT)
CepTrdmeaT K3 opran4eckoro nvua (AoMKHOCTHOE Mg
LabnoH No yMom4aHKe

LafhnoH C pactuMpeHHEIM CTIMCKOM Nonei

4. YkaxwuTe MaeHTUPUKALMOHHYIO MH(OpMaLMIO O Bilazeiblle Oyaylero ceprmdmkara,
B 3aBVICHIMOCTV OT TOTO, KaKO I1TabJI0H BbI BEIOpaIv Ha IpedplIyIIeM Iare.

MaEHTHDMKELMOHHER MHDopMaLIMA

MaeHTudmkaTop (CN)*  Cnbra OxoTuHa

OpraH1zaLma: Digt

[opoa: HDLur:ap-Ona

QbnacTe: Mapiia 3n

CTpaHa: Pocouiickan Penepawd (RLU)

E-mail: user@mail.ru

WMHH: 007707049388
:' Ioas ommeuennvie 3HaxoMm «*» a6asromes 0083amesvHbIMU 6/1;1 30NnO0AHEHUA.
N
I' Obpamume 6rnumanue, ecau 6vt ykasvibaeme MHH topuduueckoeo auya, Homep Bceeda 00axeH
]

&0 nauunamocs ¢ «00», Hanpumep 007707049388.

y ! \  CHWIC yxasvibaemecs 0e3 npobeso u sHaxob «-», nanpumep, 07306654534.

CHMNC=: 07300654534
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5. B otkpsiBIiiemcs okHe IlapamMeTpsl KiIr0da B BBIITaJAOIIEM CIIVICKe BbIOepuTe YKaXuTe
CJIeOYIOIIvie HaCTPOVIKIL:

1) Vicmop3yeMbIVi KpUIITOIIpOBaraep.

Mnone3YEMBIR KPMNTONpoBaMaED:

Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

ypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider
Microsaft Base Cryptographic Provider w1.0
Microsoft Base DSS Cryptographic Provider
Microsoft Enhanced Cryptographic Provider w1.0
Microsaft Strong Cryptographic Provider
b¥1dated-98be—Facc-oet 350 3bd Fc0090C "B

2) BeibepuiTe BapmaHT co3gaHMs KIIIOUeBOro Habopa.

° COS,Z[&TI) K/IIOUeBOM Haﬁop CepTT/ICpI/IKaT 6YJ],€T CO31aH Ha OCHOBe HOBOI'O KJITFOUYEBO-

ro Habopa.
Vicrionp30BaTh CyIIecTBYIOIIMI KTIOYeBOVI Habop - BbIOepuTe KIII0UeBoV Habop,

KOTOPBII OyIeT MCIIOJIb30BaH IIPW CO3daHMM cepTudMKaTa, M3 CIMCKa CyIIecT-
BYIOIIMX (KHOIIKa Be10paTs).

(71 Co3naTh HOBLIA KMouesoi Habop
(@ Mcnonb30BaTe CYLWLECTEYHWMEA KMoYesoi Habop

MA KnkoYesoro Habopa:

ofbfadch-34eb-44a0-ae0a-feab 78 1465cd

3) YcraHOBUTe TIepeKiTIoUaTeslb HaIIpoTuB HeobxoaMoro HasHaueHnsa xiIro4da cepTu-
duxkara.

HasHa4eHHe KnoYa

() CozaaHue 3N LnuHa knroga:

(7 WnbposaHme

@ LLndposaHue 1 cozaaHue 3LN [ AononHWTENLHD. .. ]

MoMETHTE KNKYM KEK 3KMOPTHRYEMBIE

4) BbI Takke MoXxeTe BbIGpaTb HJOIIOJIHNTEJIPHOE Ha3sHa4YeHVe KIt04a, HaXXaB Ha KHOIIKY

HOHOJIHVITEJIBHO. B cromicke HasHaueHMVI MCIIONB30BAHMS KITIOUA BBI6€pT/IT€ HeO6XO)1T/[-
Moe:

Mnonb3o0BaHue KnoYa:

| Tonbko wrdposaHme [T WudposaHue knwqa
:| ABTOHOMHOMHOE NOAMWCEHWE CTMCKOE oT3eiBa (CRL) HeoTpekaeMocTs

] Noamuos ceprudukaTos MoAnMcE AEHHBX
[¥] CornacoBanme knioued

V] Wndhposarme aaHHEX

{ | 1}

B pasnerie Cpok mevicTBus cepTM@MKaTa aBTOMATINYECKM IIPOCTABIISIETCS [1aTa, ¢ KOTO-
pot cepTdUKaT AeVICTBUTeIeH (TeKylllee CYCTeMHOe BpeMs) U JaTa, 0 KOTOpYIo cep-

TduKaT gevicteutesied (1 rox Bmepern OT TeKyIlero BpeMeHM). DTU JaThl BB MOXeTe
OTPeIaKTIPOBaTh.

65



OO0 «ndposble TEXHOTIOTUI» PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

514

Cpok ASMCTEBMA CEpTUMKATA

JOeficteuTened ¢ 13,06,2013 [El= no 13.06.2014 B

o [ca ]

5) Ykaxxure HeoOxoavmyto [ytnHy Kimoda. e [yIHHee KITIOU, TeM OH HazleXHee.

6) [ToMeTUTPH KJTIOUM KaK 3KCIIOPTHpPYyeMBbIe.

Eciin BBI oTMeTuTe 3TOT dhJiar, TO CMOXKeTe ITPOBOANUTE 3KCIIOPT cepTudmKaTa BMeCTe ¢
3aKPBITBIMI KJIIOUaMU

Ha ocHoBe yka3aHHBIX JaHHBIX OyAeT cpopMMpoBaH CaMOIIOIIVICAHHBIN cepTudMKaT
OTKpBITOrO Kimtoda. ITocite 3aBeprrieHns: onepamyy BO3HMKHET OKHO ¢ MHQOpMarmen o
ee pesyspraTax. Haxxmure T'oTroBso.

Ha sanpoc crcreMbl ycTaHOBUTE HapoJIb Ha HOCUTEIIb VI IIOATBEPAUTE ero.

Ha sampoc crucTeMbl ycTaHOBUTD JIV CAaMOTOAIIVICAHHBIN cepTudUKaT B XpaHwiuiie [1o-
BepeHHBIX KOPHEBBIX LIEHTPOM cepTudMKaIm, HaXXMIUTe Ha KHOIIKY [a.

KpunTtoAPM @ Cozganme 3anpoca Ha noaydeHye cepTudikara l ]

| CepTudukat yenewHo ycraHoeneH B JIndHoe xpaHrnunLLe,
¥ [na paneHedweid paBotel ere HeoBxoMMO YCTAHOBWTE B XPaHMAMLLE
JoeeperHbx KOpHEBRIX LIEHTPOE cepTUduraumm. MNpogonsumTte?

B[ ke

VIMIIOPT (YCTAHOBKA) CEPTU®VKATA

VIMmIopT cepTndmKaTOB MOXKET IIOHA00MTECS )T BBIIIOIHEHMS CJIeAyIOIINX 3a0ad:

YcranoBKa cepTudmrKaTa, KOTOPBIN OBUT OTIIpaB/IeH BaM APYIVM IIOJIb30BaTesleM, KOM-
HBIOTEPOM I IIEHTPOM cepTUdMKaIIIY;

BoccraHoBiieHMe IOBpeXIeHHOIO WIN yTEePSIHHOTO cepTudmKara, 3aapXBUPOBAaHHOIO
paHee;

YcraHoBka cepTrdmKaTa 1 CBI3aHHOIO C HVM 3aKPBITOTO KJII04Ua ¢ KOMITLIOTepa, Ha KO-
TOPOM BJlajiesiel] cepTudmKaTa ero 1CIosIb30BaJl paHee.

IlepBuynas ycraHoBKa B xpaHwiniie jmndHoro ceprudmkara [OCT MoxeT BBIIOIHATHCS

KaK cpeacTBamyu Kpunronposarigepa «Kpumrollpo CSP», Tak u cpencrBaMy HIpOrpaMMbl
«KpnunroAPM».
YcraHoBKa smaHOTO ceptrdmkaTa cpercrsamm «Kpumrollpo CSP» ocyiiecTsrisieTcs Hero-

CpeficTBeHHO B OKHe kpunTornposanaepa «KpumrolIpo CSP», 3akiagka «CepBuc».
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I ¥puntoNpe csP PG
JononHKUTEeNsHo ANropHTMbI | BesonacHoCTE I Winlogon |
Ofiwwme ObopynoBaHm1e | Cepsmc

KOHTENHED ZaKPEITOrD KNDYE
3ITW MACTEPE NOSE0NAKT NPOTECTHPOBATE, CKONMPOBaTE UMW
YOANATE KOHTEMHED 3AKDLITOMD KNKIYa C HOCUTENA.

[I'IcheceroE:aTb... ] [ CrkonupoBaTe. .. ] [ Y0anuTe...

CepTHQMKaTEl B KOHTERHEDE 3aKPEITOMD KNKDYE

3TOT MACTEP NOZEQNAST MPOCMOTPETE CEPTHDMKATEI, HEX04ALMECH
B KOHTEAHEDE 3EKPEITOMD KNKDYE, W YCTAHOBMTE MX B XDaHUNKLLE
CEPTUHMKETOR,

[ MpocMoTPETE CEPTHMKATEI B KOHTERHEPE. ..

MAYHBIA CEpTHDMKET

ITOT MACTED NOZBONAET CBASATH CEPTHAMKET M3 halina ©
KOHTEAHEDOM 3EKPBITOrD KNHYE, YCTAHOBWE 3TOT CEpTHHMKAT B
HPEHUMMLLE,

[ YCTEHOBMTE MMYHBI CEPTHMDMKET. .. [:

YcraHnoBka imuHOro ceprudmkara cpeacrsamm nporpammsel «KpunroAPM»
YT006BI ycTaHOBUTH cepTudMKaT ¢ momoIisio «KpurnroAPM», BeIIIOIHNTE CiIegyroIe Ia-
U

1. B m1aBHOM okHe B pasuerie CepTudmukarsl BeIOepuUTe XpaHWINIIE, Kyda HeoOX0IuMo
VIMIIOPTUPOBaTh cepTrdMKaT. B KOHTeKCTHOM MeHIO pasfesia WiV Ha IaHeJI MHCTPY-
MeHTOB BbIOepuTe MyHKT ViMmopT.

2. Ortkpoetcsd cTraHmapTHBII MacTep YyCTaHOBKM cepTudmKaTa, I103BOJISIOMINIT yCTaHO-
BUTH IUPPOBON cepTUdUKAT B XpaHWINIIe IJI JaJIbHeIIero ucroib3osanmd. O3Ha-
KOMBTEChH C TIOPSIIKOM BBITIOJIHEHMS OIlepaliyi.

3. Ecym BB ycTaHaB/IMBaeTe JIMYHBIV CepTU@UKAT, B 3TOM JXe OKHe ycTaHOBUTe diar Ha-
IPOTMB CTPOKM YCTaHOBUTH JIMUHBIN cepTudmKar. KpoMe TOro, Bel MOXeTe yCTaHO-
BuTh (iiar IlomecTnThs cepTdMKaT B KOHTeHep (B 3TOM CJIy4yae B KJIIFOYeBOM KOH-
TeviHepe OyJIeT XpaHUTBCS He TOJIBKO KITIoUeBad I1apa, HO M caM cepTudumKarT):

YCTEHOBMTE MMYHEIR CEPTHHRMKET

MOMECTHTE CEPTUMKST B KOHTERHED

4. B cnenytorieM oKHe yKaxuTe dparul, copgepKalmii MMIoptupyemsiit cepridukar. Cric-
TeMa II03BOJIsIeT IMIIOPTHPOBATh CepTM(MKATEI CIIEIYIONINX (POpMaToB:

o  ®darwt ceprudmkara X.509 (.CER, CRT)

e CooOmenne crannapra PKCS #7 (. P7B, .DER)

e XpaHwmMIIe cepraM30BaHHBIX cepTrdmKaToB (.SST) - HeCKOIIbKO cepTNdUKaTOB, 00'b-
eIMHEeHHBIX B OMH darnl.

o  ®daru1 obMeHa stmuHOM MHPOpManyen - PKCS #12
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MA alina MCKoaHBIX AaHHBIX

C:\Usersiuser\DocumentstestOlga Okhotina.p7b

Bribpatk. ..

DOpMAT MOKET BbITh OOHMM M3 CIEM YHOLLMX:
dain cepTudmkara - X, 509 (.CER, .CRT)
CooBuwenue cTannapTa PKCS #7 ((P7B, .DER)
¥PEHUNWLLE CEPMANME0BaHHEX CepTHhukaTos (L55T)
®ain obMeHa nueHoM MHbopMawel - PECS #12 ((PFX, .P12)
Malin Mcka oT3bIEa cepTHdukaTos (CRL)
Main mucka AoBepeHHBIX cepTudmkaTos (STL, .CTL)

CraTyc
{2 Bee cepTudukatsl, COC wma CAC —
"Ld NEACTBATENEHEI MpocHoTpeTE. ..

5. Ecym BBI ycTaHaB/IMBaeTe JIMYHBIN cepTUdUKAT, Ha CJIeyIoleM 3Tarle OTKPOeTCsl OKHO,

copepkariee MHAPOPMAIMIO O HeM (IaHHBIE O BiIajeriblie ¥ M3aaresle cepTudmKara,

CPOK eVICTBVS VI CePUITHBI HOMEp):

6. Ecim Ha mepsBoM sTarie Bel ycraHOBWIM diar IlomecTuTs cepTidmKaT B KOHTeNHep,

CepTHMEMKET: Onbra OxoTuHa
Bnapenew; CN=0nera OxoTuHa,0=Digt,L =Aowkap-0Ona,5=Pecnyfin
MspaTens: CN=0nkra OxoTuHa,0=Digt,L =Mowkap-Ona,S=Pecnyin

AeRcTBMTENEH C; 20,03.2013 11:10: 16

AefcTenTeneH no: 20.03.2014 11:10:16

CepHiHEIN HOMEP:! FO05SFABCCOAA3D4

OTKPOETCA OKHO, B KOTOpOM BaM HY>KHO

BriOpaTe Kpurrronposariiep;

BeiOpaTp 13 crvicka 1MsI KJIIOUeBOTO KOHTelIHepa (IIepef, 3TVM BCTaBbTe KIIIOUEBO

HOCHTeIIb, Ha KOTOPOM XPaHWUThCA JaHHBI KOHTeVIHep);

Ykaxmure, uTo BBeJleHHOe MM 3a/jaeT KOHTeHep [0JIb30BaTeIs.

BoibepuTe KpMNTONPOBaMAED:

|I'~"Iicrusu1:t Base Cryptographic Provider 1.0 - |

MMA KoHTERHEPE:

315b606c-37d3-49d4-a666-4dc 7959 7d3

BribpaTe

BESOEHHDE MMA 3308ET KOHTEMAHED:
@ MNone30BaTENA

KoMnetoTepa

7. Ecmu Ha II€pBOM IIare Bbl HE YCTaHOBWIIN cpnar YCTaHOBMTB JIUYHBIN CepTI/I(bVIKaT, TO

crcTeMa BaM IIPEJIOKUT yKa3aTb XpaHWINIIE, B KOTOPpOM 6y)1eT XpaHUTBHCA VIMIIOPTU-

pyembIn cepTudmKaT:

e ABTOMaTMYeCKUI (TUII XpaHWINIIA BBIOMpPaEeTCs CYCTEMOV);

. HJ’IH Py4dHOTO BBIGOpa XpaHwiniia, B Bbllla/laloleM MEHIO BbI6epVITe HEOGXOHT/IMOQ

XpaHWINIIe.
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K : ) BbIEpETb THN XpaHMNWWE SETOMETHHECKH, MCKOOA M3 THNa AaHHBEIX

(@) MpMHYAMTENBHD NOMECTMTE B CNE0YHOWEE XPaHMIMLLE:

JIM4HOE XPEHMAKWLE CEPTMHOMKETOE -

CepTUMKETEl APYTMX NONL30BaTENEN h‘
MpOMEHYTOYHBIE LEHTPE! CEPTIMEMKALMAN
[ oBEpEHHEIE KOPHEBEIE UEHTPEI CEPTHDMKELIM

8. Tlocse 3aBepiieHus orepanyy BO3HUKHET cooOIIeHve 00 yCIelHoM MMIIOpTe cepTu-
dukara.

5.1.5 XPAHEHME CEPTU®UKATOB

ITporpamma «KpunroAPM» B KauecTBe XpaHWIVII, VCIIONIb3YyeT IO[JlepKiBaeMble KpUII-
TOITpOBaVIepOM TUIIBI, a TaKXe CTaHJapTHbIe XpaHWINIIa cepTUdMKaTOB, BXOAAIINX B oIlepa-
uynoHHyto cuctemy Windows.

HasBaume xpanwimmia ceprudmKa-
TOB P pmd OmnmncaHne xpaHMINIIA

JIvuHble cepTrdMKaThl, VCIIO/Ib3yeMble BaMy U CBsi-
JIvranoe xpaHWMIIe cepTUdmKaTOB
3aHHBIe C BALIVIMV 3aKPBITEIMV KJITIOUaM.

CeptudmkaTsl 1I0JIb30BaTesIeN], ¢ KOTOPBIMI BBI 00-

CeprudmkaTel JIpyrux II0JIb30BaTe-
N MeHVBaeTech MM POBaHHBIMM VIV HOAIMCAaHHBIMM

nen

HJaHHBIMMN.

[TpomexyTounsle 1eHTpBl cepTudm- & CepTuduKaTsl IIPOMEXYTOUHBIX IEHTPOB CepPTHU-
Kanym dpukanym.

ABTOMaTMYeCcK! MOAIVCaHHble CcepTUdUKATBI OT
LIeHTpa cepTuduKauuy, KOTOopble HesSBHBIM OOpa-
30M SIBJISIIOTCS JIOBEPEeHHBIMU. 3J1eCh XpaHATCS cep-
JloBepeHHble KOpHeBbIe IIEHTPhI cep- | TUUKaThL, M3JaHHbIe CTOPOHHVIMM YIOCTOBEpPSIO-
TUPUKaIN My 1eHTpamu, Microsoft, a Taxke Baieit opra-
HM3alMer (e opraHM3alys pacrosaraeT cobcT-
BeHHBIM CepBepoM cepTuduKaroB). XpaHWINIIE
TaKXe COJIepKUT CaMOIIOIIICaHHble CepTUMUKATHL

Hosepennsle usgaresin ceptudmka- | CepTrdurKaThl JOBepeHHBIX M3/laTeslel cepTudmKa-
TOB TOB.

5.1.6 IIPOBEPKA CTATYCA CEPTU®PUKATA

Vcrionp3oBaHme cepTmdmKaTa MOXXKHO YCJIOBHO pas[iesInTh Ha JBa 3Tara
1) mpoBepka cTaryca cepTrdmKaTa
2) ecyIV CTaTyC «JIeVICTBUTeJIeH», VICIIOJIb30BaHue cepTudmKaTa IS BHIIOIIHEHWs KPUIITO-
rpaduyecKmx oreparmi.
Kaxmpit pas mpn obparennmu k ceprudmkary nporpamma «KpunroAPM» mposepsieT ero
cTaryc.
Cy1mecTByeT HeCK0JIBKO TUIIOB IPOBEPKM cTaTyca cepTU(dMKaTOB:
1. TIlo jmokaspHOMY CIMICKY OT3bIBa cepTrdmkaTos (COC)
2. Tlo crmcKy OTO3BaHHBIX CepTU@MKATOB 13 YIOCTOBEePSIOIIero IIeHTpa
3. Cucnomnbs3oBaHneM Revocation Provider
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5. C moMoIpio CcrvcKa JOBepeHHBIX CepTUdMKATOB

6. B pexmnme «KpasmmduimpoBaHHas OIIIVCH»

?

e

Tunwt npoBepxu npubeders 10 Bo3pacmaniiio 3HAYUMOCIU

Crartyc cepTudmKaTa IpoBepseTcs Mo cJIeAyImM IIapaMeTpaMm:

ITapameTpsI

IpoBep-

IIpoBepka cpoka [IevicTBUA

ITosicHeHMe

IIpoBepsieTcs, MCTeK WIN HeT CPOK JIeVICTBUS LU POBOTo cep-

cepTudmkara TndmKaTa
[)1s1 3aBepeHMs Ballero JIMYHOTO IMdpoBoro ceprudmkara
[TpoBepka KOPPEKTHOCTM | MCIIOJIb3yeTCs IeKTPOHHAS ITOIIVICh YIOCTOBEPSIOIIEro IIeH-

3JIEKTPOHHOV ITOJIIVICY BbI-
maslrero ceprudmuxar Ymo-
CTOBepSIIOIIero IeHTpa

Tpa, B KOTOPOM BBl HOJIyYW IV CBOVI cepTudmkaT. YTo0s! cTa-
Tyc Bamlero ceprudmkara ovu1 "HevicTBuresien", HeoOXommmMo
VIMEeThb YCTaHOBJICHHBIVI KOPHEBOW cepTUdMKaT ¥ aKTyaJIbHbIN
CIIVICOK OT3bIBa CEPTVPIKATOB.

ITocTpoenne uemnouxku (1o
KOPHEBOTO

Y1)

cepTrdmKarta

[oBepre K JIMUHOMY CepTUQVKATY II0JIL30BATEIS OIIpereris-
€TCs Ha OCHOBe I1elT0UKY cepTrdmKaToB. HavapHbIM 351eMen-
TOM IIEIIOYKM $BJIsTeTcs KopHeBom ceptmdukar Y1, xpaHs-
mmVics B XpaHwiniile JloBepeHHBbIe KOpPHEBbIe IIEHTPBI cep-
THUMKAIIN.

ITpoBepka [emCTBUTEIIBHO-
CTU cepTuUdUKaTa 110 CIIN-
CKaM OT3bIBa cepTUdMKaTOB

ITo ymomganmio mipu pabore c ceptmdmkarammu B «Kpumro-
APM» ux craryc nposepsiercst o COC, ycTaHOBJIEHHOMY B
xpaawie ITpomesxyTounsle HeHTphI cepTudmKanmm. Ho
TaKke BO3MOXHO BBIIIOJIHUTB IIPOBEPKYy cepTudmMKaTa IO
COC, monyuennomy u3 YII, wi ¢ nomompio Revocation
Provider.

Hauwnaa ¢ Bepcum 5.3, craTyc OT3bIBa He NpPOBepseTCs It

JIYHBIX CepTUQPVKATOB OJIb30BaTesIs.

C IIOMOIIIBIO CIIMICKA OOBe-
PeHHBIX cepTUdUKaTOB

YTOoOBI ITpOBEPUTH CTATyC cepTudMKaTa C IIOMOIIBIO CIIMCKa
IIOBepeHHBIX cepTndMKaToB HeoOxomymo oTMeTuTh "VcTomns-
3oBaTh CTL mia mposepkm mmyTu ceptudpmkanmm” B HaCTPOI-
Kax MO yMOJl4aHMIO B pasfesie llapamerpsl Bepudumkalym

cepTudmkaToB'.

CraTychl cepTrdMKaTOB

Bo3MmoskHBI 3 cTaryca AecTBUTENFHOCTH cepTU(UKATOB, BhIIaHHBIX Y11

o El«pmericTBuUTENIEH»
o EHI(HenmericTBUTETEH»

o H7l«HensBecTeH»

CepTI/I(l)I/IKaT SABJISIETCA HeMCTBUTEIbHBIM, €CJIN.
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1. Iloammce YoocTosepsoliero eHTpa o, cepTndrKaToM KOppeKTHa.
Cpok pevicTBust cepTudprKaTa He MCTeK.
CepTudmKaT UCIIONIBb3yeTcs [IJIs Tex 1ieier, 1171 KOTOPBIX ObUT co3/1aH.

Ll

CepruduxkaT He OTO3BaH 1 €ro JAeVICTBYe He IIPUOCTaHOBJIEHO.

YToOBI IpOBEPUTD CTATyC cepTUdMKaTa:
1. B nmepese 351eMeHTOB IIaBHOTO OKHa BblOepute pasmest Ceprudnkarel. OTKpovTe HY>KHOe
BaM XpaHWINIIE, B KOTOPOM BeIOepuTe cepTndmKaT 1jIsl IIPOBEPK.
2. B KOHTeKCTHOM MeHIO OObeKTa WIM Ha IaHe/I MHCTPYMeHTOB BblOepuTe nyHKT ITpose-
PUTH CcTaTyC
e Tlo sioxkajyIbBHOMY CHVCKY OT3BIBa CepTUdPUKATOB (CINCKY, YCTAaHOBJIEHHOMY B XpaHWIN-
1te CrcKm 0T3bIBa cepTU@PMKATOB);
e Tlo crimcky oT3piBa 13 YA0CTOBEpSIIOIero 1IeHTpa (B OHIalIH-peXyMe 110 JIOKaJIbHOV ce-
TH);
e Cucnomne3oBanmeM Revocation Provider;
o IlIposeputs B OCSP cityx0e.

ITpu mpoBepke cTaryca cepTudmKaTa MOIyT BOSHMKHYTb CJIeIyIOIIyie COOOIIeHIS:

CooOrenne ITosicueHMs ‘

. R CepTudukaT, KOTOPBIM IIOAINMCAHBI [IaHHBIE,
VlcTék cpok menicTsus cepTudmKara
pOCpOYeH

HeBO3MOXHO IIOCTPOUTH ILENOUYKy cepTudmKa-
HeB03MOXXHO IIOCTPOUTH LIEMIOUKY IS cep-
" TOB OT KJIMEHTCKOro cepTudmkara 1o ceprrdm-
TduKaTa
KaTa JosepeHHOro Y1I

Hacrponku cucrempl Ge30macHOCTM He ITpezro-
ITponsonuia ommbka Ipyu OOHOBJIeHWM | JlaratoT  obHosiaenmuyt  COC;  Gubimoreka
CcocC CPCRLUpdate.dll orcyTcTByeT mwiv He 3apermct-
pupoBaHa

ITpousonuia ommbKka IIpy OTKPBITUM Xpa-
Hert 1mipaB mocTyna K xpaHWINIIY cepTudUKaToB
HUIVIIA

COC HamjeH, omHaKO BO3HUK cOOVI ITPYL €ro
COC xpaHuTCs B Hen3BecTHOM popmaTe
obpaboTke

R Iarta obnoBiennst COC wmcrexkiia, HeoOXOIMMO
COC mnarieH, omHaKO OH HYXJaeTcs B 00-

obrOBUTE COC B VLI, Iy1st Toro 4rods! cepTmdm-
HOBJICHUU _
KaT ObUI IeVICTBUTEILHBIM

Ormmmbka nipm cortocrasiienn COC u cep- | Ommbka B mporiecce MowmcKa KIVEHTCKOTO cep-
TndnKaTa TdmKaTa B HocsiegHeM BoinyiieHHbIM Y1 COC

Ceptudukar HemericTBuTeIeH (oTo3BaH B Y1 110
Ceptuduxar cogepxurcs B8 COC p R ¢ (
Kakom-imbo mpuumee 1 3aHece” B COC)

_ UYmobwl ynpocmums npoyedypy npogepku cmamyca cepmugpuxama, vl modxceme 6 Ha-

Y cmpouxax Buinosnenus onepayuii ykazams napamempul nposepku cepmugpuxamos. s

| evlOpanHbIX cepmughuxamos 8 npoyecce pabomuvl 6ce20a asmomamuyecku Oydem uc-
NONb308aMbCSL YKA3AHHBIU 6AMU CHOCOO NPOBEPKU.
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ITpoBepka craryca ceprndmkara mo sokaasHOMy COC
«KpuntoAPM» nopep>xuBaeT criocod IIpoBepKu cTaryca [ poBoro ceprudnkara mno
JIOKaJIbHOMY cHIMCKY or3biBa cepTudmkaros (COC), neproamnydeckyt 0OHOBIIsIeMOro YIocToBe-

PAIOIIMM 1LIeHTPpOM cortacHo PerstamenTy manHoro Y1
YToOBI IPOBEPUTH CTATyC cepTUdMKaTa, BHIIOIHNTE CIeyolye Iari:

1. B nmepese 271eMeHTOB IJIaBHOTO OKHa BbeIOepuTe paszesl CepTudmKaTel - Hy>)KHOe BaM Xpa-
HIWINIIe, B KOTOPOM BbIOepuTe cepTudUKaT (WIM IPYIILY CepTUdUKATOB) 1)1 IIPOBEPKIL.

2. B KOHTeKCTHOM MeHIO OObeKTa WIM Ha IaHe/I MHCTPYMeHTOB BblOepuTe nyHKT ITpose-
puTh cTaTyc> no jgokaaeHOMy COC.

Crarycsl ceprudukaTon

Cratyc ITosacaenne

B% «T1eVICTBUTEIeH» BrImosiHstoTCs Bee yCi1oBus AeVICTBUTEIIBHOCTY cepTudmKaTa

HJ «HerericTBITe IeH» o Cpok mevicTBus cepTdMKaTa UCTeK

e Ecrs menpocpodenHbt COC 1 B HeM HaXOOWTCS yKa3aHHBIV
cepTudmKaT

e He crponTcs 1enouka cepTdmKarm

o Ceptudmukar nMmeer HeKOppeKTHYIO DI

e He yganoce noimyuntes COC 3 VI (ecyint BBITIONIHSETCS 005-
sarestbHast mposepka 1o COC, moiyuennomy ms Y1)

H2l «HEM3BECTCH» Craryc, BO3MOXKHBIN TOJIBKO JIJISl CEPTU(PUKATOB, KOTOPHIM HE
TpeOyercs nposepka no COC, nomyueHHOMY U3 V1]

e orcytcrByer COC
e COC mpocpoueH

Bo3moykHBIe 0IIMOKM 00HOBJIEHM CIIVICKA 0TO3BaHHBIX cepTHdmkaros (COC)

Ommoka O0BsacHenne

0x80092004 (Cannot find | 1. He Havigen n3marens poBepsieMOro cepTudumkara.
object or property.) 2. ®am1 COC He cOOTBETCTBYET IIpOBepseMOMY CepTHdMKaTy.

IIpoBepsiemblVi cepTudmKaT - camonopamncaluei. Her cmeiciia
0x80092007 (The specified | mposepsiTe camonionmmcansbiv ceptrdukar o COC, T.x. COC
certificate is self signed.) IOMIIVCEIBAeTCsl TeM JKe CaMbIM CaMOIIOAIVICAHHBIM cepTudum-

KaTOoM.

ITposepka cTaTyca ceptndmkara mo COC us YII

«KpunrroAPM» 103BosIsIeT IIpoBepsTh CTaTycC LMdpoBoro ceprudmkara B pexxmume II0JIy-
ueHMs (M MX ydacTus B Iipolienypax nposepok) COC B onmanH-pexvme n3 CDP /v ceteBo-
TO CIIpaBOYHMKA CUCTEMBL.

b1 ucnonbzoBanms BosMoxkHocTH nonydeHns COC wms VI HeoOxommmMo cobrmozeHve
CJIEOYIOIIVIX YCIIOBVAAL
1. B mposepsieMoM cepTudmKaTe AOJDKHO ITPUCYTCTBOBaTh pacipeHue «Touka pacmpo-

crpa"enuss COC / CRL Distribution Point (CDP)». ITpu atom ecsin 3Hauenuv (URL'oB) B

pacIIMpeHny HeCKOJIbKO, To Iporpamma «KpunroAPM» Oyzmer mbitaThes ckadaTe COC 1o
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BCeM aZipecaM O IIEpBOIro YCIIEIIHOTI'O CKa4dVBaHIVIA. HO)I)IEP)KVIB&IOTC?[ YacToO VCIIOJIb3Yye-

Mble IpoToKoJIbl - "ftp", "http" 1 "file".

CepTudmkar - ﬁ

Obwwe | CocTas |I'I\rr|:- cepmd:wtauum|

MokazaTe: [{Etr_e:b "]
Mone 3HEYEHME i
Ynquemmﬁ e ] MpoBEPKE NOAMMHHOCTI KIME. ..

MnEHde:umr:aTDp KNOuE oy... 7595923182b50f84e3 87...
MnEHTw:bmrzaTDp KAKD4E Ue...  MaeHTudueaTop knioda=a6d ...

Tmpac‘num‘paﬂﬂﬂm... [1]Touka pampeaeneHia aM. .. ‘ ]

,.'J,-:u_—ryn K wHbopMawaK o ug... [1]JocTyn K cBEAEHMAM LEHT. ..

)| Icnones0EaHWe Knkoda LnbpoEan noanvce, HeoTpek..,, —
D.ﬂmrnpmm OTNE4aTKa shal
I-_'ll"'l'rn.:-u;u'rnw e a7 RIa? ra bk 84 AF 1A k& i

[1]Touka pacnpeaeneHA NMCKa oT3eiBa (CRL)
MMA TOYKK PACNPOCTPaHEHMA:
MonHoe 1uMa:
URL =http:/fwww. cryptopro.ru/CertEnrollTest%20Center %
20CRYPTO-PRO(Z).arl

2. Tlo omHom M3 Todek pacrpocrpanHeHuss COC (onTuMasibHO, ecIv MO IIepBOVI) MOXKHO CKa-
yaTh COC ¢ momorisio BeO-0Opaysepa, Haripumep Microsoft Internet Explorer. ITpu sTom, He
BBOIIS HMKAKOVI JOTIOJTHUTEIIHON MHOpMaliuy (MMeHM II0JIb30BaTells, IapoJls, Ilepexona

I10 CCBUTKAaM).
ITpoTecTripoBaTh MOXHO CJIEAYIOIIM 0Opa3oM:

3aKpBITh Bce OKHa Internet Explorer (T.K. oHM MOTYT XpaHWUTB IapaMeTpbl JOCTyIa K
cepBepy);

3anyctuThb Internet Explorer u BcrasuTh B nosie afgpeca URL m3 Touku pacripocTpaHe-
Huga COC (gampumep, mia ceptuduxara TectoBoro YII «Kpumrollpo» -
http:/ /www.cryptopro.ru/ CertEnroll / Test %20Center % 20CRYPTO-PRO.crl);

HaxXaTh Enter, mocite yero Internet Explorer morbkeH cpasy HpeIOXWUTh COXPaHWUTH

ckagaHHbm parur COC;
coxpaanTth COC B daru1 u OTKPHITH ero mmposogHnKoM Windows (morpkHa Ge3 ormmbok

OTKpBIThCS popma mpocmoTtpa COC).

YT0ORI ITPOBEPUTH CTATYC cepTUdMKaTa:

1.

B mepese s711eMeHTOB I71aBHOTO OKHa BbIOepuTe pasnen CepTmduKarTel - HYy)KHOE BaM
XpaHWINIIle, B KOTOPOM BbIOepuTe cepTudmKaT (WIv TPyIIly cepTrdUKaTOB) I IIPo-

BePKIAL.
B xoHTeKCcTHOM MeHIO 0oOBeKTa Wi Ha IaHe/IM MHCTPYMeHTOB BbiOepuTe IyHKT IIpo-

BepuThb cratyc> mo COC u3 YII.

CraTycel cepTHdMKaTOB

Cratyc IlosacaeHnmne

2 «evicTBUTEIEHY

BrImmosiHstoTCs Bee yCi1oBMA AeVICTBUTeIbHOCTY cepTudmKaTa

H «HenericTBUTE IO H

e Cpoxk mevicTBusI cepTrdmKaTa UCTeK
e Ectp nenpocpodennemr COC 1 B HeM HaxOOWTCSA yKas3aH-
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HBIVI cepTrdmKaT
e He crpouTcs 1enouka ceprudmKaniim
e Ceptudmkar nMmeer HeKOppeKTHYI0 DI

47 «uemssecren» CraTyc, BO3MOXHBIV TOJIIBKO VI CepTUQPUKATOB, KOTOPEIM He
Tpebyetcs niposepka 110 COC, mosryyenHomy ms3 Y1

e orcytcrByer COC

e COC npocpoueH

e He ygaiock noyunts COC ns Y1

BosmosxHbIe ooy o0HoBiIeHmss COC

I T S

0x800C0005 OIlH/I6Ka. CKaqMBe}HMﬂ COC no ceru, Hanpu-
Mmep, (bavm He HaVJ1eH WIVM HeT JAOCTyTIa.

1. He mamieH wm3maTers HIpOBEpSeMOTO
) ) cepTudmKara.
0x80092004 (Cannot find object or property.) 2. @ai1 COC mHe cooTseTCTBYeT MpOBe-

psieMoMy cepTudmKary.

[TposepsiembIVt cepTUdMKaT - CaMOIIOIIVICaH-

1. H -
0x80092007 (The specified certificate is self- HBWL TIET CMBICIA HpOBEPATD CaMoriofTvicart

signed.) sl ceptudukaTt o COC, t.x. COC nonmm-

CBIBA€TCS TEM JXe€ CaMbIM CaMOITOIIVICAHHBIM
cepTrdmKaTOM

ITpoBepka cTaTyca cepTidmKara ¢ momomsio Revocation Provider
ITpwu pabore c ceprudmkaramm B «KpuntoAPM» 1x cTaTyC MOXXHO IIPOBEPUTH C IIOMOIIIBIO
Revocation Provider (ecyim Ha KoMIIBIOTepe TIIOJIb30BaTeslsi ycraHobjleH «Kpumrollpo
Revocation Provider»).
YT006BI IPOBEPUTE CTATyC cepTudMKaTa:
1. B mepese 371eMeHTOB IJIaBHOTO OKHa BbIOepure pasmenn CepTmdmKaThl - Hy)XKHOe BaM
XpaHWINIIle, B KOTOPOM BbIOepuTe cepTrdmKaT (WM TPyIIly cepTrdUKaTOB) I IIPo-
BEpKIL.
2. B KOHTeKCTHOM MeHIO 00ObeKTa WIN Ha IlaHeJIV MHCTPYMeHTOB BbIOepuTe IyHKT IIpo-
BepUTH CTaTyc > ¢ Mcroab3oBaHneM Revocation Provider.

" Cranye T S ouememe

2 «T1eVICTBUTEIIeH» BrImmosiHstoTCs Bee yCi1oBMA AeVICTBUTeIbHOCTY cepTudmKaTa

B «HemeriCTBITe IeH e Cpox mevicTBUs cepTrdMKaTa UCTeK

e 113 OCSP Cityx06m1 nnostyuen otseT "CepTndmkar oTo3BaH"
VIV cepTUUIKAT BKIIOUEH B CIIVICOK OT3bIBa, OITy OJIMKOBaH-
HbI1 Y1 (B 3aBucumMocTy oT Timia Revocation Provider:
Microsoft i «KpurrolTpo»)

e He cTrpouTtcd nenouka cepTudmKarmm

e Ceptudmuxkar nMmeer HeKOppeKTHYIO DI

74



OO0 «ndposble TEXHOTIOTUI» PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

H2 «HEeU3BECTEH» Craryc, BO3MOXKHBIN TOJBKO JIJIs1 CEPTU(HUKATOB, KOTOPHIM HE
Tpedyercs nmposepka mo COC, momyueHHomy u3 Y1

e orcytcrByer COC
e COC npocpoueH
e e ynaiock nonyuuts COC u3 VIJ

IIpoBepka craryca ceprndmukara B OCSP ciry>xbe

«KpuntoAPM» noppepxusaeT criocod HpoBepKy cTaTyca IMpoBoro ceprudmkara B
OCSP cryx0e (rpu ycTaHOBJIEHHOV JIMiieH3MM Ha Moaysie OCSP). ITpu mposepke craTyca cep-
tudukarta mo OCSP popmupyertcs sanpoc B axyxby OCSP u ero oTrpaBka 110 azipecy, IpoIu-
CaHHOMY B cepTudMKaTe Wiy yKa3aHHOMY B HACTPOVIKaX I'PYIIIOBBIX HOIUTHK.

Ecimt ceptudpmkar He mMeeT aTpuOyTa, cofepxartero agpec ciyxosr OCSP, To mapameTpsl
JI0CTYyTIa K CJTy>KOe GepyTcst 3 TeKyIIley yCTaHOBJIeHHOV IT0 YMOJTYaHWIO HacTPOVIKe.

Ecym ceprudukat coepXXuT ajgpec i1y KObl VIV HECKOJIBKO aJIpecoB, TO MapaMeTphl J10C-
TyHna B CIyXOy (Takme KaK HaCTPOVIKM IIPOKCHU-CepBepa WM cepTudUKaT ayTeHTUMKAIIVII)
6epytcs n3 OCSP nnpodwis. I[Tpu aTom mporpamMma O6yzeT HOBTOPHO MbITaThCs oryunTb OCSP
oTBeT 1 Kaxkaoro agpeca OCSP mgo Tex mop, Ioka He OyzIeT IOJIy4eH OTBET CO CTaTycoM (cep-
TUUKAT JIeVICTBUTeSIeH Wi cepTudUKaT HeleVICTBUTeIIeH).

Ecriv HU IO OTHOMY M3 alpecoB, YKa3aHHBIX B cepTuduKaTe, He ObUI IIOJIy4eH OTBET CO
cTaTycoM cepTudmKaTa, TO IpOBepsieTcs cTaTyc cepTuduKara B cJIy>kOe, ajipec KOTOPOW yKa-

3aH B HACTPOVIKeE.

YTOoOBI ITPOBEPUTH CTATYC CepTUdMKaTa:

1. B nepese a51eMeHTOB IJIaBHOTO OKHa BblOepure pasient CeprudmKaTel - Hy)XHOe BaM
XpaHWINIIe, B KOTOPOM BblOepuTe cepTmdmMKaT (VI IPYIITy cepTUUKATOB) I IPO-
BepPKM.

2. B KOHTeKCTHOM MeHIO O0BeKTa WIV Ha ITaHeJIM MHCTPYMEHTOB BbiOepuTe myHKT IIpo-
BepuTh craryc > B ciay>x6e OCSP.

" Cranye S Hosememe

W«HGVICTBVITQTIGH» BermonasioTcs Bce yCJI0BVISL IeVICTBUTETbHOCTU CepTVICbVIKaTa

M3 «HeericTBITe IeH» e Cpox mevicTBus cepTrdMKaTa UCTEK

e 113 OCSP Cityx6n1 nosryuen otseT "CepTridmkaT oTo3paH"
e He crpouTcs 1erouka cepTudmKanyim
e CeprudukaT MMeeT HEKOPPEKTHYIO IeKTPOHHYIO ITOIIIVICh

H#l «HEeu3BECTEH» Ommbka gocryma k ciryxoe OCSP

ITpoBepka cepTmdmKaTa ¢ HOMOIIBIO CIIVCKA I0BEPeHHbBIX cepTUdUKATOB

YToOBI IpOBEPUTH CTATyC cepTUdMKaTa:

1. Heobxommmo ormetnts "Vcnionb3osate CTL it mposepkn nyTv cepTudmkanmm” B Ha-
CTpoVike BepudmKalmy cepTndmKaToB.

2. Ilocre TIpoM3BeleHHBIX JIeVICTBUN BCe CepTUdUKATEI, KOPHEeBOVI cepTUdUKaT KOTOPBIX
He BKJIIOUEH B CIIVMCOK JJOBEepEeHHBIX CepTM(MKATOB, CTAaHYT HeleVICTBUTEIbHBIMI.
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iﬁ ITosacaenMe

Ed«nevcTeuTerien» BBINOTHAIOTCS BCe YCIOBIS IeICTBUTEIIBHOCTY cepTudIKaTa
ﬁ«HeHeVICTBMTeHeH» o CpOK IEeVICTBUA CepTI/ICpVIKaTa TICTEK

e Ectp Henpocpouennsivi COC, 1 B HeM HaxOOWUTCs yKa3aHHBIV
cepTudmKar

e He cTpourtcs 1erouka cepTudmKamm

e Cepruduxar nmeer HeKoppeKTHYO DI

e He ynannocs nonyunte COC 13 Y1 (ecsm BbInonHseTCst 004-
3aresibHas mposepka 1o COC, noiryyenHomy ms3 Y1)

«HEH3BECTCH» Ommbxka rtoctyma K city>x6e OCSP

5.1.7 PABOTA C KBAJITM®UILIMPOBAHHBIMM CEPTUDGVKATAMM

[ MHOTMIX cerofHs CTaHOBWUTCS IPOOJIEMOVI rapaHTMpPOBaTh, UTO IIOJIydaeMble 3JIeK-
TPOHHBIE [JOKYMEHTBI ITOJIVCaHbI JIeVICTBUTEIILHO KBaIMMUIIMPOBAHHOV JIeKTPOHHOW MO/-
nucelo. 1 perteHvss 3TOV 3ajaui Mbl BBeJIV TeXHOJIOTMIO, KOTOpasi II03BOJIsIeT C TOUYHOCTBIO
OIIpeflesIsATh, SIBJIAeTCs IV CepTUdMKAT HOAINCY KBJIMPULIVPOBAaHHBIM IV HET.

Pexxnm «KBanmdnuposaHHast IOOINCH»

J11s1 paboTh! MCKITIOUMTEIHHO ¢ KBaIMPUITMPOBAaHHBIMI cepTudUKaTaMi BaM JOCTaTOYHO
BKJIIOUNTB B ITporpamMe «KpuntoAPM» pexnm «KparmmdnrmposanHas noamvce». 1y sToro
B BepXHEM MeHIO IJIaBHOI'O OKHa OTKpoviTe MeHI0 HacTtporiku > YrpasieHnue HacTpoiKamMu >
Pe>xuMbl 11 ycTaHOBUTe (pjlar HAIIPOTMB CTPOKM BKIIOUMTE peXXuM KBaanduIMpoBaHHOM

IIOIIIVCH.

-
&) Napamerpsi

Hapaerots ceprisdeara
HAHIEH1R NOANMOHA

7 HacTpoior KeanuduumpoBaHHas 1
Obwme
Pexett AaHHoit pexom HaKnaaLs3eT
MAPAMETPR! NDOXOA-CEPBEDS PeXIME KBAMMDULIPOSIHHON
Browser plugn KOTOpSE BbldaHb! YAOCTOBED
My ¢
Crpasowessst AHKOMCBA3H POCom

7] Brwowms pexm xeandy
/| AsToMaTiveos obeosnaT

BBICTpO BKJ'IIO‘—IV[TB/ OTKIIIOUYUTH PEXUM KBaJlvi-

(bI/II_IT/IpOBaHHOVI ITIOOIIVICU Bbl MOXKeTe:

e Uepe3 KOHTEKCTHOe MeHIO IIporpaMMbl Ha Ila-

HeJIN 3aga4d

e dYepe3 KOHTEKCTHOe MeHIO JIoboro daria

- Kpvnronposaigepe
Paspewerenie V| He noxkasuisaTs KopHesse CHATE W NPOBEPUTE MOAMNKCE...
Ycraoanerreie S Paclungpoearte...
Npodwust

MpocMoTpETE JOKYMEHT...

Paclumdpoeate W NPOBEPHTE NOAMKCE. .

Y]

KeanuduumpoEaHHan nognuce

v

¥npoweHHbld pesxum paGoTel

Hacrpoikn
Omepems KpunToAPM

Brixog,

HactpouTts...

9:47

r"l

2092014 ||
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HpT/I BKJIIOYEHHOM peXnMme KBaJ'II/ICl)I/II_H/IPOBaHHaﬂ IIOOIIMCh BaM CTaHYT ILOCTYHHI)I TOJIb-
KO cepTnMKaThl, KOTOPBIE BBIIAHBI aKKPEIVNTOBAHHBIMI YIOCTOBEPSIOIIVIMI [IEHTPaMI M CO-
OTBETCTBYIOT TpeOoBaHMSAM K popMe KBaJIMPUIIMPOBaHHOTO cepTudmkaTa. To ecTb TOJIBKO
KBJIMPUIIMPOBaHHbBIE cepTNdMKATHI KJIF0Ya IIPOBEPKY 3JIeKTPOHHOM roanvch. Bee ocTaibHble
cepTndmKaTel CKpbIBaloTCcs. [IpoBepka cepTrdmKaToB, KOTOPBIMU ITOIIVICAHBI JIEKTPOHHbBIE
IIOKYMEHTBI, BBITIOJITHSIETCS TAKXKe TPV BKIIIOYEHHOM PeXVIME.

ITpocMoTp cniMcKa aKKpeIUTOBaHHBIX YAOCTOBEPSAIOIINX [IEHTPOB

Ha noprase YnoiHomoueHHOro defiepaIbHOro opraHa B 001acTyt 3/1eKTPOHHOV MTOIVCY
MwuHKOMCBA3M pa3MeliaeTcsl aKTya/IbHbIV CIIMICOK aKKpeIUTOBAaHHBIX YOCTOBEpPSIOIIX IeH-
TpoB. VIMEHHO 3TOT CHVCOK Mcmonb3yercs mmporpammornt «KpunroAPM» B kadecTBe duibTpa
npu pabote c 371eKTpoHHOM Toamckio. Crmcok oTobpakaeTcs B OTAeIbHON manke Comcok
akkpeauroBaHHbIX YII.

YTOOBI 3arpy3uTh aKTyaJIbHBIV CIMCOK aKKpeauToBaHHbIX Y1, mperBapuTeIbHO BKIIIOUM-

Te pexnM «KparmdurmposarHas noamnvick» (Cepsuc > ITapameTpsl mporpaMMel > PexxiiMer)

) =

- n n
) Brntouunte peskum "Keanuduumposannan nognuce” ana 2arpyskm
' cnucka akkpeguTosadHex Y1

& KpuntolPM =T TR ™0
®ain  Mpodwnn  Hactpoiikn  MNomows
v El 3] 81513 ?
Mognucate MNposepute 31N Wudpoeate Pacwndgposate | OBHoEWTE | PuabTp
=l Ceprudunkatel 4 HazeaHwe Perner
S e | gnccnconn mo
il -|0) MpomesxyTouHele LeHTpEI cepTdMKaLmm giﬂg MEGEH’HHHmGIjMGF iiﬂ
ENCEOH BECTHHE
-|Z) loeepenHsie KopHeBbIE LEHTPEI cepTMdmMKaLNI | AHO VIO . 210
- CepTudnkatel gomeda digt.local w flenosoii secTink
[;, Cnwcok akkpeauToBaHHbr: Y1 @AOGGM =OPCOANH-= 328 |
=] 3anpockl Ha cepTudukaT @AGGGM =0PCOANH. 328 i
-{Z) 3anpocel Ha nonyqerne cepTudinkara @‘ﬂ‘} Hiropcuit HUW wkgopma... 79
5] 3anpockl H3 aHHYIMPCOEAHWE (OT3LIE) CEpTHUdK B AY "Oropcknit HAW undopma... 79
LR Comevia nmaeiea cenmuduavatog mﬂ-}r "Hrepcenid HAW whdopma... 79

Bbl MoXxeTe mmpocMoTpeTs IOAPpOOHYI0 MHAOPMAIIMIO 0 KOPHEBOM cepTudmKaTe KaKoro
YIOCTOBEPAIOIIETO [IeHTpa B CIIVCKe.
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& = &

re | OBuoeuTe | @unetp | CeoicTea w

4  HazeaHue Perncy MHH 4

¥ «ICCU-Codrs 4090835

. AHO "BENWMH®OHANOT

&% AHO Mo, MpoBepwTs CTaTyC 3 31230~ A

- 9TOIro0 Hamaure CTPOKY C Ha3BaHVEM
BUAHOMO,  3¢cnopr /mn o POKy

AOGOM - 28010 HY’>KHOI'O BaM YO OCTOBEPAOIIEro IEHTpa 1
ACOON CeoiicTea 28010 B KOHTEKCTHOM MeHIO oObekTa (mbo Ha
&% AY "HOrop —_— 86010 TIaHeJIV! MHCTPYMEHTOB IJIaBHOTO OKHa) BBI-
B AY "HOro —r 86010 Gepure nyHkT CBOVICTBA.
B% AY "HOropcknit HAW undopma... 79 8601010384 |

Otkpoetcst okHo CepTudukar, B KOTOPOM Bbl MOXKeTe Y3HaTh IMOAPOOHYI0 MHAOpMAIIVIO

o cepTrdmKare:

e CepUIHBIVI HOMep, BIajiesiell, M3/IaTeslb, CPOK HeVICTBYS cepTudmKaTa 1 3aKpBITOrO KITI0Ya
(3axagka Ceptndmkar),

e pacmmpeHUs: cepTudmKarTa: MCIIOIb30BaHMe KIIIOYa, MOJIMTUKM cepTudmKara 1 Ap. (3a-
wiagka Pacmmpenns ceprndnkara),

e  O0mIMVI CTaTyC IPOBEPKM IIOJIHOTO Iy TN cepTudmKalmm (3aktanka Craryc ceprmudmkara)

- A
Ceprudwmkar ﬁ

CepTudmraT | PacluMpeHHA cepTUDMKETE I CTaTyc cepTUhMKETa |

=—1 CepTudMKaT OefCTBMTENEH,
[ MpocMoTpeTE. .. J

CepuiiHiiit Homep: G5 cc 42940000 0000 00 ed

Enageney '
MaeHTiudumraTtop (CN) CA BINUC Belinfonalog - ]
OpraHnsaLmMs AHO BenuHdoHanor (H
CTpaHa RLU
DfnacTe 31 Benropoackan obnacTe e

MzpaTens
MaeHTIduKaTop (CN) Y1, 2 MC Iyl -~ i
CTpaHa RU (| W
OBnacTs 77 r.Mockea |
lopoa Mocksa i

Cpok AERCTEMA CepTUOMKATA

OelicteuTensH ¢ 30.09,2013 21:44:00 no  30.03.2015 21:53:00

Cpok ASACTEMA 3aKPEITOND KIKDYE

OeictenTened ¢ 30.09.2013 214400 go  30.03.2015 21:44:00

Ok ] [ OTMeEHE
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5.1.8 IIPOCMOTP MH®OPMAIIUN O CEPTUPUKATE

i mpocMoTpa nHOpMaLmu o cepTrdmKaTe BBITIOIHNUTE CIeyoLIye Iari:
1. BeibepwTe HEOOXOIVIMBIVI M3 CIIVICKA VI IBXKIIBI IIIEJIKHITE IT0 HEMY MBIIIIBIO, JINOO0 BBI30BU-

Te MpaBoVi KJIaBUIIIeyl MBIV KOHTeKCTHOe MeHIO 1 BbiOepuTe ITyHKT CBOVICTBA.
2. Otkpoetcs okHO CepTHdmKar 11 IIpOCMOTpa HoApoOHOM MHPOpMaIi 0 cepTrudmKaTe.
B oxne ceptudukar Bam OyayT JOCTYIIHBI 3 3aK/IaIKN:
1) Ceptuduxar;
2) Pacimmpenns ceptudnkara;
3) CraTyc ceptudmkara.
3. Bsaximagke CepTmdmKkar JOCTyIIHa cleyolas MHPOpMaIis:
e Craryc cepTudukara;
e CepuriHbII HOMep cepTudMKaTa;
e CaenieHus 0 Bilajleliblie cepTudMKaTa;
e Caenenus o0 usnaresie cepTudmKara;
e Cpox mevicTBrA cepTrdmKaTa (C KaKoro 1 10 KaKoro Ieproza JIeViCTBUTesIeH cep-
TdUKar).
4. Bszaxrtagke Pacmmpenns cepTudmKara JI0CTyIIHa cileyroras MHopMariys:
e BapwanThI McIIO/IB30BaHMS KITIOYa;
e CpercTBo 271eKTPOHHOVI ITOJIIVICY BJIajlelIblia;
o [TlonmmTukm cepTudmKara;
e Cpencrsa anexkrponHou nnogmvicy n YL msparess.
5. Bsaximagke CraTyc cepTdmKkaTa oTOOpaskeH OOIINII CTaTyC IIPOBEPKY IIOJTHOTO Iy TH Cep-

TT/IC})VIKaH,VIVL B sTont 3aKJIaZTKe Bbl MOXKeTe ITPOBEPATDb CTaTyC CepTI/IqDT/IKaTa.

Ceprudumkar @

OBume | Coctas | MyTs ceprudumsaiym|

Mudopmanyio o ceptudmkare Bbl TakXke MO-

KeTe IIPpOCMOTPETh Yepe3 CTaHdapTHOe OKHO IIPO-

cMoTpa cBoMCTB ceptudmkaTa Windows. st aTo-

ro B OKHe IIpOCMOTpa MHpopMalmm o cepTudmka- @ Cocnems o cepradmare

Te B 3aKIagKe CepTndmKaT HOKMNUTE Ha KHOIIKY Sror cepradmiar npepwasKataeTCH A
Ceptndmuxkar, ymbo B 3axiaake Craryc ceprrdm- * Bt nommsc e
Kata > IIpocmoTpeTs.

Orkpoercsi cTaHZapTHOe OKHO IPOCMOTpa

cBoricTB ceptdpukara Windows. OkHO copmepxuT

Komy Boipan: Bacinbesa Mapua
Tpu 3axiagku: Obmme, Cocras, [1yTh cepTmdmxka-

Kem Boigan: Bacuneesa Mapua

LIUA.
B saxiiagke OOmme maetcst Gasosast MHOP- Oeiicranrenenc 26. 03. 2013 no 26, 03. 2014

MaHVIH 0 CepTVIdPVIKaTe. '[.9 ECTb 3aKPEITHIM KNKOY ANA SToro cepTHdMKaTa.
B saxiagke CocraB faHbl Oosiee TOompoOHBIE -
CBeOeHmA O CepTT/IqI)VIKaTeZ IIpeacTaBJIEH IIEpeUeHb Moapofiee o cepTudmKaTax |

aTpuOyTOB cepTudMKaTa 1 X 3HaUeHMsI.

B Talbrnite mepedniciieHbl OCHOBHBIE CBEIeHVIS

O COCTaBe CepTT/ICpVIKaTaI

CBemeHmsa o _
3HaueHMsI I1OJIeV

cepTudmnkare
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Bepcus

Howmep Bepcnu niporokosa X.509

CepuitHbI HOMep

YHUKaJIbHBIVI CepUHBII HOMep, IPUCBOEHHBIN Cep-
Tudukaty 1eHTpoM ceprudukamnymy. CepuintHbIi HO-
Mep yHUKaJleH JUIs Bcex cepTuU(UKATOB, BbIJAHHBIX
oIIperieJIeHHBbIM LIEHTPOM cepTudmKamm

AJropmt™ nogvicu

AJITOpUTM XeIIMpoBaHWs, KOTOPBIV LIeHTp cepTudu-
Kally VICTIONB3YyeT JIsi JIeKTPOHHOVI IIOAIVICU cep-

TdnKaTa
CaepeHms1 0 1leHTpe cepTudMKalMY, BbaBIIeM JaH-
WM3naresb !
HBINI cepTudmKaT
ITona V1 . .
HevicTBuTeeH C HauasibHasi 1aTa cpoka JIevicTBUsL cepTudmKaTa
[evicTBUTeIIeH 10 Koneunas fiata cpoka mevicTsusi cepTudmkaTa
VIMs nuiia Wi eHTpa cepTuduKanmuy, KOTOPEIM BbI-
naH ceptudukar. Ecamm 1meHTp cepTudmkanmm Haxo-
IWUTCA Ha cepBepe wWieHa JIOMeHa OpraHw3alluiy, 3TO
CyObexT
Oy/er oTIMUMUTeIbHOE MM B OpraHmsaiuu. B mHoM
cjly4ae 3TO MOXKeT OBITh IOJIHOe MM W ajipec 3JieK-
TPOHHOVI IIOYTHI VIV APYTou MaeHTUdUKaTOop.
N JITMHa M TUII OTKPBITOrO KJIIOYa, CBSI3aHHOTO C CepTU-
OTKpPBITBIN KJTIOY
durkarom
N HasnadeHmns1, 11 KOTOPBIX cepTUdUKAT MOXeT OBbITh
YiryuieHHbI KITIOY
VICIIOJIb30BaH
Vnentudukarop ObGecrieunBaer  MaeHTUPUKAIIMIO  CcepTUEPUKATOB,
KJTIoua cyOpeKTa BKJTIOYAIOIIVIX KOHKPETHBIV OTKPBITHIV KITIOU
ObGecrieunBaeT MAeHTUMUKALIMIO OTKPBITOTO KIIIOYA,
Vnentudukarop _
CBSI3aHHOTO C 3aKPBITBIM KJIFOYOM, KOTOPBIV MCIIONIB3Y-
KJIfoua IleHTpa cep-
eTcs sl MOONNUCK Y[IOCTOBepSIOIIIM 1IeHTPOM cep-
TUUKATOB
TduKaTa
«KpuntoAPM» 1103BOJIsIeT POBEPATH CTaTyC I po-
Boro ceptudmukara B pexnme noiaydenus COC B on-
nanH-pexumMe 3 CDP.
[11s1 TOro YTOOBI IPOBEPATH CTATyC cepTUdMKaTa I10-
Pacrmipenist | Toukn — pacmpocTpa- | 1oOHBIM 0Opa3oM, B cepTudmKaTe IOJDKHO IIPUCYTCT-

HeHMsI CIVCKa OT3bI-
Ba cepTudmKara
(COQ)

BOBaTh pacmmpenne «Touka pacrpocrpanenns COC /
CRL (CDP)».
ITpn stom ecrim 3Havenmn (URL'0B) B pactmpeHunm

Distribution Point
HeCKOJIbKO, TO mporpamma «KpunroAPM» Gymer 1ibi-
TaThcsd ckadaTh COC 1o BceM agpecaM 10 II€pBOro yc-
IIENTHOro cKaumBaHMs. [lomiepXXnBaroTcs 4acTo Vc-
IIoJIb3yeMble mpoTokossr: "ftp", "http" n "file"

Hoctynn x mHpOpMa-
M O LIEHTpax cep-
TUdUKaIm

ITpenocrasiser nadopMarnyio o LIC, KoTopbIM BbIIaH
IIpocMaTpUBaeMblVl cepTudUKaT:
1. Tlone comepxuT MHMPOPMALIVIIO O CIIVICKE KOP-
HeBbIX cepTndmkaros LlenTpa cepruduxarym
(URL)
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2. Appeca OCSP Ciryx6

BapuaHTbI ncrionp3oBaHMs 3aKpbITOrO Klo4a (Hampu-
Vcnosnb3oBanme

Mep, LIndposasa noammcs, Heorpekaemocts, nidppo-
KJTI0Ya

BaHme xouen, [Ilndposanme naHHbBIX 1 Ip.)

Kpwurnaeckne | Vicriosb3oBaHue
BapwmaHTsI ncrionb30BaHMA 3aKPBITOTO KII0o4a
pacimpeHus | KJIo4a

AJIropuTM XelvpoBaHMsl, KOTOPBIVI TeHepupyeT CBOJ-
AJjIropuTM OTHedaTKa | Ky JaHHBIX (WIM OTIIEYaTOK) IS 3JIeKTPOHHBIX IIOM-
CsorvicTBa TIcen

CBopka [aHHBIX (VWIM OTIIEYATOK) IS JIEKTPOHHBIX
OrtmeuaTok

IIOAIIVICETL

B saxnagke ITyTe cepTdmkanmm orodpaxaercst MeCTo cepTudmKaTa B IIeIIOYKe T0Bepys
(my cepTUPUKALIMIOHHBIN IIyTh) - OT KOPHEBOTO cepTudmKaTa YI0CTOBEPSIOINIero 1ieHTpa 10
HIpocMaTpMBaeMoro ceprudukara.

Ynocrosepsitolnym 1eHTpaM, cepTU@dUKAThl KOTOPBIX XPaHSITC B XpaHWWINIIE [JOBePeHHBIX
KOPHEBBIX IIEHTPOB CcepTudMKAaIM, OKa3bIBaeTcsl [0 YMOJTYaHUIO OOJIbIIIoe JToBepue. DTO Io-
3BOJISIET BCeM BBIITYIIIeHHBIM MMM cepTudmrKaTaMm HacienosaTk gJosepue oT LIC. Ecim B cepTu-
pUKaIMOHHOM ITyTV IIPUCYTCTBYeT TOJILKO OAVH cepTudMKaT, TO Takue cepTudmKaThl Ha3bl-
BaloTcsA camornioanvcaHHbpIMI. Bee kopHesble LIC 1iMeroT Takme cepTrdmKaThL.

B HDKHeM "acTi okHa oToOpakaeTcs MHGOpMalus O Bilajieliblie cepTuduKara, craTryce
cepTudmMKaTa 1 HOAPOOHOCTH O CTaTyce.

Vudopmanysa o ceptrdmkaTe TakkKe J10CTyIIHa B PMHAIIBHOM OKHe Bcex KpuITorpadude-
CKVIX OIIeparimi.

51.9 ®OWILTPALIVI CEPTUGUKATOB
Bbl MoxeTe pwibTpoBaTh cepTHdMKaTHI B CIIVICKE 110 CJIeIYIOIINM ITapaMeTpaM:
e Biageser
o  damrmmsa
e Uma OtuectBO

e Opraumsamnms

e VIHH

e OI'PH (OI'PHUII)
« CHIWIC

e Apnpec

e lI3paTein

e  DJIeKTpPOHHas I10YTa

o CepwuitHbIVI HOMEp

e [JlaTa, c KOTOpOV cepTUdMKAT AeVICTBUTEIIEH

e JlaTa, IO KOTOPYIO cepTUdMKaT [IeICTBUTEIIeH.
e HaceseHHBIV ITyHKT

e Peruvion

e Crpana

e DJIeKTpOHHas II0YTa
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CepuitHbI HOMep
OrneuaToxk (shal)

YT06B! OTPWIETPOBATE CEPTUPUKATHI B CITVCKE:

1. B paspesne Ceprudnkarsl BbIOepUTe TIANKY C TeM TUIIOM CepTUdUKaTOB, KOTOpble HeO0X0-

JVIMO OTCl)T/IHBTpOBaTB. B KoHTEeKCTHOM MeHIO BBI6epT/ITe IIYHKT q)I/IJIpr.

2. B okze YcraHOBKa (pMJIBTpa yCTAaHOBUTE ITapaMeTpbl, 110 KOTOPBIM HeOOXOAMMO 0TOOpaTh

cepTUdMKaThI:
r!l’craHﬂBmadJHﬂpra — 3 |
Bnaneneu: [Cumsen:rsyer v] WeaHos| -
Damnia; | MioBoe -
Vs OTuecTBO: | Nofioe v
OpraH13aumMs: [Cm-rse-r::rsye-r hd ] Digt
MHH: | NioBoe -
OrPH (OFPHIAM): | MioBoe -
CHUNC: | NioBoe v
Annec: [ AurFina - i
| | chpoc | [ ok | | omerna |
L

3. Cmmcok ceprmdmKaros OyaeT oTWIBTPOBAH M0 YKa3aHHBIM BaMV IIapaMeTpaM.

4. BepHyTbCs K MICXOTHOMY CHVCKY CepTMU@UKATOB Bbl MOXeTe, COpocuB (priIbTp.

5.1.10 COPTUPOBKA CEPTU®UKATOB B CITMCKE
B nnporpamme «KpuntoAPM» peasizoBaHa BO3MOXXHOCTb COPTMPOBATh LM POBbIe CepTH-

duKaThl B CIIVICKe.

COpTVIpOBKa MOZKET BBIIIOJIHATBHCA 110 CJIEAYIOIIVIM IIapaMeTpaM:

Bramernerr
damrmms
Wms OtyecTBO
Opranusanms
VIHH

5.1.11 IIEYATH CEPTUO®UKATA
1 mevaTt cepTrdpMKaTa BBIIOIHNTE CJIeAyOIyie IIar:

1.

3.

OTKporiTe XpaHWIINIIE CepTN(UKATOB, BEIOEpUTEe HEOOXOAMMBIN cepTdMKaT (W
IpyIIly cepTUdMKaTOB), B KOHTEKCTHOM MeHIO 00beKTa VIV Ha IIaHeJIN MHCTPYMEHTOB
BbIOepuTe nyHKT IledaTs.

B HOBOM OKHe Opaysepa Microsoft Internet Explorer Oymer cpopMmpoBaHa nevaTHas
dopma cepTrdmKara.

[1st BBIBOZIA Ha ITedyaTh (POpMBI cepTmdMKaTa Ha ITaHeIV MHCTPYMEHTOB Opaysepa Ha-
XMUTe Ha KHOIIKY ITeuars.
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5.1.12 DKCHOPT CEPTU®UKATA
IIporpamma «KpuntoAPM» 103BOJIeT 3KCHOPTUPOBaTh cepTUdUKAT M3 XpaHWINILA B

da.

BKCHOpT CepTT/ICpT/IKaTa MOXeT HOHaZ[O6T/ITBC$[ U1 BBIITIOJIHEHVIA CJIEYIOIMIVIX 3a/1a4:

ApxuBupoBaHMe cepTrdmKaTa;

ApxuBupoBaHe cepTrdmKaTa 1 CBsI3aHHOTO C HMM 3aKpBITOTO KITII04a;

Konmmposanme ceptudmkaTa AIst MCIIONIb30BaHNS Ha IPyTOM KOMITBIOTEPe;

Ynanenue ceptudmkaTa 1 ero 3aKphITOro Kjioda ¢ KOMIIbIOTepa Bilajleiblia cepTudu-
KaTa JyIl yCTaHOBKM Ha JIpyTrOM KOMIIBIOTepe.

Korpa ceprudmkar skcnopTupyeTcs, OH KONMpPYyeTcsd M3 XpaHWINIa cepTudUKaTOB B

daru1, UCIIOIIBb3YIOMINIL CTaHIAPTHBI (POpMaT XpaHeHWs cepTUdUKaTOB.

1 sxcnopTa cepTmdmKaTa, BBITOJIHUTE CIIeyIolTye IIar:

1.

B nepeBe 311eMeHTOB I71IaBHOTO OKHa BbIOepuTe pasaent Ceprudnkarsl. OTKpoeTcs Crv-
COK XpaHWINIL, cepTndmKaToB. Bribepure xpanmimiie, B KOTOPOM COIIEPXXUTCS CepTH-
duKaT I SKCIOPTUPOBaHMSL.

B mpaBon maHen rj1aBHOTO OKHa BbIeINTe C cepTudUKaT (Win IpyInly cepTuduKa-
TOB), KOTOPBIVI HEOOXOIMMO 3KCIIOPTMPOBaTh, B KOHTEKCTHOM MEHIO OObeKTa Wi Ha
raHesIu 3a/1a4 BbIOepuTe ITyHKT DKCIIOPT.

Ecrm skcnmoptupyemsit ceptudukat - I'OCT, BBeguTe maposs I JOCTyIIa K KIIfode-
BOMY KOHTEVHEPY.

Orkpoertcs cTaHgapTHBIN Anasior Mactep 3kcroprTa cepTudmkaTroB. O3HaKOMBTECh C
MOPSIKOM 9KCIIOpTa cepTUdMKaTOB M HaXKMIUTe Ha KHOTIKY [lasee.

Bbl MoXeTe sKcOpTHpOBaTh 3aKPHITHIVI KJIIOU BMecTe ¢ cepTudmKaToM. [ aToro mo-
CTaBbTe IlepeKIIoyaTesib HAIIPOTVB IyHKTa [la, 3KCIOpTHUpPOBaTh 3aKpPBITHIN KII0U. B
cilydae BbIOOpa nmyHKTa HeT, He 3KcIOpTHpOBaTh 3aKpBITHIN KJIIOU OyIIeT IIpou3Beie-

Ha oriepanyiA 3KCI1opTa TOJIBKO CepTI/Iq)V[KaTa (VI €T0 OTKPBITOI'O KJ'IIO‘Ia).

JEAKPBITHIE KNKDYM SEWMILEHE! MAPONEM. YTolkbl SKONOPTUPOBATE 3AKPEITHIA KDY
EMECTE C CEDPTHDMKETOM, Hy3HO ByOeT YKazaTe Naponk,
SKCNOPTHPOESTE 3EKPEITHIA KNHOY BHECTE C CepTHMKaTOM?

@ 13, 3KCNOPTUPOBETE 3EKPEITEIM KKy

HeT, HE 3KCMOPTHMPOBATE 3AKPEITHIA KoY

Ecyim mpu cozpaHmm 3aripoca Ha cepTudMKaT Bbl He IIOMeTWIN KIIF0UM KakK "SKCIIOpTU-
pyemble", TO BBl CMOXeTe 3KCIIOPTHpPOBaTh cepTudmKar (6e3 3akpbITOro Kitoda). B atom
CJTy4ae IlepeKIrodarestb [a, 3KCIopTUpoBaTh 3aKPBITHIV KJII0Y OyzIeT 3a0JI0KMpPOBaH.
Ecyi BBI aKcrmopTUpyeTe TOJIBKO cepTudumkaT (6e3 3aKpbITOro Kiltova), TO B CJlelyroIieM
OKHe BbIOepuTe cirefyromiye dpopMaTsl SKCHOPTUpPYyeMoro daruia:

@arutel B DER-kogmposke X.509 (.CER)

Paruiel B Base64-xkonyuposke X.509 (.CER)

Craxnmapt Cryptographic Message Syntax - ceptudukars: PKCS #7 (.p7b)
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@

BribepuTe dopMaT dalina cepTudukaTa:
daine X, 509 (.CER) B koawposwke DER
daine ¥, 509 {.CER) B koguposke Base-64

@) CtanpapT Cryptographic Message Syntax - cepTudmkatel PKCS #7 (p7h)

| BKNKOYMTE N0 BOSMOMKHOCTM BCE CEPTURMKETEI B NYTh CEPTHhMKALIAM

Ecrm BBI 3KcriopTmpyeTe cepTudWMKaT C 3aKPBITBIM KIIIOYOM, TO BaM OyJleT JOoCTyIeH
TOJILKO OfIMH opMaT 3KCHopTUpyemoro daivia - darur oOMeHa JIMIHOV MHpOpMaI-
ev1 - PKCS#12 (.PFX). ITpu aTOM BBI MeeTe BO3MOKHOCTB:

BKJTIOUNTD 110 BO3MOXXHOCTM BCe cepTuUKaThI B Iy Th cepTudMKaTa;

BKJIIOYNTE ycwIeHHYIO 3amuTy (Tpebyercs IE 5.0, NT 4.0 SP4 vu Bbine);

YIaJIUTh 3aKPBITHIVI KITFOU T10CTIe YCIIeITHOIO SKCIIopTa.

@) Dain obMeHa niiHoM MHbopMaLmel - PKCS #12 ((PFX)

| BnkouMTE MO BOSMOMHOCTM BCE CEPTURMKETEI B MY Te CEpTHhMKaLIIAN

¥aanute 3al'-'.prTbllT1 KDY nocne YonewxHoro aKnopTa

SKMOPTHPOESTE BCE PACWMPEHHEIE CEOMCTES

15t obecriedeHms: 0€30MacHOCTY CIIeflyeT 3alllUTUTh 3aKPBITHIVI KITIOU TIapOJIeM.
YxaxuTe mMs sKcIopTrpyeMoro daria 1 Iy Tk 9KCIIOPTa.

ITo okOHuUaHMV oNepalVV BO3HMKHET cOooDIIeHe 00 yCIIeITHOM 3KCIopTe cepTrdmKa-
Ta.

5.1.13 YOAJTEHUE CEPTU®UKATA
YT008! ya/mTh cCepTrdMKaT:

1.

5.2

B nepese sr1eMeHTOB ITIaBHOTO OKHa BbIOepuTe pasaert Ceprudnkarsl. OTKpoeTcs Crm-
COK XpaHWIWIIL CepTUdMKATOB.

BriOepure xpaHMIMIIe, 13 KOTOPOrO HEOOXOMMMO yIIUTh CePTUQVKAT.

B mpaBoii maHesI ri1aBHOTO OKHa BhIJIe/INTe CTPOKY € cepTUdMKaTOM (WIV FPYIILYy cep-
TIUUKATOB), KOTOPBII HEOOXOVIMO YIINTh, B KOHTEKCTHOM MeHIO 0ObeKTa VIV Ha
ITaHeJ IV THCTPYMEHTOB BeIOepuTe IyHKT YaasIuTh.

ITonTBepruTe pellleHVe yIaJINTh CepTUdUKAT.

CeprudmxaT OyJieT ycrelniHo y/iajieH 13 XpaHWInIIa.

OIIEPALIUM C 3ATIPOCAMM HA CEPTU®UKAT

3ampoc B YIocToBepsrommil IIEHTPp - 3TO COODIIeHme, copeprKalliee HEOOXOAVIMYIO WH-

q)OpMaI_H/IIO HJIA1 BBIIIOJIHEHVIA perjlaMeHTHBIX IIponenyp Hall CepTVICpT/IKaTOM. C ITIOMOIIIBIO

nporpammel «KpunrroAPM» BbI MokeTe co3jaTh 3aIlIpoc Ha IOoJIydeHVe U aHHy/IMpoBaHue (OT-

3bIB) cepTudmKaTa.

HOCTYHHBI dIeyrollyrie ormepanmm ¢ 3arrpocaMm:

Coszmanue 3ampoca

ITpocMoTp MHOpMaIIMM O 3arrpoce
OrubTparms 3aIpocoB
CopTupoBka 3aI11pocoB

ITeuaTs 3arpoca

Ynanenwne 3ampoca
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G/ orrepanmy MOXHO BBITIOJTHATH Yepes:

® I1aHeJIb MTHCTPYMEHTOB
€ KpuntoAPM Elﬂl-t_hl

®aitn  Mpodwuan  Hactpoiikn  [Momowe

1"y ~L1

=

®un BTP

i

OBHoBWTE

I;_—iiv

Cozgate

4 v EJ El
i Mognucate [MMpoeeputs 3N Wwdpoeate Pacwudposate

-] Cepmudmiatel #  Bnapeney 3anpoc Ha cepTUdMKaT...
5] Nuuroe xparunuie ceptudinkaros

5] Ceprudmkarts apyrix nonbsosareneii

[5) NpomesgyTounsie uenTpe! cepruduiaun

[L5) Aoeepentbie kopHeBbie LeHTpEI cepTdukaLy
5] Ceprudmkatel gomena digt.local

CamonoanucanHbli cepTdnkar...

3anpoc Ha aHHYAMPOBAHME CEPTUQNKATE ...

----- I5) Crmcox akkpeawrosanmsn Y11

=] 3anpocel Ha cepTudmnkar

../l 2anpoce va nonyuerne ceprugmkara

----- I5) 3anpocel Ha annyauposanmne (oT3bIE) cepTudm

¢ KOHTEKCTHOE MEHIO CaMOI'O pa3/iejia

5] Ceprudmkare gpyrx nonssoeareneii | I
5] MpomexyTouHsIE LEHTPEI CEpTUhIUKaLIN

5] Aosepennbie kopHesbie uenTpeI cepTidiaLm
[5) Ceprudukatel gomena digt.local TuneTp
A7) Crncok akkpeguTosante Y| 3anpoc Ha aHHYINPOBAHME CEPTURNKATE ..

Cozpate . 3anpoc Ha CEpTHOMKET...

CamonognucanHeli cepTudukar..,

../l 3anpocel Ha noayueHne cepTudukaTa

| =-/E| 3anpockl Ha cepTudukar O6HosuTs | | [

..... P21 2annare ua anovaunnrace (o) cenrahis

5.21 CO30AHME 3AIIPOCA

C nmomomnipio niporpamMmsl «KpuntoAPM» Bbl MOXeTe co3faBaTh 3aIlpOChl CJIEAYIOMIVX TU-
IIOB:

e 3aIIpoC Ha IIOJIy4YeHue cepTudmKara

e 3aIIpoC Ha OT3bIB cepTudMKaTa

3ar1poc Ha I10JIy4deHne cemeanaTa

YTOOB! ITOJTyYNTh JIMUHBIN IMMPOBOV CepTM(WKAT IS BBIIIOJIHEHWST KpUIITorpadide-
CKMX OIleparinyi, HeOOXOIMO CO3MIaTh 3aIlpoC Ha cepTudMKaT 1 HallpaBUTh €ro Ha paccCMOTpe-
Hute B Yocrosepsitorymi neHTp (YLI).
15 cosmaHms 3alrpoca Ha IiojrydeHue ceptudmkara B YL
1. B pepese 3/1eMeHTOB IJIaBHOTO OKHa BbIOepuTe paszesl 3ampockl. Bei3oBuTe IIpaBov KilaBu-
IIIeVT MBI KOHTEKCTHOe MeHIO 11 BeiOepuTe nyHKT Co3mars > 3ampoc Ha cepTudmKar.

2. Otkpoertcs cTaHgapTHBIT MacTep co3zaHms 3ampoca. O3HaKOMbBTeCh ¢ IIOPSIKOM U Tpebo-
BaHVSIMI CO3[IaHS 3aIIpoca Ha ITOoJIyYeHvie cepTudurKaTa.

3. Ha cienyrorieM miare 13 BeIIIaafoIero CIvcKa BeIOepuTe 1a0JIoH cepTrdmKara:
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WabnoH: [LIJaEnuH M0 YMOAHEHMED ']

CepTudukaT K3M MHAWBMA YanEHOrD NpeanpMHMMaETENR
CepTigukat K3 dusvyeckoro nuua
CepTudukaT K3 pravdeckoro nvua (3EToMaT)

CepTHPKMEST K3 KDpManYeckore NMua (AoMEHOCTHOS NMUg
LatnoH No YMoMHaHKL

LahnoH C© pacluMpEHHBIM CIMCKOM Nonei

e 11a0JIOH IO YMOITYaHWUIO

ITpu cosmanmyM 3arrpoca Ha cepTUdWMKAT IO «I1abIoOHy 10 YMOTYaHMIO» HeOOXOIMMO BBe-
ctu 6a3oByio MH@opManmio o Biagesble: MinenTudnkarop, Opraansamms, I'opoa, O6s1acTs,
Crpana, E-Mail u VIHH;

e 111a0JIOH C pacIIMpPEeHHBIM CIIVICKOM I10JIeVt

ITpu co3manmm 3arpoca Ha cepTMUKAT IO «IIabJI0HY C pacIIMpeHHbBIM CIVICKOM TI0JIev»
IOIIOJIHUTEIBHO K 0a3zoBovt MHPopMalmy gobasiseTcs clenyromasi: [JomkHocrs, [Togpasae-
nenmne, Permon, HacenenHneIit myHKT, Anpec.

4. Ortkpoetcs okHO OcHOBHasi MH(OpPMaIMsA, B KOTOPOM, COIVIACHO BBIOpaHHOMY Ha IIpe[Ibl-

AyIIleM Iare 11abJIOHy, HeOOXOAVMO yKa3aTh MAEHTU(UKAIIMOHHYIO MHAOPMAIINIO O Bila-
nenblle Oyayiero ceprudmkara:

A eHTHHMKALMOHHER MHDOPHaLIMA

WoeHtuduicaTop (CH)*  Onbra OxoTHHE
OpraHvzawaa; Digt

lopog: Mowkap-Ona

OfnacTe: Mapwia 3n

CTpaHa: Pocoulickan Pegepawa (RL)
E-mail: user@mail.ru

HMHH: 0077070493588

o Tloasa 8 wabioHe omMeueHHble 3HAKOM «*» 384510mcs 0083amesvHbiMU 045 3a10AHEHUA.

! e Obpamume Brumanue, ecau Bui yxasvibaeme VIHH topuduueckozo auya, Homep Bceeda 0oaxeH
Hauunamuca ¢ «00», nanpumep 007707049388.

e  CHMIJIC yxasviBaemcs bes npobesob u suaxa «-», uanpumep, 07306654534.

CHUNC*: 07306554534

5. B okne ITapamMeTpsl KiIr04a yKaKUTe CJIeIyIOIIVe HaCTPOVIKIAL:

1) Kpunronposarnaep, KOTOPBIV OyIleT 1CII0JIb30BaH MpY CO3aHnM cepTudmKaTa.
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Mcnone3yeMeli KPMAToNpoBaMaep:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider -

ypto-Pro GOST B 34, 10-2001 Cryptographic Service Provider
Microsoft Base Cryptographic Provider w1.0

Microsoft Base D55 Cryptographic Provider

Microsoft Enhanced Cryptographic Provider w1.0

Microsoft Strong Cryptographic Provider
b41da5ed-98ba-Facc-Eea 3-503bd3c0090c

2) BapuaHT co3gaHMsa KJII04eBOro Habopa.

e Co3mare KII04eBOV Habop cepTmduKkar OyaeT co3maH Ha OCHOBE HOBOTO KITIOUEBO-

ro Habopa.
Vicrios1p30BaTh CyIIeCTBYIOIINMII KITIOUEBOV Ha0Op — BeIOepuTe KII0YeBOVI HabOD,

KOTOpBIV OyJleT MCIIoJIb30BaH IPW CO3daHUM cepTudMKaTa, M3 CIMCKa CyIIlecT-
BYIOIMX (KHOIIKa Be16paTs).

(7 Co30aTh HOBLIA KMKYes0H Habop
@ WMonb30BaTh CYLLECTEYHILLMA KMoYesoi Habop

Mma kniouesoro Habopa:

Sfbfadch-34eb-44a0-ae0a-feah 78 1465cd

3) YcraHoBuTe mepexIroUaTeslh HaIpoTNB HeoOxoaymoro HasHavenms xIro4a cepTu-
duxkara.

HazHaq4eHWe Knoya

() Cosganme 3N [nuHa Kntoqa:

(7 WnpposaHme

@ WnbposaHie 1 coznaHue 3LIN [ JononHuTensHo. .. ]

MOMETHMTE KNKIYM KAK 3KNOpTHURYEMBIE

4) Bur Taxoke MoxeTe BBI6paTB HOIIOJIHUTEJIbPHOE Ha3sHa4dY€eHVe K/Ilo4a, Ha’KaB Ha KHOIIKY

HonoHUTEIBPHO. B crivicke Ha3HaYeHMT! MCIIONIb30BaHNA KJIIOYa VI Ha3HAUeHWIT CepPTH-
duxkarta (EKU) BeIOepuTe HeoOXOmMMOE:!

Mnonb30BaHHe KNoHYa:

:l Toneko WhpoBaHUE |:| LUnppoBaHUe Kkoqa
:| ABTOHOMHOMHOE NMOAMWCEHWE CMMCKOE 0T3kIBa (CRL) HeoTpekaeMocTe

] Moanues cepTudmkaTos Moanice AaHHBIX
[¥] Cornacosanme rnodei

V] Wiuposanue aaHHEx

1 | 1]

HasHaueHue cepTudkaTa (BKU):

CepTUdMKaT NPOBEPKM NOANMHHOCTH cepeepa (1.3.6.1.5.5.7.3.1)
CepTUhKaT NPoOBEPKM NoOANMHHOCTK knkeHTa (1.3.6.1.5.5.7.3.2)
CepTudikaT uitposol noanwo (1,3.6.1.5.5.7.3.3)

CepTUDMKAT 3alUMThI 3NEKTPOHHOA noYTel (1,.3.6,1.5.5.7.3.4)
CepTUhMKAT WTaMNa EpeMeHi nogrmoa (1.3.6.1.5.5.7.3.8)
CepTuidikaT ana paboTel c OC5P (1.3.6.1.5.5.7.3.9)

| CepTudumraTt IKE-nocpenHuka IP-GesonacHocTi (1.3.6.1.5.5.8.2.7)

5) Ykaxxure HeoOxoavmyro [nHy KiIroda. YeMm mymMHHee KITIOY, TeM OH HaJleXHee.
6) IloMeTHUTP KTI0UM KaK 3KCIOPTHUPYyeMBIe.

<=

Ecyii BBI oTMeTUTe 3TOT (pJ1ar, TO cMOXKeTe IIPOBOAUTH IKCIIOPT cepTudmKaTa BMecTe C
3aKPBITBIMU KITFOUaMU
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7) Ecnivt 151 cozpanms 3armpoca ObUT BeIOpaH 111a0710H KBaJIMPUIIMPOBaHHO 3J1eKTPOH-
HOVI TIOJIIIVICY, TO HeoOxommMo Oy/ieT yKaszaTh B 3aBVICMIMOCTY OT BBIOPaHHOTO KPWIITO-
IpoBarijiepa BepCUIO CpeiCTBa JIeKTPOHHOVI ITOJIIVICH BilajlesIblia.

CpeacTEo SNEKTPOHHOM NOANMcH: Kpuntollpo CSP 3.6 d

6. YKaxwuTe, KakuM 00pa3oM BbI XOTUTe OTIIPaBUTh 3alIpoc Ha 00paboTKy:

| CoxpaHKMTh 3anpoc B thalin
Mma:  C:\Users'usertemp.pem

| OTNpaenTE 2anpoc Mo 3ASKTPOHHOA NoYTe

| OTNpaevTE 3anpoc No CeTK

* Ha OTUYY>XX[IaeMOM KJIIOUeBOM HOCHTeJIe, IIpeBapuUTeIbHO COXpaHWB 3a1Ipoc B daiul;
® 110 3JIEKTPOHHOVI II0YTeE:
J11s1 3TOTO Ha CJIeAyIOIIeM IIare yKaXkuTe TeMy I1CbMa, e-mail 1 KoMMeHTapui K IIMChMY .
¢ Outlook Ecau 011 omnpabxu s1exmponnbix nucem vl ucnoavsyeme npoepammy Outlook, mo
.| cHauaaa Bam 6ydem npedsoxero noombepoums omnpabxy nucema. Ipu smom omnpabra nuce-
Ma He BbinoAHAENICA, ecAl NPpopamMMa He 3anyujena, a 0yoem BvinoaHeHa MoAbKO nocie 3anycKa
Outlook.
The Bat! B omauuue om Outlook, npoepamma cHauaia 3anyckaemcs, a nomom npocum noo-
mBepoums omnpabxy nucema.
e B omHJIaVH-pexuMe (depes BeO-ciryx0y LIC)
Yxaxwure agpec BeO-cityx051 Y1 (IP-agpec my URL-anpec) 1 cepTrdpmkaT KOpHEBOTo
Ynocrosepsroltero meHTpa:

@ Mcnonb3oBaTe IP-aapec (Hanpumep, 172,17.2.72)

. 7 . 2 . 72

Wonone3oBaTe URL-anpec (Hanpumep, test-ca.digt.local)

WMMA UeHTPE CepTHdMKaLM:

Microsoft Root Certificate Authority Bribpate...

7. Ha ocHOBe yKa3aHHBIX JaHHBIX OyAeT cdOpMMpPOBaH 3aIpoc Ha CepTUdUKAT OTKPHITOrO

xno4da. [Tocste 3aBepIiieHs omepaluy BOSHMKHET OKHO ¢ MHQOpMAIIert O ee pe3ysIbTaTax.
8. i T'OCT ceprtmudukara BeIOepuUTe KIIIOUEBOV HOCUTENIb, KyZa JO/DKEH OBITh COXpaHeH
ccpopmmposanHbI 3arpoc (Peectp, nnckera, USB Opesiok).
9. Ha 3ampoc crucTeMBl yCTaHOBIUTE IIapoJIb Ha JAHHBIVI HOCUTEIb V1 IIOATBEPNITE €T0.

3anpoc Ha aHHyJ/IMpOBaHMe (0T3bIB cepTHdMKaTa)

Cosnats 3arrpoc IomoOHOTO THIIa BEI MOXKETe IBYMsI CITOCOOaMIL:
e B pasnene Ceprudnkarel, B KOHTEKCTHOM MeHIO cepTudmkaTa myHKT Co3gaTe > 3ampoc
Ha aHHYJIMpOBaHMe cepTudMKaTa;
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e B pasnerne 3anpocel Ha cepTHdMKaT, B KOHTEKCTHOM MeHIO pasfesia myHKT Co3gaTte > 3a-
IIpOC Ha aHHYJIMpOBaHMe cepTudmKara:

EI 3anpochl Ha CepTHduaraT |
. - Cozpate r Janpoc Ha cepTudMKaT...

----- 5 3anpockl Ha No
: CamonoanWcaHHBIR CepTHgMKaT..,
[ - 3anpoc Ha BHHYNMPOBaHKME CEPTMMKATE ...
l

----- I0E JNEKTPOHHBIE KNHIYK | |

CJBHOBWTE

CnWCcKW OT3EIEE CE|

----- Eﬁ Cnuckn JoBEpEHHBI CEpTURWKATOR

1. Orkpoercsa MacTep cozgaHys 3arnpoca. O3HaKOMBTeCh C IIOPIKOM (popMUpOBaHMs 3aIIpoca.
Ha mrepsom m1are BaM moTpeOyeTcs yKa3aTbh, OT KOTO BBIITOJIHSETCS 3aIllpOC Ha OT3BIB: OT -
sudeckoro ymiia (VIT) mwin ropuaydeckoro jamia.

Bac npusercreyer Macrep
CO3OaHMA 3anpoca Ha aHHYNHPoBaHne
ceprwhukarTal

3anpocoT: | dusueeacoro miua (M) -

[nA co3AaHWA 33MPOCa Ha SHHYNWPOBaHKE (0T3bIE)
CEPTUDMKETS BaM HEODMOAKMMD:

1) 3anonHUTE Bre HeoOX0AMMEIE NONA hopHel
SETOMATHHECKOrD COZAAHWA 3AABNEHMA

2) paccneyaTaTe OpMY SEABNEHIA MK BRIFDYZUTE
£ B SNEKTPOHHOM BULE NOCNE S3EEPEHNA
3NEKTPOHHGIA NoANMCERD

| < Hazan |l Oanee = I [ OTMeHa

2. BsIOepwure ymraHBIV cCepTHMKAT, KOTOPHIVI HEOOXOIMMO OTO3BaTh.

3. Ha wrenmytormeM Iare 3aIiojHNUTe MH(POPMALVIO O JINIIE, IIPeIOCTaBIIAIOIIeM 3asBileHre Ha
aHHY/IMpOBaHMe cepTudMKaTa, ¥ IPUIMHY OT3bIBa cepTudmKara (ee MOXKHO BBIOpaTh M3
CIINCKA):
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3anonHAT e BCe HEﬂﬁ‘Xﬂ,ﬂHHhIE nonA

YKEMMTE IMUD, NPELOCTAENADWES SAABNEHHME HA
EHHYNMPOBEHWE CepTHBMKATE, W APMYMHY 0T3bIBa CepTHhMKETE.

$.1.0. nMua, NpeaocTAaENAKLLErD SAABNEHHME:

BEEDEEE imi o caminl Teeokage imimimimilea

AokyMeHT (MacnopT) cepuu: & 8 Mg aicwm

O oKyMEHT BblaaH:

LeHTpaneHeM OM MNopona

laTa BblAaYd AoKyMeHTa: 11 nosfpa 20101, [E«

Maus ﬂElTﬂ__l'B'y'ET Ha OCHOBaHKMM.: YCTaEd

MPHYMHE SHHYNMPOBEHWA CEPTUDMKETE! [}{nnnponemumn KHoYE T]

4. YKaxwuTe IONOJIHUTeIbHbIE ITapaMeTphl 3allpoca: IyTh I cOXpaHeHUs darvla U cepTu-
dpmKaT noamcy, KOTOPEIM OyeT MOAICaH 3aIIpoc:

Buibop gononHuTenbHbIX NapaMeT pos
BribepuTe 4onNonHMTENEHEIE NEPEMETPEI

¥% D3N 3anNpoca yonelwHo chopMUPOBEH.

MyTh & dakny:

C:\Jsers\AamuHucTpaTop\Documents\3asenerne_1.docx

JnA oTNPaBKK 3anpoca B 3NEKTPOHHOM BUAE HeobxooMMa
__5 noaAnkcE DoKYMEHTAE,

BbibpaTh cepTHMAWKET NoaMMo:

CN=3pepeEa

5. Ha ocHoBe yka3aHHBIX JaHHBIX OyIleT cpopMMpoBaH 3aIlpoc Ha OT3bIB cepTudmKaTa. ITocste
3aBepIleHNs orlepalyy BOSHUKHET OKHO ¢ MHdOopMallyeri o ee pesysibTaTax:
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CraTtyc

[aHHble Ans CO3AaHMA 3anpoca Ha aHHYNMpoBaHue
cepTudmKaTa cobpaHbl

MNapameTpbl

OT3biBaeMbiit CEpTUDMKET CN=3sepeBa CBeTnat
CepTudmMKaT noanucn
Mpu4KHa oT3bIBa KoMnpoMeTaws Ko+

6. CdopMmpoBaHHBIN 3aIlpoC 1 OTHAe/IeHHas JIeKTPOHHas MOAINCh K daiily 3arpoca OTo-
Opassrcs B pasmerie 3anpockl Ha aHHYJIMpOBaHMe (0T3bIB) cepTrdmKara:

)
@ KpunroAPM S

@ain  MNpogwan  Hactpodikn  MNomowes
@ v B 3} & g
Mognucate [Nposepute 31 Wwdposate Pacwwdposate | OBHoeute | Punetp | Co3gate
=] Ceprudukatel £ Maiin zanpoca lata co3pe
g NuuHoe xpaHuanwe cepTngukatoe ) ] 3asenenve 1.docx 11.09.2014 11.5¢
-~ Ceptudmratel gpyrin nonb3sosatenei (=] 3anenenne 1.docxsig 2010.2014 151
I - MpoMeryTouHbIE LEHTPEI CEpTUgUEILIMI =
-|C) llosepennbie kopresbie LeHTpEI cepTd KAl
| ) Ceptudmkarer gomena digt.local

| 2] Crncok aKKpEeaNTOBaHHB ¥
=-[Z| 3anpocel Ha cepTudmkar

| -{Z] 3anpoce Ha noayuenne ceptudmkata

| {1 3anpocel Ha anHyAMpoBanne (0T3kIE) cepTudn

PR -

5.2.2 IIPOCMOTP MH®OPMAIIMM O 3ATIPOCE
Brr moxxete HpOCManI/IBaTB CJIQ,[LYIOI.TJ;YIO I/IHq)OpMaI_IT/IIO O CO31aHHbIX BaMI 3anpocax:
e J[lanHBIE O camMOM 3alpoce (naTa CO3OAHVISL 3aIlpoca, MOaHHBIE II0 IUIAHUPYEMOU
orepalm - CO3IaHNIO, OT3bIBY, a TaKXKe KOMMeHTapVHZ)
o JlanHbIe 0 cepTudMKaTax
— 0 cepTudmKaTe, HaJl, KOTOPHIM BBIIIOJTHSAETCS OIlepariysi;
- 0 CepTI/ICI)T/IKaTe TIIOOITMICYMKa 3ar1poca.

Yrto0bI mpocMoTpeTh MHMOpMario o 3arrpoce B Y1I:
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-

1. B paspene 3ampocel Ha cep-

3anpoc Ha oT3bIE cepTuduKaTa

S5

THdWKaAT BeIOEpUTE MAIKy C
TeM THUIIOM 3aIlpoca, KOTOPBIN
HeoOXOIMMO IIPOCMOTpPeThb. B
KOHTEeKCTHOM MeHIO BbIOepuTe
nyHkTt CBorcTBa.

2. B oTkpbIBIIIEMcsi OKHe BBl CMO-
XeTe IPOCMOTPETh IIOJIPOOHYIO
VHPOpPMALIIIO
— 0 3ampoce, IlepelaHHOM B

Y1
— 0 ceprudmkare, OTHOCU-

TeJIBHO  KOTOpPOTro  ObUI
cpopMmpoBaH 3arpoc;
— 0 ceprudmKare IOANNCUU-

Ka 3aIrpoca.

Ber Taxoke MoXeTe IIpocMmart-

pvBaTh MHAOPMAIIMIO O 3aIIpocax

B q)VIHaJIBHOM OKHE BCeX KPUIITO-

MHbopMaLMA 0 3aNpoce

[aTa reHepaumM 3anpoca:

an'—lMHE OT3bIEQ:

KOMMEHTEPMIA:

MzmeHMnce PEMMCTPAUMOHHBIE A3HHBIE NONB30EATENA. -

MHopMaLKMA o cepTUdMKaTE

CepuitHeli Homep cepTrdmkaTa: DC1C12C506FETCSE
Brnagenew:

MznaTtenb:

MHbopMaLwa 0 CepTUDMKATE NOAMMCYMKE 3anpoca

Bnagenew:

2013.03.21 11:25:42

Mpekpawere paboTel

CN=0lga Okhotina,0=Digt,L =Howkap-Ona,5=Pecnyfnmk

MpocMoOTpETE

MpocMoTpeTE

K

rpadpudecknx orneparmii.

5.2.3 ®WIbTPALIVS 3AIIPOCOB

Be1r MmoxeTe Cl)VUIBTpOBaTb 3aIIPpOCHI B CIIVICKe 110 CJIEAYIOIVIM IIapaMeTpaM:

e (a1 3ampoca (Ha3BaHMe)
e J1aTa CO37aHVA 3aIIpoca

YT006BI OTPWITBTPOBATE 3aAIIPOCHL B CIIVICKE:

1. B pasfieiie 3aHPOCbI Ha CePTI/ICbI/IKaT BBI6epVITe IIaIlKy € T€M TUIIOM 3aIIpOCOB, KOTOPbIE He-

00xonyMo OTPWIIBTPOBaTh. B KOHTEKCTHOM MeHIO BbIOepuTe IIYHKT PuiIsTp.

2. B okne YcraHOBKa ¢pmIbTpa ycTaHOBUTE ITapaMeTphbl, 110 KOTOPBIM HeoOXO/I1MO 0ToOpaTh

3aIIpOChI:

-

¥cranoeka duaeTpa

alin 3anpoca:

[CDOTBETL‘FB}'ET

ﬂaTE CO308HKA 3anpoca: [HE'—W‘IHEETC‘H C

4 =)
- ] 3aABnNEHHE
- ] 12,09.2013]
Chpoc ] [ QK ] [ CTMEHE
i ~
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3. Cmmcok 3arpocos OyaeT oTdWIBTPOBaH MO YKa3aHHBIM BaMU IIapaMeTpaM.
4. BepHyTbCs K MICXOIHOMY CIIVICKY 3aIIPOCOB BBl MOXeTe, COpocuB PIWIIBTP.

5.24 COPTUPOBKA 3AIIPOCOB B CITMICKE

B nporpamme «KpunroAPM» peajmzoBaHa BO3MOXXHOCTb COPTMPOBATh 3aIIPOCHI B Y0CTO-
BePSIOIEN LIEHTP B CIIVICKE.

COpTVIpOBKa MOJKeT BBITIOJIHATHCA I10 CJIQ,I[YIOU_IT/IM IIapaMeTpam:

e (amt 3ampoca

° HJaTa CO31aHN: 3alIpoca

£ | Daiin zanpoca JaTta co3gaHuA 3anpoca
|£| 3asenerne_l.docx 24.09.2014 81553

|Z]| 3aaenenne_2.docx 22082014 10.36.33

|$% 3anenenune_2.docusig 22.00.2014 10.37.37

5.2.5 IIEYATH 3AIIPOCA
J171 TIledaTy 3a1mpoca BHIITOJTHWUTE CJIeAYIOIIVIe JeVICTBYIS:

1. B pasnerte 3ampocel Ha cepTrdMKaT BEIOEpUITE TIAIIKY C TeM TUIIOM 3alIpOCOB, KOTOPBIE He-
00xoMo OTPWIILTPOBaTh. B KOHTEKCTHOM MeHIO BbIOepUTe ITyHKT, B KOHTEKCTHOM MeHIO
oOBpeKTa WiV Ha IlaHe/u 3a71a4 Beibepure yHKT [TedyaTs.

2. Ortkpoetcsd nokyMmeHT B popmare MS Word 1 ripeyioxeno rpeobpasosats B popmat *.pdf.

5.2.6 YIOAJIEHME 3ATIPOCA
[1s1 ynasieHms 3a1ipoca Ha cepTudmKar:

1. B mepese 371eMeHTOB IVIaBHOTO OKHa BbIOepuTe pasmerl 3anmpockl Ha cepTrdmukar > 3anpo-
ChbI Ha MOJIydeHMe cepTudmKaTa/aHHy IMpOoBaHMe (0T3bIB) cepTudMKara. B mpasort ma-
HeJIV [JIaBHOT'O OKHa BbIJIeJITe CTPOKY C 3allpOCOM Ha cepTudUKaT (MIy TPYIIIY 3alpOCoB
Ha cepTudmKaT), KOTOPbIV HEOOXOIMMO yIaJIUTh, B KOHTEKCTHOe MeHIO OOBeKTa WIN Ha
IIaHeJIV MHCTPYMEHTOB BbIOepUTe ITyHKT YIa/IuTh.

2. TloxgTBepnuTe pemleHNe yAaJIUTh 3allpoC Ha cepTudUKarT.

3. 3ampoc Oyner ynaieH 3 XpaHWINIIIA.

5.3 OIIEPALIMV CO CIIMCKAMM OT3bIBA CEPTUI®UKATOB

Crmmcoxk ot3biBa ceptudmkaTos (COC/CRL) - IOKyMeHT C 371eKTPOHHOV IOAIVCHIO YIIOI-
HOMOYEHHOTO JINIIa YAOCTOBEPSIOIIEro 1IeHTPa, BKITIOYAIOIINI B ce0sI CIIVICOK CEPUMHBIX HOMe-
POB cepTMMKATOB, KOTOpbIe Ha OIlpeJieJieHHbIVI MOMEHT BpeMeHM ObUIM OTO3BaHbl VIV JIeTICT-
Bl KOTOPBIX ObUTO BpeMeHHO ITPVIOCTaHOBIIEHO.

J1OCTYIIHBI CJIeyIoIyie OIIepalyyL CO CIIVICKaMVI OT3bIBa CepPTUQUKATOB!
e YcTaHOBKa CIVICKA B XpaHWIIIIE
e Hacrpovika aBTOMaTI4eCcKOro OOHOBJIEHS CITICKOB
e IIpocMmoTp mHPOpMaIM O CIIICKaX
e  @uIbTpalys CIVCKOB
e CopTupoBKa CHVCKOB
e DKCIOPT cHMCKa
e VYnajneHue crmcka
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.
& KpuntoAPM

: ®Qain  (Mpodunn  Hactpodkn  Momowe

l__--.-_d

=nn=n x|

..[[T] 3anpocel Ha aHHynuposaHue (0TsbIE) cepTdi

OT3bIB NTMd
[ Crnckn goBepenHbix cept Wmnopt
|| -E0E INEKTPOHHBIE KAHIYK
DuneTp
I OBHoBMTE
| Il 1} | » H ]

L1

: B 3] ) v .3
- TMognucate I'Ipoaepmb 3N Wwppoeate Pacwmdpoeate | OBHoeuTe | @unetp | Mmnopt
E- @ CepTudukatel £ zparene JeictenTe
% 2“”“””’”““““”43 ceprudukatos (5007710474375, 1047702026701, ...  1810.2014
= HZF::d""""’;:'H’:’I‘:':':;:::f:::;i‘:u““ [ 007710474375, 1047702026701, ... 18.10.2014
? 1) 007710474375, 1047702026701, ... 14.10.2014
|C5) losepennbie kopHesbie ueHTPLI cepTUdMKaLM) 2 !
. [ 1027600787994, 007605016030, ... 20.10.2014
2 Ceprudmkarer gomena digt.local
'CAekey ru3, RU, 77 Mockea, M... 2010.2014
EI Cnucok akkpeanTosanHen: ¥
B . 3anpocs! Ha cepTUGMKAT dlt@mmwyaz.ru, RU, 77 r. Moc... 15.07.2013
-[5) 3anpocel Ha nonyueHne cepTudmkara [ support@cryptopro.ru, RU, Me... 20102014

e KOHTEKCTHOE MEHIO 0ObeKTa

-
& KpunmoAPM

= | B | |

Paiin  Mpodgwnan  Hacrpefikn  MNomows

-A5) Muurce xparmanuwe ceprudmkaros
-2 CepTidukate! Apyrux Nons3ceaTened

W MpomMesyToYHBIE LEHTPEI CERTHgMKI LMK
W JoBepeHHBIE KOpPHEBRIE LIEHTPEI cepTUdrKaun

v E 3] & i 25 E3
Moagnwecate Mpoeepwte 31 Wudposate Pacwwdgpoeate | OBHoeute | Quaetp | Mmnopt | 3kcnopt
E-EE] Ceprudukaten £ Maparens JercTenTe

UU??104?43?5, 1047702026701, ... 1810.2014
UU??104?43?5, 1047702026701, ... 18.10.2014
UU??104?43?5 1047702026701, ... 14.10.2014
'102?600?8?994 007605016030, ... 20.10.2014

¥aanute

JkcnopT

MposepuTe cTaTyc

CeolcrEa

JBHOBNTE

I7.2013
0.2014

l -|C) Ceprwdukare gomena digt.local
@ Cnncok aKkpeanToEaHHe Y1 o
-
=-[E] 3anpocel Ha cepTudmkat .
| 3anpoce Ha nonyyeHmne cepTudmkara
FII -|5) 3anpoce Ha anHynuposanne (oT3bIE) cepTidi
| Cnuckn oT3biEa CEpTUdMKATOR
% CnWckn AoBEpEHHBE CepTUgNKATOR
55 NEKTPOHHBIE KNHIYH
' 1 | b '

T

5.3.1 YCTAHOBKA CIIVICKOB OT3bIBA B XPAHVJIVILE

s ycranosku crmicka B xpaamwnige COC, HeoOXOOMMO BBIIOIHUTE OIEPaVIo M-

II0pTa CIIVICKa.
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J1151 TOro 4TOOBI MMIIOPTUPOBATh CIIMCOK OT3BIBA, BBIIIOJIHNTE CJIeAyIOIIe IIIari:

1. B nepese a11eMeHTOB IJIaBHOT'O OKHa BeIOepuTe paszesl CIMcKi 0T3bIBa cepTUdUKATOB.

2. B xoHTekcTHOe MeHIO OOBeKTa (ITYHKT PeakTmpoBaTh 1111 KOHTEKCTHOEe MEHIO Ha ca-
MOM pas3jiesie) WiV Ha IaHeJI MTHCTPYMEHTOB BblOepuTe IyHKT VIMIIOpT.

3. Ortkpoertcd ctaHAapTHBIV guaior Macrep ycranosku ceprudukara 1 COC.

4. Beibepure mmmoptupyemsiii dparwr COC B popmare .crl:

MA thalina MCxoaHBIX AaHHEIX

C:\Jsersiuser\Documentstest!, .l BeiGpaTt...

DOPMAT MOKET BEITh OAHMM M3 CNEQ YHOLLMN:
Dalin cepTudwmkarTa - X.509 (.CER, .CRT)
CoobweHwe cranoapta PKCS #7 ((P7E, .DER)
¥PEHUNWLLE CEPWMANWMS0BaHHEIX CepTUdMKaToE (55T)
Dalin obMeHa MMYHOR MHdopMawen - PKCS £12 (PFX, .P12)
P3N cNcka oT3biBa cepTudukaTos (CRL)
P3N MMCKa AoBEpeHHEN cepTudukaTos [ STL, JCTL)

Cratyc

70 OAMH MM HECKOMBKO CEPTHMKATOE, —I'I
COC, nubo CIC HEAEMCTBMTENEHBI ELLLEE1 S

5. Ykaxure XxpaHWmIIe, KyAa OyIeT MMIIOPTUPOBaH CIVCOK OT3bIBa CepTUdPUKATOB.

Crmckn oT3bIBa cepTuUMKATOB Bcerjia HeoOXOAMMO yCTaHaB/IMBaTh B CHCTEMHOe XpaHMU-
mmie ITpomesxyTouHbIe IeHTPBI cepTdmKanmm, Tak Kak cucrema PKI paboraer Tompko ¢
COC n3 xpanwmia [ Tpomexyrounbrx LIC.

BbIEFIEITb THN XpPaHHMNKMLWE aETOMa3THHECKK, MCXO0AA M3 THNa A3HHBIX

@ MNpMHY AMTENBHO MOMECTHTL B CNEAYHIWEES XPaHMMMLLE

|I'IpumemyTuqule LEHTPB! CEPTHOMKELIM - |

6. Ilocyie 3aBepitieHNMs omnepayy BOSHUKHeT coobrieHvie 00 ycrernrHoM mmmopte COC.

5.3.2 IIPOCMOTP MH®OPMAIINUU O CIIMCKAX

B mmpaBovi maHesi I7I1aBHOTO OKHa JOCTYIIHA Oa3oBas MHMOpPMAIVs O CIIVCKax OT3bIBa:

e VIms# cyOpekTa, BeimycTusiero COC (u3mateib);

e Cpoxk ncreuenns nevictsust COC (mevicTBuTeNI€H C / IEVICTBUTETIEH I10).

st mpocmoTpa netasibHOV MH@opManmm o Cricke 0T3bIBa cepTHQUKATOB, BBIIIOJIHUTE
CJIeMyIOIITyIe IIIar:

1. BriGepure HeoOxomymbI COC 13 crvcka, B KOHTEKCTHOM MeHIO 0ObeKTa IV Ha ITaHe-

7 3apa4 BeIOepuTe myHKT CBOVICTBA.
2. Ortkpoetcs dopma ¢ mHPopMarmert o Crvcke or3biBa ceptudmnkaros (COC):
e B 3akimanke O0mme copepxmrcs odast MHPOpMaIsa O IPOCMaTPUBAEeMOM CIIVICKE OT-

3bIBa:
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Mone 3HaqeHWe

Eﬁepmn V2

EI‘IDL—raE:u.LMK VeriSign Commerdal Software P...
E,ﬂ,eﬁi_—rBMTenEH C 24 mapTa 2001 r, 4:00:00
ECnenymmee ofHoENEHKE 3 aHeapa 2004, 3:59:59
E.ﬂ..nrl:upmm MognMci md 2RS4

EOEHDBHI:-IE OrpaHuHEHA Tun cyberTa=KoHeq4HelR cybb. ..
EMD‘IDJ‘IIﬁDEaHME KNHOYE MoAnMce AaHHBR, LLUWbpoBaHM. ..

e B 3axmagke Cimcok 0oT3bIBa J1aeTcs IoapoOHas MHQOpMaIins 0 KaXIoM cepTudmkare,
BXOJISIIIIEM B IIPOCMATPMBAEMBIVI CIIICOK

CepMiAHEIR HOMED [aTa oT3kIBa
1B5190F73724399C9254C042,.. 30 aneaps 2001r. 4:01:24
JS0E40FFSTFO47EDFS56CT08... 31 ansaps 2001, 4:00:49
FFEGSA4359935D5F7ATSE01A.., FlaerycTa 2000 r, 4:00:56

5.3.3 ®OUIBTPALIV CIIMCKOB OT3bIBA
Bor moxere dpwisTposaTe COC B crivicke 110 CIJIeyIOIIMM ITapaMeTpaM:
e V3maten;
e [Jlarta, c kotopon COC pericTBuTesIeH;
e Jlata, no xotopyto COC pevicTBuTesIeH.

YT06BI OTPMIIETPOBATE CIIVICKYM OT3bIBa CePTHUUKATOB:

1. B pasperie Cnimcku oT3bIBa cepTM@UKaATOB BbIOepUTe TarKy C TeM THUIIOM CIIVCKOB, KOTO-
phle HeoOXOIVMO OTPWILTPOBATh. B KOHTEKCTHOM MeHIO BeIOepuTe IyHKT PUIbTp.

2. B oxne YcranoBKa ¢pwIbTpa ycTaHOBUTE HapaMeTphbl, 110 KOTOPEIM HeoOXoaMoO 0ToOpaTh

COC:

MzaaTens: ICuuTBETcrEyET v] KpunTao Mpo ¥,
OefcTenTeneH C: ICDDTBETCI’EF}'ET - I 15.03.2012
AelcTBNTENEH NO: ICDQTEETHEWET - I 15.03.20 13|

3. Cmmcox COC GyzmeT oTdpwIbTpOBaH 10 YKa3aHHBIM BaMy ITapaMeTpaM.
4. BepHYTBCS K MICXOITHOMY CHVICKY BBI MOXKeTe, COpOCUB PIIIBTP.

5.3.4 COPTUPOBKA CIIMICKOB OT3bIBA

B nporpamme «KpunroAPM» peanmsoBaHa BO3MOXHOCTb COPTMPOBATh CIIVICKV OT3bIBA
cepTndUKaTOB.

CopTrpoBKa MOXET BBIIIOJIHATHCS TI0 CIIETYIOIIM IIapaMeTpaM:

e  VIMS M3IATEIIS CIIVICKA OT3BIBA;

e /1aTa, C KOTOPOVI IeVICTBUTEIIEH CIIVICOK;

e [aTa, 10 KOTOPYIO AEeVICTBITEIIEH CIIVICOK;
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T WMzpatens JeRCTBUTENEH C JeAcTEBMTENEH NO
i#% US, DigiCert Inc, www.digicert.co... 18.09.2014 09.10.2014
HF‘L Unizeto 5p. z o.o., Certum CA 17.04.2014 17.04.2015
{3 Microsoft Internet Authority 26.02.2014 27.05.2014
{3 Internet, "VeriSign, Inc.”, VeriSign ...  24.03.2001 08.01.2004

5.3.5 DKCIIOPT CIIMCKOB OT3bIBA

ITporpamma mo3BoOJIsieT SKCHOPTUPOBATh cOmckm otr3biBa ceptndmkaros (COC) B xpaHm-
JIVIIIE.

YTOOBI SKCITOPTMPOBATE CIIVICOK OT3bIBA:

1. B mepese 371eMeHTOB IVIaBHOTO OKHa BbIOepuTe pasnesl CHmcKm 0T3bIBa cCepTUEPMKATOB.

2. B mpasovt naHenu rasHoro okHa Beigennte COC (v rpynmy COC), KoTopblit HeoOXoay-
MO 3KCIIOPTUPOBaTh, B KOHTEKCTHOM MeHIO 0ObeKTa VIV Ha IaHeJIN 3aiad BeIOepuTe ITyHKT
DKCIopT.

3. Otkpoercs cTaHAApPTHBIV AMaIor Macrep 3KcmopTa cepTMdMKATOB, ITO3BOJISIONINT BbI-
Opath sxcriopTupyeMsint dparvr COC.

4. Bsepure mmsa davvia Crvicka oT3bIBa cepTudmKaTa.

WMA dalina:

C:\Wsergluzer\Documents itestiinternet, orll Ofzop...

5. B 3axymoueHne Bo3HUKHeT coobiieHve 00 ycrernrHoM skcriopte COC.

5.3.6 YIOAJIEHME CIIMCKOB OT3bIBA
Cucrema 1o3BosIsieT yaasIsTh cIvicKy oT3biBa cepTudmkaTos (COC) n3 xpaHwimIa.
YT0OBI yIaJINTh CIMCOK OT3bIBA:

1. B pmepese a11eMeHTOB ITIABHOTO OKHa BbIOepuTe paszesl CHmcKy oT3bIBa cepTUdMKaATOB.

2. B mpaBor maHe IV IJIaBHOTO OKHA BBIZIEINTE CTPOKY CO CIIMCKOM OT3bIBa CepTUPUKATOB
(v rpynry COC), KOTOpBIT HEOOXOAVMMO yITUTh, B KOHTEKCTHOM MEHIO O0BbeKTa VI Ha
ITaHeJIV THCTPYMEHTOB BeIOepuTe IyHKT YJasInTh.

3. TlogrBepnuTe pemteHue yaaaIUThb CIIMCOK OT3bIBA.

4. B ciydae monTBep KIeHM CIIMCOK OT3bIBa cepTndUKaTOB OyAeT yajleH 13 XpaHWINIIIa.

5.4 OIEPALIMM CO CIIMCKAMM JOBEPEHHBIX CEPTU®UKATOB

Crmcok moepenHnbix ceprudmkaros (CC/CTL) - Certificate Trust List. Do Mexanm3M,
KOTOPBIVI TIO3BOJISIET a]MMHICTPATOPY yKasaTh HaOop mosepeHHBIX LIC. ITpenmytiecTsoM yKa-
3aHHOTO MexaHM3Ma SBJIIeTCS BO3MOXKHOCTB Iepefadl CIVICKOB JIOBEePVIs II0 He3allUIIIeHHOMY
KaHaJIy, ITIOCKOJIBKY OHVI IIOAIVICAHBI 3JIEKTPOHHOV TIOIIIVICHIO.

J1OCTYIIHBI CJIeyIoIyie OIIepaIyyL CO CIVICKaMII IOBEPEeHHBIX CepTI(VIKATOB!

o (Cosmanue CJIC
e VYcranoska C/IC B xpanwmiie
e TIpocMoTp mMHPOpMAIIM O CIIVICKE
e  QuIbTpanys CCKOB
e CopTupoBKa CIVICKOB
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e DKCHOPT CHVCKOB
o VmaneHwme CIIVICKOB
Orneparym co civckaMy JOBepeHHBIX cepTU(MKATOB MOXKHO BBIIIOJIHATD Yepes:
e [laHesb MHCTPYMEHTOB

e W 7 2 &
Otnoeute | ®unetp | Cosgate Mmnopt | 3kcnopr ¥aanwte | CeolcTea

o KOHTeKCcTHOe MeHIO paszeiia

=-EE] Ceprudumkare

~|C) Muuroe xpannnnwe ceprudmkaros
-|C) Ceptudmkatel apyrvx nonssoearensii
-{Z] MpomesxyTouHsle uenTpel cepTudnkal
-|C) Noeepentbie KopHEBEIE LEHTPEI CepTy
EI Cnucok akkpeguToeadHex Y1

=] 3anpocel Ha cepTndmkat

-{Z] 3anpocel Ha nonyyenne cepTudnkara

[F:l 3anpocel Ha3 AHHYNWPOBAHWE (OT3BIE) |
Cnuckn oT3bIEa CEpTUgMKATOE

----- HE INEKTPOHHBIE K. Cozgate

WMunopt
DuneTp

CJBHOBWTE

e KoHTekcTHOEe MeHIO 00OBbeKTa

5.4.1 CO3OAHWE CITMCKA
YToOBI cO31aTh CIVICOK OBEPEHHBIX CepTI MKATOB:

1. B mepese 371eMeHTOB IJIaBHOTO OKHa BblOepuTe pasmernn CImckm JoBepeHHBIX cepTudmKa-
TOB.

2. B KOHTeKcTHOe MeHIO 00beKTa (IIyHKT PeakTmpoBaTh W1t KOHTEKCTHOE MEHIO Ha CaMOM
pasziesie) WM Ha IIaHeJIV MHCTPYyMeHTOB BblOepuTe IyHKT Co3/aTh.

3. Otkpoetcsa Macrep co3gaHMsA cimcka qoBepeHHBIX cepTudmkaros (CC). O3HakoMbTeCh
C TIOPSIKOM M TpeOOBaHVISIMM /IS CO3JaHMS CIIVICKA.

4. VI3 xpanwmia win darvia BeiOepute cepTndmkars Y1, K KOTOPBIM JI0JDKHO OCYIIeCTB-
JISITBCSL JIOBepue:

LobaBuTh 1a... Y¥oanuTe Y¥AanuTb BCe MpocMoTp...
B Bl L} MCKE AOBEPEHHEIX CEPTHDMKATOE
daiina |
[ < Hazan ][ Hanee = J [ OTmeHa ]

st ynporieHns roucka ceptudmkaros «KpunroAPM» mio3BosisteT pwiibTpoBaTh cep-
TUUKATHI B CIIVICKE 10 VX Ha3HaUeHUIO.
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HazHaueHue: [«:.F]mﬁoe:» 7 ] HacTpouTh

<Mioboex
< [10NONHUTENEHEIE HESHAYEHWA =
CepTHOMKAT NPOBEPKKM NOLMMHHOCTH KIMEHTS

CepTHdMKAT NoanMoH Koda
Bnafenell  CeprudmikaT 3alMTEI 3NEKTPOHHON NOYTE HH
Certum [Cepm-:bm:aT NOAMKCH WTEMNE BPEMEHH
= CepTuiikaT noanvoy OCSP oTEETa
Class 3 FCEpTMd:Mh:aT IKE-nocpeanuka IP-HesonacHocTi
Class 3 FHasHaq4eH1A No NoAKMTHKE NoAnNMoI
Cup}.rith?B‘rHa‘-IEHMFl No NoNHTHKE WKbpPoSaHUA

demns—w}k

{25 DigiCert High Assu...
[ Digt Certificate Au...
[ Digt GOST Test CA

[EiDigt Test CA i
[
1 | 1] 3

[t | »

[ |
MpocMoTp HMMRopT... ] [ ¥CTAHOBWTEL (UNLTP ]

5. [ajee 3amojHWTe IONIOJIHUTEIbHBIE ITAPAMETPBI CIVICKA IOBEPEHHBIX CepTUQUKATOB:
VOeHTNUKATOP, TOPSIKOBBII HOMEpP, BpeMs IeVCTBUS CHMCKA HOBepus M o0JIacTh VC-
HOJIB30BaHMs CepTUIKATOB B CIIMCKe (MIeHTUKATOP 1 OMVICAHHE).

WMoeHTHduKaTop: 454545

MopAAKOBEIN HOMED: 0001

HOeficteuTened ¢ 21.03.2013 »* [[OJne: 28.03.2013

ORNacTb MCNONEZ0BaHAA:

MoeHtudmratop (OID)  OnmcaHwe

1.3.6.1,5.5.7.3.1 CepTHdMKaT NPOBEPKM NOANMHHOCTH CEPEENS

AobaBTh. .. YaaniTe ¥aaniTe Bce

6. Ilpu HeoOXOIMMOCTVI BBI MOXKeTe IIOIVICATh CO3JaBaeMBIVI CIIVICOK JIOBEPEHHBIX cepTmndm-
KaTOB 3JIeKTPOHHOV HOAMMCHIO. [Ij1 3TOro nocrasbTe pjiar HarpoTus cTpoku Ilogmmcars
Cnmcok goBepeHHBIX cepTHdMKaToB. [Ipr1 3TOM cTaHeT JocTyIeH paszerl, I1e Bbl CMOXeTe

yKasaTb HapaMmeTpbl noamvcy Crmcka 10BepeHHBIX cepTUdUKaTOB WIN B34Th IapaMeTphl
3 TOTOBOVI HACTPOVIKIM HOOIIVICH.
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MoanucaTe CNMCoK O0BEPEHHEBIX CEQTUOMKETOE
CepTUhUKAT 4NA COZAEHAA MoAMAc

Bnaneneyu cepTiduKaTa: CN=0nkra OxoTuHa, 0 =digt,L =Humr:ap—0na,c=

XEL anropHTH: [MDZ v]

Bribpatk. .. ] [ MocHMoTpeETE ]

B3ATE M3 HACTPOIAKK:

7. Tlocre cbopa marHBIX HakMmTe T'oToBO 17151 3aBepiieHnss Mactepa cosmanmst CLC.

5.4.2 YCTAHOBKA CIVICKA B XPAHWIMIIIE
J11s1 ycTaHOBKM CIIVICKa B XpaHWINIIe, HeOOXOIMMO BBIIIOJIHUTD OIlepalliio MMIIOpTa CIy-

CKa.
YT0OB! MMIIOPTUPOBATH CITUCOK:

1. B mepese 351eMeHTOB IJIaBHOTO OKHa BblOepuTe pasesr CIMcKy JoBepeHHBIX cepTudmKa-
TOB.

2. B KOHTeKCTHOM MeHIO oObekTa (IyHKT PegakTupoBaTh 1111 KOHTEKCTHOE MEHIO Ha caMOM
pasiesie) WIV Ha ITaHeJI MHCTPYMEHTOB BbIOepuTe IyHKT VIMIIOpT.

3. Ortkpoertcd ctaHAapTHBIV guaior Macrep ycraHosku ceprudumkara 1 COC.

4. Bwibepure mmnoptupyemsint darut CIC (B dopmare. stl):

MMA dalina Moo gHEIN AaHHEX

C:Wsers'user\Documents\testidigt. s

DOpMET MOKET DbiTh OAHMM M3 CNER YHILLAX:
daiin cepTudmkata - X, 509 (.CER, .CRT)
Coobuwenwe ctannapta PKCS #7 ((P7E, .DER)
¥paHUNWLLE CEPMaNM30BaHHEX cepTHdkaTos (55T)
Main obMeEHa NMYHOIA MHbopMaLmen - PECS #12 ((PFX, .P12)
@ain cKa oT3biBa cepTudkaTos [ CRL)
daiin cka goeepeHHblx cepTudmkaTos (STL, (CTL)

for OAWH UMM HECKONEKD CEPTUhMKATOR,
COC, nubo CAC HegeRCTEBUTENLHE et

5. Vkaxmre xpaHwmiIIe, KyAa OyIeT MMIIOPTUPOBaH CIVICOK JOBEpeHHBIX cepTUdMKaTOB.

k ) EbIEDETb THN XPaHMnKlLa aBTOMETHHECKH, HCXOAA K3 TUNa AaHHBIX

(@) MpMHYAMTENBHO NOMECTUTE B CNEAYHOWES XPaHMIHLLE:

[I‘Ipone:rﬁonHble LEHTPE! CEpTHbMKaLIAM v]

Crmckn JoBepeHHBIX cepTUUKATOB Bcerga HeOOXOOVMO YCTaHaBIMBaTh B CUCTEMHOE
xpaamuie ITpomMesxyTouHbIe HEeHTPHI cepTdMKaIINNA.
6. TIlocyte 3aBepireHNs onepanyy BO3HMKHeT coobrieHvie 00 ycrerntaoM mmmopte CIC.
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5.4.3 TIPOCMOTP MH®OPMAIIMM O CIIMCKE
B mipaBov manesn r1aBHOTO OKHa IOCTYITHaA Oa3oBas MHQOpPMAIIMs O CIIMCKax JOBepeHHBIX
cepTndMKaTOB:
e llpentuduxarop;
o Cpok menicreus CHC (mericTBuTesieH ¢ / AeVICTBUTEIIEH I10);
e  OO0acTit mpMMeHeHMs;
o CeptudukaT IOIIICHL.
1t mpocmoTpa nonpodHon nHpopMary o Crmcke T0BepeHHBIX cepTUQMKATOB, BbI-
HOJIHUTE CIIeAyToIIyie IIar:
1. BriGepure HeoOxommmbt CIC 13 crmcka, B KOHTEKCTHOM MeHIO OOBeKTa WIM Ha ITaHeIu
3aj1a4 BeIOepuTe ITyHKT CBOVICTBA:
2. Orkpoercsa popma c mHPopManmert o Cmcke JoBepeHHBIX cepTUdMKATOB:
e B3saxiagke Obmmme comepxuTcs ob1iast MHAPOpPMAaIVs O IPOCMaTPBAEMOM CIIVICKE:

Oblwme | CrMCoK AOBEpHA |

CeeeHHA O CNHCKE AOBEpHA CepTWhHKaTOoB

s .
'@IE 3TOT CMMCOK. A0BEPMA CEPTUOMKATOE HE MMEET LdpoBoi
MOATMACA W HE MOET BEITE NPOEEDEH,

MNone 3HAYEHME it

D Bepaia V1

BKDD. MCKa 3400 3500 3400 3500 3400 3|5

DﬂumennsaTeanblﬁ Homep 01

B,ﬂ,eﬁi_—rBMTenEH C 21mapTa 2013 r, 12:27:24

D AnropuTh cybibexTa shal bl

D ANropuTM OTNEYATKS shal -

1| 1] 3
IHEYEHWE!

MpoBEpKE NOONMHHOCTI CEPEEDE

e Bsaxnagke Crmcok mosepws maetcs HogpobHas MHQoOpMaIs 0 KaKIoM cepTndmkare,
BXOJISIIIEM B IIPOCMaTpPMBaEeMBbIVI CIIVICOK.

544 DWIBTPALIVS CITMCKA

Bbl MoxxeTe pryibTpoBaTh CIMcKM HoBepeHHbIX cepTudmkaTos (CHC) mo ciienyrommm ma-
pamMeTpam:

e U3aTellh;

e para, c kotopout CIC pevicTBuTerieH;

e narta, no koropyto C/IC nevictBuresien;

e  UOEeHTUUKATOP MUCIIOJIb30BaHMS;

e 0oOiacTh MpUMeHeHNs;

e cepTudMKaT IOIIVCH.

YT100bI OTPWITHTPOBATE CIIVICKV JIOBEPEHHBIX CEPTUPVKATOB:

1. B pasperie Cmcku JoBepeHHBIX CepTMU@MKATOB BbIOepUITe MAIIKy C TeM TUIIOM CIIVICKOB,
KOTOpbIe HeoOXOmyMOo OTPWIIBTPOBaTh. B KOHTEKCTHOM MEHIO BbIOepuTe ITYHKT PUIbTp.
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2. B okne YcraHOBKa ¢pmIbTpa yCcTaHOBUTE ITapaMeTphl, TI0 KOTOPBIM HeoOXOIMMO 0ToOpaTh
Cac:

WMaoeHTudmkaTop: | NMioboe - |
[aTa UzaaHuA: |c.;mse1-cr33.-e-r - | 10.03.2013
CReq yHouMiA BeImyos: | NioBoe - |
DBNaCcTH NpUMEHEHWA: |_|'|H:|ﬁne - |
CepTHRMIKET NOLMMOA: | Nioboe - |

3. Cmmcok CC GyzmeT oTdmwiIbTpoBaH O YKa3aHHBIM BaMI IlapaMeTpaM.

4. BepHyTbCs K MICXOIHOMY CIIVICKY BBI MOXeTe, COpocuB PIUIBTP.

5.4.5

COPTUPOBKA CITMCKOB

B nmporpamme «KpunroAPM» peasizoBaHa BO3MOXXKHOCTb COPTUPOBATh CIIVICKU JIOBEpeH-

HBIX CepTUQPUKATOB B O0IIeM CIIVICKe.

CopTrpoBKa MOXET BBIITOJIHATHCS 110 CJIEAYIOIIVIM IlapaMeTpaM:

5.4.6

VnenTndukarop (MMs nsgaTesIs CIIMCKa OT3bIBa);

HaTa m3maHus (naTa, C KOTOPOVI HeVICTBUTEIIEH CHV[COK) ;
Crienryromui BBITyCK (11aTa, 110 KOTOPYIO JeVICTBUTeJIeH CIIVCOK);
Ob6macTv npuMeHeHMs (MOEHTUMUKATOP VUCIIOIb30BAHVIA);
CeprudmxaT mogmmcu.

Waentudueatop | 4 JaTta w3ganwna I}) CnegyoWwpi BEINyCK Canacti n
3454545 21.03.2013 136155731
2% Digt 25.03.2013 <Bces>
DKCITOPT CIIMCKOB

ITporpaMma I1103BOJISIeT SKCIIOPTUPOBaTh CIMCKM JloBepeHHBIX cepTudukaTtos (CIC) B

XpaHVINIIIE.

YTOOBI 3KCITOPTUPOBATE CIIVCOK JJOBEPEHHBIX CepTI(MUKATOB:

1. B pmepeBe 271eMeHTOB IJIaBHOTO OKHa BbIOepuTe pasien CHMCKM JOBEpeHHBIX cepTHdmKa-

TOB.

2. B mpaBor aHe M IJIaBHOTO OKHa BBIIEIINTE CIVCOK (VIM TPYIITY CHVICKOB), KOTOPBII HeoO-

XOOVIMO SKCIIOPTUPOBaTh, B KOHTEKCTHOM MEHIO oOBeKTa Wiy Ha IaHe I 3aga4d BBI6€pVIT€

IYHKT DKCIIOPT.

3. OTKpoercsi CcTaHIAPTHBI Anasior MacTep 3KCIIOpTa cepTM@UKATOB, ITO3BOJISIONIVI BbI-
Oparts sxcriopTupyemsint dparur CAC.
4. Beenure mms davvta Crvicka JI0BepeHHBIX CepTI(VKATOB.

WMMa dalina:

C:Wsersuser\Documents\testidigt. st Ofzop...
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5. B 3aximroueHme BO3SHUKHET COO6U.I€HT/[€ 00 YCIIEITHOM 3KCIIOPTE CIIMCKaA.

5.4.7 VYDOAJIEHME CIIMCKA

Cucrema 11o3BosIsieT yIaIsaTh CIIVCKU ToBepeHHbIX cepTrdukaros (CIC) ns xpanmmiia.

YT0O6R! yAQIUTH CIIVICOK:

1. B mepese 271eMeHTOB IJIaBHOTO OKHa BbIOepuTe pasiesnn CIVCKY ToBepeHHbIX CepTrdMKaTOB.

2. B mpaBont maHevt [JIaBHOTO OKHa BBIIE/INTE CTPOKY CO CIIMCKOM JOBePeHHBIX cepTuduKa-
TOB (VJIV TPYIIIY CIIVICKOB), KOTOPBIVI HEOOXOAMMO yIaITh, B KOHTEKCTHOM MEHIO OObeKTa
VTV Ha MTaHe/ IV UTHCTPYMEHTOB BbIOepUTe IyHKT Y TaInTh.

3. TloxTBepauTe perieHue yIaanuThb CIIVICOK.

3. B arydae mogTBep KaeHVIsI CIVICOK JOBEPEeHHbIX cepTudMKaToB OyaeT yaaneH M3 XpaHuIn-

mia.
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5.6 ONIEPALIVIV C KPMIITOIIPOBAVIIEPAMU

Kpunrroniposannep (CSP, Cryptographic Service Provider) — HesaBucuMBII ITporpamMm-
HBIVI MOJIyJIb, MHTerpupoBaHHbEI B Windows u copgepxxarmuii 6mbimmoTeky Kpumnrorpadude-
CKMX (PYHKIINV CO CTaHAapTM30BaHHBIM MHTepdericom. Kpumnromnposariiep BBIIOIHSET Cile-
AyIolye Kpunrorpadmdeckme pyHKIINN:

e dopmupoBaHMe/IIpoBepKa 3J1eKTpoHHON noamvicy (2I1),

e 1mmdposaHMe MHPOPMALINY,

® XpaHeHMe KJII04erl Bcex TUIIOB.

Kpunroniposariiep mpefHasHaueH g aBTOpuM3aliy, oOecriedeHNs KOH(MIEHIIMaIbHO-
CTV I FOPUAMYECKOV 3HAUMMOCTH JIeKTPOHHBIX JJOKYMEHTOB IIpV OOMeHe VMU MeX/Iy IT0JIb30-
BaTeJIsIMI, KOHTPOJISL LIeJIOCTHOCTY MHMOpMaLVN 1 Ip.

JloCTyIIHBI CJIeyIolye orepaluy C KpUIITOIIpoBariepaMIt:

e IIpocMoOTp CBOVICTB KpUITOIIpOBariIepa

e  DwIbTpalyd KpUITOIIPOBaiIepoB

OTu omepany MOXXHO BBIIIOJIHATh Uepe3 BepxXHee MeHIO INIaBHOro okHa Hacrponkmu >
Yupasiaenne HacTporikamu > Kpunironposarizgepel.

5.6.1 TIIPOCMOTP CBOVICTB KPUIITOITPOBAVI[IEPA
YT006BI MPOCMOTpPETh CBOVICTBA KPUIITOITpOBariiepa:
1. Ha BepxHer 11aHe M IJIaBHOTO OKHA OTKpOWVTe MyHKT MeHI0 Hacrporikn > Ypasienue
HacTpovikamu > Kpunronposariaepsl. B mpaBoii maHei riiaBHOTo OKHa 0ToOpasuTcs
IIOJIHBIVI IIEpeYeHb KPUIITOIIPOBAaNIEPOB, YCTaHOBJIEHHBIX B OIIEPaLlIOHHOV CHICTEME.
[1J1s1 mpocMoTpa CBOVICTBa KPUIITOITpOBarjiepa BbioepuTe HeOOXOIMMBIV KPUIITOIIPO-
BaviIlep U3 CIIMCKa ¥ B KOHTEKCTHOM MeHIO OOBeKTa VIV Ha TIaHe/IVl MTHCTPYMEHTOB BbI-
6epure mynkT CBovicTBa.
€ Mapamerpel (=l

=+ HacTpoliki PazpelueHHble
Lo DBLLME

B crMcKe paspeleHHiIX KpUNToNpoBaHAEpos 0ToBPEKaeTCA NepeYeHs
KPUNTONPOBAMAAEPOE, U3 YMCNE YCTEHOBNEHHEIX B ONEPELMOHHON CUCTEME,
i~ TapaMeTpbl NpoKo1-Cepsepa MCMONb30BEHME KOTOPLIX PASPELEHD COOTEETCTEYIOWEN AMLEHSMEL,

- Browser plug-in

[=)- CNpaBoqH KK -
i+ HA3HEYEHMA CEPTHMKETE

i HasHENEHWA ple¥algltlat]

EI-Kpurronposainept! MMA KpUNTONpoBaiaepa

o YCTAHOBNEHHLIE Aktiv ruToken CSP v1.0
- Mpodwmm Token Base Cryptographic Provider

[ Microsoft Base Cryptographic Provider v1.0

B Microsoft Base DSS Cryptographic Provider

[#Microsoft Enhanced Cryptographic Provider v1.0

B Microsoft Enhanced RSA and AES Cryptographic Provider
[#Microsoft Strong Cryptographic Provider

[ rutoken ECP
[ eToken GOST
[ openssL RsA

QK ] ’ OTMeHa ] ’ MprMeHrTE
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2. Ortkpoertcs okHo [TapameTprl KpunrTonposaraepa. Vindopmarlins 1o cBovicTBaM
KpuIITOIpoBariiepa IpejicTas/ieHa 3 3aKjIaiKaMu:
e OcnoBHas nHMOpMaIs;
e KiroueBble KOHTEVIHEPEI;
e  AJITOPUTMBEI.
1) OcHoBHas MHPOpPMaLS;
3ak1a/iKa coflep>XXUT TaKue JJaHHbIe, KaK VM IIpoBariiepa, TUII IIpoBariiepa v HoMep THUIIa.

‘o ™

DCHOBHERA MHBOPMELA |t{nro-|esble KOHTENHEDE | ANropHTMEl |

MMA KpunTonposainepa: A et ir =g he= oS

Twn kpunTonpoBaiaepa:  RSA Full (Signature and Key Exchange)

| Homep T1na: 1

[ Ok J[ OTMeHa ]

2) KittoueBble KOHTeVIHEPBI;

3axsIazKa COAepKIUT TaKye JaHHble, KaK MMs IIpoBariiepa, TUII IIpoBariiepa 11 HoMep TuIla

ITpu popMupoBaHMY 3aKpBIThIE KJIFOUM 3aIIVICHIBAIOTCS Ha KITIOUeBOVI HOCUTeIIb (KIIF0UeBO
KOHTeVHep).

KimroueBoit KoHTeIHep MOXeT cofiepKaThb:

e  KITIOY HOTIVICY;

e KIIOY HIMpoBaHMS;

e  KITIOU HOAIIVCY ¥ KITIOY I POBaHMS OJHOBPEMEHHO.

JononHuUTeIbHO KII0YeBOVI KOHTeHep COepXUT Iy KeOHyIo MHQOpMaIino, Heodbxomm-
MyIo WIS obecriedeHMs: KpUIITOrpadpMUecKOV 3aIllAThl KITIOUeV, X IIeJIOCTHOCTM M T. IL
KaxipIt KoHTeliHep (He3aBUCHMO OT TUIIa HOCUTeJIs) SIBJISeTCs ITOJTHOCTBIO CAaMOCTOSTe IbHBIM
VI COIEPKUT BCIO HeOOXOOMMYIO MH(POPMAIIMIO T paOOTHI KaK C CaMyM KOHTeTHepOM, TaK M C
3aKPBITBIMU (M COOTBETCTBYOIIVIMY VM OTKPBITBIMM) KITFOUaMIA.
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| QCHOBHAA MHBOPMALIMA | KntoueBkIe KOHTERHEDEI |AnranTMb||

MA KOHTEMHEPE

I'F 347eeebd-dd0c-4a0s-acdf-36375e9c2 7@
FE c0431453-1fd2-4b28-9ca2-772223a23bal
l:l-q 3dcdoa62-73e0-4f84-8660-9355a954238 1
IE Microsoft Enhanced Cryptographic Provider v1.0
F= ofbfadch-34eb-44a0-a20a-feah 78 1465¢cd
I:E 259f4179-d3c2-47e2-972f-abf031 78 2d6a
I:E 63196759-c327-40a4-86cf-a80ea5e9450d

B srom 3axitazke BBl TaKKe MOXeT YHaISATh KIloUeBble KOHTeVIHephl. [1)1s 3Toro BeIOepuTe
KOHTeVTHep, KOTOPBII HEOOXOAMMO YHaJINTh, VI IeJIKHITe Ha HeM IIPaBOVI KJIABMIIIEVI MBIIIIVL:

BbIOepuTe YaanuTe OTKpoeTcs OKHO C IIpeyIpeXaeHVeM.

| CCHOBHEA MHDOPMELAA | Kioueskle KoHTefiHepel | ANropuTHBI

MMA KoHTERHEPE
I:ﬁ 347eeeh8-dd0c-4al6-acdf-36375e9c27ca
PLE c0481453-1fd3-4b 28-9ca2-772223a23bal

¥aanuTe KoHTEAHED

Obpamume BHumanue, umo npu yoaiseHuu koHmeinepa BoccmarnoBums kaoueByio napy

0ydem HeBo3MOKHO.

ITogTBepanTe CBOE pellleHye:
F

===

BHrmanme!!!

. Cedvac BygyT yaaneHel KoHTeRHep (B
i - 347 eeebB-ddlc-4a06-acdf-36375e8c27 ca
- c481453-1fd9-4b28-9ca2-772223323bal
- 3dedchb2-73e9-4f84 -866c-9395a954 2381

Mocne yaaneHna KOHTEAHEDE BBl HE CMOMETE BOCCTAHOBWTE KITHIYM,
MpoaonsnTte?

' fo | [ Her |

KimroueBoit koHTeltHep OyzeT ymasieH 13 oOIIero CrycKa il BBIOpaHHOTO KPUIITOIIPOBai-

mepa.
3) AJIropuTM™MBIL;
3axsTamKa comep KT MHMPOPMAIINIO 00 VCIIONIb3yeMBIX aJIFOPUTMAX:
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| OCHOBHAA MHOPMALIA | K NHOHEBRIE KOHTEMHEDRI | ANropHTHEl
KopoTkoe uma ...  Tun anropyTHa AnH... MuHwn... Makc... AnuHHOE MMA anropyTHa
GOST 28147-89 LWnbpoBaHHE 256 256 256 GOST 28147-89
GOSTR 34,1194  XswupoBaHue 256 256 256 GOSTR 34.11-94
HMAC GOST 281... XswwupoBaHue 32 32 32 HMAC GOST 23147-89
DiffieHellman EL ~ ObmeH kntouwama 512 512 512 Diffie-Hellman EL
DiffieHellman EL ~ OGMeH kniodamm 512 512 512 Diffie-Hellman EL
GOST R 34.10-2,,. 3N 512 512 512 GOST R 34, 10-2001

5.6.2 ®OWILTPALIMA KPUIITOITPOBAVIIEPOB
YT006BI OTPWIIETPOBATE KPUIITOIIPOBaVIePhl B CIVICKE 110 MMEeHMN:
1. Ha BepxHer1 nmaHe M IJIJaBHOTO OKHa OTKpOWTe ITyHKT MeHIo Hacrpoviku > Ynpasnenne
HacTpovikamy > Kpunronposarimeps! > BeIiOepuTe MMarKy ¢ TeM THUIIOM 0OBeKTOB, KO-
TOpble HeoOXOo[MO OTWIBTPOBaTh. B KOHTEKCTHOM MeHIO BbIOepuTe ITyHKT @uiIbTp.
2. B okHe YcraHOBKa (pmiIbTpa ycTaHOBUTe ITapaMeTp, 110 KOTOPbIM HeOOXOOMMO OTO-
OpaTh KpUIITOIIpOBaViIephL:

MMA KpUNTONpOBaMAEPa: [Ha'—IHHaETr_ﬂ c v] Microsoft

5.7 ONEPALIMV CO CLIPABOYHUKAMM HASHAYEHU ([TIOJINTVK) CEPTUPUKATA

ITporpamma «KpuntoAPM» mo3sossieT 100aBUTh K CO3/IaBaeMOoVi IIOAIINCY VIV cepTudu-
KaTy MHQOPpMAIMIO O ero HasHauYeHU!, HalpuMep, rpud corsiacoBanms, Tpud yTBepXXaeHWs 1
T.IL

C nmomomnpto rrporpammsl «KpunroAPM» B citpaBodHMKe BBl MOXKeTe:

o CosgaBaTh HOBble Ha3HaUYeHMs ITOAIINCETT;

e IIpocmaTpuBaTh CBOVICTBA Ha3HAYeHWIL;

o  ODwIbTpoBaTh Ha3HaUYeHM B CIIVICKE.

o CoprupoBaTh Ha3HaYeHS

e VIMnopTupoBaTh Ha3Ha4YeHs;

e DKCIOPTUpPOBaTh Ha3HAYEHMS,;

e VnansaTe Ha3zHaueHVs ITONTIVICET.

DTU omnepanyuy MOXXHO BBIIOJIHATE depe3 BepxHee MeHIO IlaBHoro okHa Hacrponku >
YupasneHne HacTporiKamy > CIIpaBOYHMKIAL:

&) Mapamerpol @

=) HacTpasit CnpaBoYMHHKK
i OBwme
- PEsMMBL MporpamMma «punToAPM: No3BonAeT 4ofEBUTE K CO3AEBSEMON NOAMACH MW

TapaMETPbI NPOKA-CEpEEpa CEPTHDMKETY MHDOPMELYAKD O EM0 HASHEYEHMM, HENPMMED, PG COrNECOBaHMA, rPMd
YTEEMHAEHNA 1 T.M.

-Browser plug-in

E'" C noMowwb nporpamMel <KpunToAPM» B Npa3BoYHUKE Bl MOXETE:
i+ HasHa4eHWa cepTuduKaTa - C03A3BaTE W YAANATE HA3HSYEHWA NOANMCEN;
. HasHa4eHWA Noanioi - NPOCMATPHEATE CEOMCTEA HASHAYEHMI;

- dJMJ'IprDEIEITb W COPTUPOBATH HasHa4YeEHWA B MWCKE;

- KpunTonposaiaepel
=--Kp P Asp - MMNOPTWPOEETE W SKCMOPTUDOBATE HAZHAYEHIS,

i PaspeleHHsie

i YETEHOBNEHHEIS MoapofHes off onepaLpax o MPEB0HHMKEMA Bbl MOMETE Y3HATE B DYKOEOACTES
- Mpodman NONb30EETEN,
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5.71 CO3OAHVE HOBOT'O HASHAUEHWSI
Y1o0nI CO3/1aTh HOBOE€ Ha3HayeHle CepTT/[q)VIKaTa I ITIOOIIVICIL:

1. B BepxHeMm MeHIO ITIaBHOTO OKHa BbIOepuTe HacTpovikm > YmpasieHne HacTpoyiKamMu >
CHPaBO‘IHVIKI/I > HasHaueHus CepTI/I(i)VIKaTOB JIJIA ,ILO6aBTIeHT/I$I Ha3HauUeHIA CepTT/ICpT/IKaTa
wmm CrnpaBounnknu > HasHadyeHMsa momnmcy U1 Jo0aBieHNsT HasHadYeHMs Moammicy. B
HpaBOﬂ YacCcTM OKHa OT06pa3VITC5I CIIMCOK YCTaHOBHeHHBIX Ha3HaYeHWU:

HazHadyeHus CE‘[.’]TH[I]HI{ETE]
0ID (object identifier) — MoeHTUIMKETOP, KOTOPEIA NO3E0ONAET ONPEAENWTE HAZHEYEHME
CEPTMOMKETE, B AGHHOM CMMCKE MAEHTMDOMKSTOPOE Bbl MMEETE BOZMOIBKHOCTE HE TONBKD

WX MPOCMETPUBATL, QMNETPOBATE, COPTHMPOEATE, 8 TAKMHE MMNOPTHPOEATE M
3KCMOPTHPOBATE, HO M CO3A3E&TE HOBRIE.

8 (da)|ck)

MaeHTudukaTop (OID) HalMEHOBEHME
FJ 1.3.6.1,5.5.7.3.1 CepTHMEUKET NPOBEPKK NOLMMHHOCTH CEPEEPE
FJ 1,3.6.1,5.5.7.3.2 CepTHHMKET NPOBEPKK NOANMHHOCTH KNMEHTS
@ 1.3.6.1.5.5.7.3.3 CepTWhMKET NOANMCK Koaa
@J 1.3.6.1.5.5.7.3.94 CepTHHMKET 3aLMTEI SNEKTPOHHOM NOYTEI
@J 1.3.6.1,5.5.7.3.8 CepTHHMKET NOAMMCK LWTEMNE BPEMEHK
@J 1.3.6.1,5.5.7.3.9 CepTudukaT noanuoy OCSP oTeeTa
lE!_-il 1.3.6.1.5.5.8.2.2 CepTudukaT IKE-nocpegHika IP-0esonacHocTi
rl i 3

HazHayeHwns noanucu

0ID (object identifier) — MoeHTUIMKATOP, KOTOPEIA NOZE0ONAET ONPEAENUTE HAZHEYEHME
noanMod. B 4aHHOM CTMCKE MAEHTUGMKSTOPOE Bl MMESTE BOSMOMHOCTE HE TOMBKD MX
MPOCMETPMEETh, GMNbTPOBATL, COPTMPOESTE, & TAKMKE MMNOPTUPOBATE M
3KCMOPTUPOBATE, HO M COSASBATE HOBLIE,

8 () (e

MaeHTudukaTop (OID) HauMEHOBEHME
[01] 1.2.643.6.3. 1.0 CozgaHue
[01] 1.2.643.6.3. 1.1 WcrpaeneHo
[01] 1.2,643.6.3.1.2 OsHaKoMNEH
@ 1.2.643.6.3.1.3 CornacosaHo
[01] 1.2.643.6.3. 1.4 MoanMcaHo
[01] 1,2.643.6.3.1.5 YTEEpHAEHD

2. YroOrI co3maTh HOBOE Ha3Ha4eHVe, B KOHTEKCTHOM MeHIO pasfiesia BeioepuTe IyHKT Co3-
JIlaTh HOBOe Ha3HavdeHMe 1IN Ha ITaHe) I MHCTpyMeHToB Co31aTh:
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5 CrpaBaUHiKKI 3KCMOPTHPOBATE, HO M CO343BaTh HOBLIE,

HasHa4eHua cepTHdMKaTE
EEERE

_ HasHa4eHA Noaniod
(= KpunTonposaiiaeps
i e PAspeLWEHHbIE

WMaoeHtudmraTtop (0ID) HauMeHoBaHue
- ¥CTEHOBNEHHBLIE
..... HacTporirm (4] 1.2.643.6.3. 1.0 Cozmamie

[01] 1.2.643.6.3. 1.1 WcrpaeneHo

[01] 1.2.643.6.3. 1.2 ClsHaKoMneH

@] 1.2.643.6.3.1.3 CornacosaHo

[01] 1.2,643.6.3. 1.4 MognvcaHo

[01] 1.2.643.6.3. 1.5 YTBEDHAEHD

Co3gaTh HOBOE HA3HAYEHME

Mranocpr

! !
JkcnopT

CJBHOBWTE

3. TlosBuTcs OKHO BBOAA MapaMeTpoB MOIUTUKI. Bemure naentudmkarop (OID) u ero omnm-
caHue:

Mapametpol wasHTUdmkaTopa (OID) ﬁ

WaeHTndmkatop (OID):  1.3.6.1.5.5.7.3.1]

OMMCEHKE: CepTuikaT X509, MMEKDLWMA 33KPEITEIA KK

Ok ] [ Cancel

b

4. B crpaBOYHVK Ha3HaYeHW T00aBUTCS HOBAs 3aIIVCh.

5.7.2 IIPOCMOTP CBOVICTB HA3HAUEHVISI
YroObI mpocMmoTpeTh cBoricTBa OlD-a:

1. B BepxHeM MeHIO I7IaBHOTO OKHa BbIOepuTe HacTpoviku > YrpasieHne HacTpoiKamm >
Cnpasounnknu > HasHauenns cepTndmMKaTOB [1JI1 IPOCMOTpa CBOVICTB Ha3HaYeHMs cep-
Tdukara win CrapaBouHnkyu > HazHaueHMs Hoamnmcy I IIpPOCMOTpa CBOVICTB Ha3Hayde-
HMS IIOANNCH. B IpaBovi maHes IIaBHOTO OKHa 0TOOpa3sUTCs CIIMCOK YCTaHOBJIEHHBIX Ha-
3HaueHU cepTrdmKaToB. YTOOBI IIPOCMOTPETH CBOVICTBA Ha3HAYeHMS cepTndMKaTa, BbI-
OepuiTe ero 13 crmcKa, B KOHTEKCTHOM MeHIO OOBbeKTa VIV Ha ITaHeJIV MHCTPYMEeHTOB BbIOe-
pute nyHKT CBOVICTBa:

WaeHTudukaTtop (OID) HauMeHoBaHME
¥nanuTe
McnpaeneHo
3xcnopt OzHaKoMNEH
CeolicTEa CornacoBaHo
O BHOENTE Moanmcato
YTEEmKAEHD
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2. TlosBurcst okHo IlapaMeTpsI IOJIUTHKYM, B KOTOPOM OTOOpasuTcs MHAOpPMAIVsS O MIeH-
tuduxarope (OID) 1 ero onvicanme:

Mapametpel vaeHTHdrkaTopa (CID) I&

MaesTudukaTtop (OI0):  1.3.6.1.5.5.8.22

OnucaHue: CepTuimkaT IKE-nocpeanuka IP-He3onacHocTi

[ oK ] I Cancel

L

5.7.3 ®OUIbTPALVISI HABHAUEHWV
Bbl MoXxeTe pwIbTpOBaTh Ha3HaUEHN B CIIVICKE I10 CJIYIOUIMM ITapaMeTpaM:
e umenTudukarop ceprudmkara (OID)
e HalMeHOBaHNe
J11s1 TOoro 4To0ObI OTPIIBPTPOBATh Ha3HAUEHVSI CePTUPVIKATOB!

1. B BepxHeMm MeHro miaBHoro okHa Hacrpovikm > Ynpasienne Hacrpovikamm > Crnpapod-
HuKkM > Ha3Hauenns ceprudmkaroB wm B pasaerte CrupaBounnku > HazHaueHns nog-
MVCH B KOHTEKCTHOM MEHIO BbIOepuTe ITYHKT PuIbTp.

2. B oxHe YcraHOBKa dwmIbTpa yKaXuTe MMapaMeTphl, IO KOTOPBIM HEOOXOAMMO OTOOpaTh
Ha3Ha4YeHMsI:

MaeHTudmkaTop (OID): ICDQTBETUWET vJ 1.3.6.1.5.5.8.2.2

HanMeHoBaHKHe: Iﬂmﬁue A J

5.74 COPTUPOBKA HA3SHAUEHMM B CITMICKE

B mporpamme «KpunroAPM» peanm3oBaHa BO3MOXHOCTb COPTMPOBaTh Ha3HadYeHMs B
CIIpaBOYHVIKE.

CopTrpoBKa MOXXET BBIIOJIHATHCS I10 CJICAYFOIIVIM IIapaMeTpaM:

o upgenTudukarop (OID)

e HaVMeHOBaHMe Ha3Ha4YeHU

T WMaentudmkarop (0ID) HawnmeHoBaHWE
[F1]1.36155822 Ceptudmeat IKE-nocpeannia IP-GesonacHocTi
[B4]1.36155739 Ceprugurar nognucw OCSP oteeta
[F4]1361557.38 CepTMdMKaT NoANMCK LITaMNa BPEMEHN
(02136155734 CepTrdrKaT 3aLMTel 3AEKTPOHHOA NoYTel
[21]1.36.1.5.57.3.3 CepTudikat nognuck koga
[F4]1.361.557.3.2 CepTrdgrEaT NpoEEpEW NOSAMHHOCTH KNWEHTE
[02]1361.557.31 CepTrduKaT NpoEEpEW NOSAMHHOCTH CEPBERE

5.7.5 VIMIIOPT HASHAYEHWA
YT1oObI MMIIOPTUPOBaTh Ha3HaUeHMe cepTudmKara B popmare .xml:
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1. B BepxHeMm MeHIO IJIJaBHOTO OKHa BbiOepuTe HacTpoviku > YrpassieHne HcaTpyioKamu >
CnpasBounnkyu CnpaBouHuky > HasHadeHMs1 cepTmdMKaTOB U1 IMIIOpTa Ha3HaYeHM
ceprudmkaros win CnpaBounuku > HasHaueHnsa moammcu [1j1d MMIIOpTa Ha3sHaYeHUT
nopnvcy. B mpasovt mane s rj1aBHOro 0kHa 0ToOpasuTCs CIVICOK yCTaHOBJIEHHBIX Ha3Haue-
Hu1. YTOOBI MMIIOPTHPOBaTh Ha3HaUYeHMe, Ha TaHeJIV MHCTPYMEHTOB BbIOepiTe ITyHKT
Mmropr.

2. B okne nposogHmKa Beioepute darwi ¢ OID B popmare .xml

3. B cmpaBouHMK HasHaueHMV OyJeT MMIIOPTUMPOBAHO HOBOe Ha3HavYeHMe.

5.7.6 DKCHOPT HABHAUEHWSI
Y008I 3KCITIOPTHMPOBATh Ha3HaUeHMe cepTrdrKaTa B popMare .xml:

1. B BepxHeM MeHIO ITIlaBHOTO OKHa BbiObepure Hacrpornikm > YnpasieHne HacTpoiKamu >
Cnpasounnknu Crnpapounuku > HasHauennsa cepTndmKaToB I 9KCIIOpTa Ha3HaYeHW
ceprudmkaros win CrnpaBouHnky > HasHaveHms moammcy I SKCIIOpTa Ha3Ha4YeHUN
nopamnmcu. B mpasovt maHeM I1aBHOTO OKHa OTOOpa3uUTCs CIVCOK yCTaHOBJIEHHBIX Ha3Haue-
Hui. YTOOBI 3KCIIOPTMpPOBaTh Ha3HaueHMe (WIM TPYIIy Ha3HadyeHWUI), BbIOepuTe ero ms
crmcka. B KOHTeKCTHOM MeHIO 0ObeKTa WIM Ha IaHeIM MHCTPYMEHTOB BbIOepuTe ITyHKT
DKCHopT:

2. B okHe mpoBOgHMKA BBeIUTe MM 3KcHIopTpyeMoro darwia c OID

3. Hasnauenme ceptudmkara Oymer skcriopTuposaHo B dar ¢ OID B dpopmare .xml.

Bbl MoxeTe 3KCHOPTHpPOBATh Cpa3y BCe HasHadeHMs, I 3TOTO B KOHTEKCTHOM MeHIO Ha
pasneite Hasnauenmst ceprudmkara/HasHaueHnsa mommmen wiv Ha HaHeIV MHCTPYMEHTOB

BbIOepUITE IYHKT DKCIIOPT.

¥ | IIpu odnoBpemenrom sxcnopme Beex uau HecKoAbKUX HA3HAUeHUT, OyOem co30aBambcs 00uH
—— .xml ¢patia, codepxauyuii Bce SKkcnopmupyemoie HASHAUEHUS.

5.7.7 YIOAJTEHUE HA3HAYEHWMSI
YToOB! yaaimTh Ha3HadYeHvie cepTidMKaTa 13 CIIpaBOYHMIKA:

1. B BepxHeM MeHIO ITIaBHOTO OKHa BbIOepuTe HacTpovikm > YmpasieHne HacTpoviKaMu >
Cnpasounuknu > HasHadeHus cepTudMKaTOB 114 ylajleHUsl HasHadeHMs cepTuduKaToB
1793148 CHpaBO‘IHI/IKI/I > Ha3sHaueHmusa IIOOIIVICH J1JIA y;:l',aJ'IeHI/ISI Ha3HadveHWMA ITOAIIVICHL. B Hpa—
BOVI IIaHeJIV IJIABHOTO OKHA OTOOPa3smMTCs CIVMCOK YCTaHOBJIEHHBIX Ha3HadeHUII. Bribepure
Ha3Ha4yeHue (I/U'H/I prnHy Ha3Ha‘IeHT/II7[) M3 CIINMCKa, B KOHTeKCTHOM MEHIO 061>e1<Ta VI Ha
IIaHeJ I I/IHCTPYMGHTOB BBI6epVITe HYHKT Y,uanwrb.

2. Ha 3anpoc CICTEMBI HO):[TBep)Z[I/ITe CBOe peLHeHVIe.

3. BriOpaHHOe Ha3HadeHVe OyIeT yIajeHo 13 CIIPAaBOYHIKA Ha3HaAYeHNI CepTIVKATOB.

5.8 OMNEPALIMM C KJTFOUEBBIMU HOCUTEISIMU

C momomipio mporpammbl «KpunroAPM CranpgapT» BBl MOXeTe MHOAK/IIoYaTh OT4yXKIIae-
Mble KJII0UeBble HOCUTEIIV VI IMIIOPTIPOBaTh CepTUdMKAThI C HUX B JIMYHOE XPaHWINIIE I10JTb-
30BaTeJIs.

Ha ceronnsimHmi 1eHb paboTa ¢ oTayXkaaeMbIMi HocuTeaMu depes «KpurrroAPM» pea-
mmsoBaHa Tostbko Wi «Kpunrollpo CSP» n «KpunroITPO YOK CSP». PaboraTk ¢ oTuyXiae-
MBIMV HOCUTEJISIMU, VCIIOJIb3Yysl ApyTue KpUIITOIpoBariepsl (HampuMmep, cTaHgapTHble Win-
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dows), BBl MOXeTe, HO TOJIbKO Uepe3 CpeficTBa CaMOro KPUIITOIIpoBariepa (a He IIporpaMmbl
«KpunroAPM»).
B nepeBe I71aBHOTO OKHA OTKPOVITE paszie/l DJIeKTPOHHbIE KIIIOUMN.

& KpuntoAPM l':' (=] é,l

®ain  MNpodunn  Hacrpofikn  Momowe

W £ Bl & ?
Mognucate [MNpoeepute 31N Wndpoeate Pacwwdposate | OBHoewTe | @wuaetp
=] Ceptudukatnl 4 Bnapeney cepTidgukaTa Hocure...

D) NMuukoe xpannnnwe ceptudmkaros

-|) Ceprudnkarer apyri nonesosarensi

-{Z] NpomexyTounsie uenTpel ceptudukaymn
{2 lloeepennbie kopHesbie LEHTPBI cCEpTMdMKALI
D) Ceprudmkare gomena digt.local

@ Cnucok akkpeguToBaHHbx Y1

=] 3anpocel Ha cepTndukar

-{Z) 3anpocel va nonyuenmne cepdinkara

5] 3anpocel Ha anrHyAMpoBaHue (oT3kIE) cepTUdM
CnWcKK oT3bIEA CEPTUgMKATOR

|
Eﬁ CNUckn JoBEQEHHBIX CEPTUGNKATOE

- S a.l"IEI'.'I'pDHHI:IIE KNHIY

BcraBbTe KiIFOUEBOVI HOCUTEIIB U cIeAyViTe yKasaHvsaM [lomormHmka:

1. Ha mepBoM Im1are 03HaKOMbBTeCh C IIOPSIKOM ¥ TpeOOBaHMAMM K ITOIKIIIOUeHIIO 0TIy XKIlae-
Moro Hocurest. Haxvure [Tastee.

2. B wrenyromieM okHe BbIOepMTe TUII KPUIITOIIpOBarepa 1 KIIIOUeBOro HocuTesId. B kauecTse
KJIIOUeBOro HOCUTeJIS MOXeT BBICTYHaTh AucKeTa wivu cMapT-Kapta/USB Token. /Iy mpo-
IIOJDKeHWs BCTaBbTe HOCUTeJIb M HaXkKaTh KHOIIKY [Hastee.

3. BribGepure B crivicke KOHTeVIHepOB cepTM@UKATEI Il yCTaHOBKM. Bbl MOXeTe ITpocMOTpeTh
vH@OpMarIo o ceprudmKare, BbIOpaB KOHTEVIHEP 1 HaXkaB Ha KHOIIKY IIpocmoTpeTs cep-
THdMKaT B KOHTeVtHepe. /151 3aBepIiieHNs ollepally HaXMIUTe Ha KHOTIKY T'oToBo.

CrMCoK KOHTEMHEDOE

Hma MaoeHTdMKaTOop

KoHTeliHep 01  9622a2c5-9328-4836-91de-4d9677d6fa87

KoHTelnep 02 032f2c10-99d3-4fch-b352-3b8049748fd 1
KoHTelHep 03 8335e4a8-3402-4bb7-8135-babo0b 14327
KonTteltep 04  ad96dd98-3362-43e6-96ea-723a9dc56089
KonTelHep 05 7a633a68-89bb-4cd3-8a53-3fa0s7ebath2
KoHTefHep 06 ruToken2

KoHTeinep 07 589f39d7-96f0-4d13-b353-9a542f8 7 2fad

[ MpoCMOTPETE CEPTUMKET B KOHTEAHEPE ]

4. TTpu obpareHNN K KOHTEHEPY BBEAMUTE Pin-KO7I.

5. [lajsiee BO3HMKHET OKHO C pe3yJIbTaTOM BBIIOJIHEHMs oIlepaliui. Bel MoXeTe ITpocMOTpeTh
JOMOIHUTEIBHYI0 MHQOPMaIMIO O cTaTyce MMIIOpTa CepTUdUKATOB C OTYYXK/IaeMOro Ho-
CuUTesIsd, HaXkaB Ha KHOIIKY [leTann.
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F ~

PE3}".FII:T-ET NogknHeHNA OTHY R A3EMOrD HOCKMTEANA

@ Yonex 3aKpbITH

D MogknoHnTb IZ.I'IEJ:I.'}'}OLIJ.ML.& HOCMTEND fetand =3

Il

LN L <

6. B oxHe pesysibTaTa BBIIOJIHEHMsI OIlepalii MOXHO IPOCMOTpeTh XXypHaJl orepanuii. B
cjlydae BO3HMKHOBEHWS 3aMedaHNIl, X MOXXHO VCIIPaBUTh, BEIOpaB MX B XXypHasle 1 HakaB

Ha KHOIIKY VICI‘IP&BI’ITB.

KMma CTaTyC NoAKMOYEHHA KNHDYEBoro HOCMTENA

QKDHTEHHEp 04 HKoHTEMHED HE COOEDHMT CEPTHDUKATE
QKDHTEﬁHep 05 HKoHTEMHED HE COOEQMHMT CEPTHDUKATA ‘

eKDHTEﬁHEp 06 KOHTEMHEP HE COOEQMHMT CEPTHDMKETE
CaMonofnMcaHHBIR CEpTMOMKAT HE YCTAHOBNEH B KOPHE, ..

1 | 1] [
Onepaura CraTyc
@MHmumanmaumn nposaiinepa ¥onelwHo
@I‘Innyqeme K4S M3 KOHTEMHEDS YeonewHo

Mony4eHUeE CEpTHDMKETE M3 KOHTEMHEPS YonewHo
@YtraHDEir:a CEPTUMMKETA B NMMYHOE XPaHWMILE CepTUMKET Y.
cgthraHDEw:a CEPTMMKATAE B KODHEEOE XPEHMNMLLE CaMonoanucaH. ..,

[ MpoMOTPETE CEPTHUHMKET ] [ MnpaeuTe ]

7. YTOOBI 3aKPBITH OKHO pe3yJIbTaTa BBIIIOJIHEHV Olepalyy, HaXMIUTe Ha KHOIIKY 3aKphITh.
YTOOB! HOIKITIOUNUTD CIIEAYIOMINT OTUYXK/IaeMbIVl HOCUTelIb, TocTaBbTe dpiar [logkIrouanTs
CJIeaYIOLINIA HOCUTe Ib. [ Ipy HakaTuy Ha KHOIIKY 3aKphITh BHOBb OTKPOETCSI MacTep IIOA-

KIIIOYEHVA OTHY XA aeMOT'O HOCUTEIIA.

¥ MunopmupoBarnnsiii ¢ xatoueboeo Hocumens cepmugpurant MoxHO HpoCMompents 6 AUUHOM
——  xpanusuuge cepmugpurxamo8 noavsobamens.

5.9 PABOTA C 3JIEKTPOHHOM ITIOONVCHIO (I11)

5.9.1 Bwapl 3JIEKTPOHHBIX ITOOIIVCEN
B ®enepasbHOM 3ak0He Poccuiickoit Peneparyu ot 6 ampesst 2011 r. N 63-D3 "O6 aek-
TPOHHOVI TTOATINCK" B cTaTbe 5 «Buabl 3J7IeKTPOHHBIX MOIINICEV» OIMCAHBI BUIBI 3JIeKTPOHHBIX

TIOMIIIVICEN VM MX OTJINYMTeJIbHbIEe IIPU3HAKN.

1. BumaMu 371eKTpOHHBIX MOJIIVICeVI, OTHOIIeHMsl B 00J1acTV MCIIO/Ib30BaHMs KOTOPBIX pe-
ry;mpyiorcsa HactosiyM defepaibHbIM 3aKOHOM, SBJISIOTCS IIpOCTas 2J1eKTpOHHasl ITOAIINCE 1
yCWIeHHas 3JIeKTpOHHasd IIONINCh. Pasmmuarorcs ycwieHHas HeKBaJIMPUIIMpPOBaHHas 3JIeK-
TPOHHAas HOAIINCH (fajlee - HeKBaJIMUIMpoBaHHAasl 3JIeKTPOHHAs ITOJINCh) U yCUIeHHas KBa-
mduIMpoBaHHas JIeKTPOHHAas HOAINCH (Hajlee - KBaIMUITMpOBaHHasl 3JIeKTpPOHHas II0JI-

IIVICB).
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2. IIpocTovt 37IeKTPOHHOV MOANMCHIO SBJIeTCs IeKTPOHHas MOANNCh, KOTopas Iocpes-
CTBOM WCIIOJIb30BaHVs KOIOB, IaposieVl WIN MHBIX CPelCTB IoATBepXaaeT dpakT dopMupoBa-
HMSI 371eKTPOHHOV ITOATIVICY OITpeJie/IeHHBIM JIIIOM.

3. HexBanmmudpmipoBaHHOV 3/IeKTPOHHOM IOJIINMCHIO SBJIgeTCs 3JIeKTPOHHAas ITOMIINCH,
KOTOpas:

1) nonydena B pesyiibTaTe KpunITorpadmudeckoro mpeobdbpasoaHusi MHPOpMaLUM C VC-
I10JIb30BaHMeM KJIFo4a 3JIeKTPOHHOVI IIOAIINCY;

2) O3BOJISIET OIpeesINTh JINIIO, IIOAIIMCaBIIIee 3JIeKTPOHHBIV JJOKYMEHT;

3) mo3BoJIsteT OOHAPYXUTh (PAKT BHECEHMs M3MEeHeHUN B 3JIeKTPOHHBIV JTOKYMeHT I0ocjIe
MOMeHTa ero HOAIVICAaHVIS;

4) cosmaeTcs C VICIIOJIb30BaHVIeM CPeJICTB 3J1eKTPOHHOV ITOIITVCIA.

4. KBarmmdpuIMpoBaHHO 37IeKTPOHHOV IIOONMCHIO SIBJISI€TCS IeKTPOHHas IIOAMNNCH, KO-
TOpasi COOTBETCTBYEeT BCeM IpM3HaKaM HeKBaIMPUIIMPOBAaHHON 3I€KTPOHHOV ITOAIVICH W CJle-
IYIOIIVIM JOTIOJIHUTEIbHBIM ITpV3HaKaM:

1) xrou ITpoBepKM 3JIeKTPOHHOVI ITOJIINCY YKa3aH B KBaJIMPUIIMPpOBaHHOM cepTudmKare;

2) [y1d co3aHMs M IIPOBEPKM 3JIeKTPOHHOV HOAIVCH VCIIOJIB3YIOTCS. CpeCTBa 3JIeKTPOH-
HOVI HOAIIVCY, TOJIYYMBIIINE IIOATBEePXKIeHe COOTBETCTBS TPeOOBaHMsAM, YCTaHOBJIEHHBIM B

COOTBETCTBMNM C HACTOAIIIVIM cDeﬂepaIH)HbIM 3aKOHOM.

5.9.2 CO3IOAHVE DJIEKTPOHHOWM ITOOIINCHU

C nomompio nporpamMMbl «KpuntoAPM» Bel MOXkeTe ITOIIVCATh OTAeIbHBIV (pavil VI
narky davios (IIpu 3ToM OyeT cozgaHa IOAINCH IS KaXIoro dariyia, BXOISAIIEero B yKazaH-
Hy1o nanky. IToanmcanHblie darvuibl aBTOMAaTUUECKV COXPAHSIOTCS B HANKY C VICXOAHBIMU JTaH-

HBIMM)

HO,HHT/ICaTB HaHHBIE€ Bbl MOJXKETE HePe3:
® TJIaBHO€ OKHO

® 3HAYOK Ha ITaHeJIN 3a/1a4

e KOHTEKCTHOe MeHIO damia

Berbepure nynkrt Ilogmmcars. [laiee ciienyiite pekomeHaansiM ITomMoInHMKa TI0 BBITION-
HEHWIO oIleparinn:

1. Ha mepsowm 1mare 1t yIipoIreHus: paOoThl BBl MOXeTe BbIOpaTh B CIVICKE OHY M3 yXKe

yCTaHOBJIEHHBIX HacTpoeK Jijid noanvicy. Ecvt BeI XoTuTe B JajIbHeVIIeM MCIIOJIb30BaTh

BBIOpaHHYIO HACTPOVIKY II0 YMOJIYaHMIO, TIOCTaBbTe ¢iar B IyHKTe Vcronp30BaTh Ha-

CTPOVIKY I10 YMOTYAHUIO.

[OnA yrpoweHa pahoTel Bel MOKETE BRIODATE YHE
YCTAHOBMNEHHEIE HACTPOMKKM MAPaMETDOE MOAMMCA:;

HaumeHosaHKe: |HoBas HacTpoika -
= = H1H

Wnone30BaT Hogas HacTpoiika
OTaen npoaas

2. Bsibepure manky c daruiamMut WIN OTOEIBHEIV (paiiyl, KOTOpble HeOOXOIVMMO ITOAINCATh
(xaonkm [0o6aBuTh Nanky 1 [106aBuUTh ¢ariyI COOTBETCTBEHHO).
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KmA Pasmep [aTa M3MEHEHKWA MyTe
OrueT N92.docx 11.1KE 20.03.2013 15:10:19 Ciids
OmueT N23.docx 11.1KB 20,03, 2013 15:10:46 Ciids
OTyeT.docx 11,1KB  20.03,2013 15:10:03 Ci iU
F| mm b
NobaeuTe tain I IﬂuﬁaBHTb nanky ¥OanMTb

3. B oTkphIBIIIEMCsI OKHe YKaXKiTe HacTPOVIKM [IJI BEIXOAHOro popmaTa dparia.

KoaMpoBKa M patuMpeHne
) DER.+oaWpoBKa .| sig

@) BASEG4-wogmpoBka ¥, sig

[T] OTrarounTE ciyrefHbIe saronoskH

@ Ap¥MBEWPOBaTE alinsl NoCne Co3AaHMA NAANMCA
Wma daiina:  Cr\Wsersiuser\Documentsitest\OTuet N2,
~) MoMelaTe BelXoAHbIE Galinkl B YKa3aHHEIA KaTanor

C:WU=sersuserDocumentsitest), E

CoXpaHATE CTPYKTYDY BNOMEHHOCTH KETaNoros

[] OTnpaEWTh BeixoaHkIE haERANE! N0 SNEKTPOHHONA NoJTe

OTKPBITE OKHO NOYTOB0M0 KAWEHTE

1) KommpoBka 1 pacivpeHme;

e DER encoded binary X.509. Pacimpenmns noamnmcanHoro daria *.sig, *.p7s.

e Base64 encoded X.509.[1151 sTOrO BapmaHTa KOOMPOBaHIMs BbI MOXeTe yKa3aTh dia

2) OTK/IIOUUTB CJIy>KeOHbIe 3ar0JI0BKN.

3) Pacimpenmsi monicaHHoro garvia *.sig.

4) ApxuBupoBaTh (pariyIbl II0CsIe CO3IaHMsI IOAIINCH;

B CTpOKe ms anI;IJIa YKaXKute IIyThb 1O apXViBa 1 VIMA CO3[1aBa€eMOIr'o apXviBa.

5) ITomeraTh BIXOJHBIE (pariyIbl B yKa3aHHBIV KaTasIor;

Ecm BbI6paTB 9TOT peXVM 1 OCTaBUTH I10JI€ BBOAA ITYTU K KaTaJIOTy He 3allOJIHEHHbIM, TO

BBIXOHBIE (parIel OyAyT (POpMMpPOBaTECS B KaTajIore BXOIHBIX (pariyIoB.

6) CoxpaHsTh CTPYKTypy BJIO>KEHHOCTV KaTaJIOTOB;

7) OTripaBUTh BBIXOAHBIE (paViiIbI 110 3/1eKTPOHHO II0YTe.

4. Jlasiee BBemuTe HEOOXOIMMBIE CBOVICTBA IIOIIIVICHL.
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CBOWMCTBa NoANMCK

Mcnonb30BaHKe NoaNMCA: [Mcnpasneno v

KoMmeHTapwit k noanman:  CornacosaHo
WaoeHTudukaTop pecypca:  7.docx

(V| MomecTuTb uMA McxoaHoro daiina & none “MaeHTuduKaTop pecypca”

BKNO4MTH B NoANKCh: [TOi!bKO cepTUPUKaT BRagensua ']

] CoxparmTs noanues & o HE BKKOHETE CEpTUDMKATEI

7S Tonbko cepTMdMKAT Bnaaensua

I"| YaanuTe ucxoars NMyTs cepTudmkalym bes kopHesoro
(:.n DMKSTE n QD ADUK LA

YposeHb GesonacHoro

1) Vicmosip30BaHMe IIOAIIVICH;
Vkaxure HeobxommmMoe HazHadyeHme moammcu. O TOM, KakK cO3daBaTh HOBBbIE HasHaue-
HUS BBl MOXeTe y3HaTb B pasferie Onepalyy co ciipaBoYHMKamy HasHaveHwyt. [Tpu

BbIOOpe 13 CIMCKa KaKoro-imbo 13 HasHa4yeHU I, B CBOVICTBA IOAIVICK OyneT Jo0asiieH
KaK MAeHTUdUKATOp 3TOro HasHadeHMs, TaK ¥ ero OIlMcaHMe, BRIOpaHHOe B CIIVICKe.
Hanpumep, Ha wunocTpamy BeIOpaHo HasHaueHMe "Vcmpasieno". [Tpu aTom B cBoiI-
CTBax MOAMMCK OyAyT coxpaHeHBI mueHTMdMKarop "1.2.643.6.3.1.1" n ero ommcaHwue
"VicripasiieHo".

2) KomMeHTapwmi1 K OIIIVACH;

KoMMeHTapmeM K Ioammcyt MOXeT CJIyXXUTb MHMOpMals, pefHasHaueHHas JIIO/IsM,
MPpOCMaTPMBAIOIIVM IIOAICAaHHBIN TOKyMeHT (HarrpuMmep, "CorracoBaHo!").

3) menTnudmkarop pecypca;

4) BKJIIOYUTH B IIOOIVCH:

- TOJIBKO cepTudMKaT BiIajiesiblia - PeXNM, YCTaHOBJIEHHBIV 110 yMoJT4aHuio. B arpuby-
TBI TIOIIIVICY TOOABJIeTCs eVHCTBEHHBIVI CepTMdUIKaT;

- Iy Th cepTudmKaIym 6e3 KOpHeBOro cepTudmMKarta - B aTpuOyTHI IOAINCH Jo0aBIIdeT-
csl IIeTIouKa cepTrUdMKaTOB, 3a VCK/IIoUeHeM KOPHeBOro cepTudukara;

- Bce cepTMUdMKaThI YTV CepTUPUKALNN - B aTPUOYTHI IOAINCH T00aBIIsieTCs BCS 1ie-
HoYKa cepTUdMKaToB, B TOM UlCIIe 1 KOPHeBOM cepTuduKart;

- He BKJIIOYATh cepTM@UKAThl B IIOAMINCH - B aTpUOYThI MOANCH He BKJIIOYAIOTCS cep-
TUUKATHIL.

[| CoxparuTe noanuce B oTaenLHOM daitne

[V¥] YaanuTe ucxoaHsii daitn nocne BLINONHEHNS ONEPaELIMA

YposeHb GesonacHoro yaaneHua: [anunoqeuo f]

V| BmiounTs Bpema cosnanma noanma BoIkN04eHo
s HW3KMI
|| BrntoumTs wramn spemerm Ha noanndEEERET

[| BkntoumTE WTaMN BpeMeHM Ha noanueSEIcoKMn

|| BknroumMTh B NOANMCL A0KA3aTENECTBA NOANMHHOCTH

5) CoxpaHUTH NOOIIVICH B OTIAEIBHOM dartiie;

Ecyn ycraHOBUTE 3TOT (briar, To OyeT co3maHa oTAelleHHas moamick. Ecian He ycranas-
JvBaTh yiar, OyzeT cdopMmpoBaHa COBMeIlleHHas ITOIINCE.

6) Y,uam/rrb MCXOOHBIN cpaim I10CJI€ BBITIIOJTHEHMSI OIIepalimum;

Ecimu BBI permmuim cos3pgaTh davyl COBMeIIeHHOV HOANNCH, Bbl MOXeTe yOaJIUTh MCXO[-
HBIN dpar?m II0CJI€ BBIIIOJTHEHVIST OTI€PALINIAL.
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7) YpoBeHB Ge30macHOrO yaaaeHUs
ITogpoOHee 0 HacTpoViKe ITapaMeTPOB YPOBHsI Oe30I1acHOrO yaasleHus YuTaviTe B pasze-

j1e HacTpoviky KaTaJIoros XpaHeHms paiIos.

8) BK/IFOUMTE BpeMs CO3IaHMs MOIIIVICH;

ITpu ycraHoBKke driara - B darul moammcy OyaeT BKIIIOYeHO BpeMsi ITOITIVICH.

9) ®dnarm BxIroumTh IITAMII BpeMeHW Ha IIOONVChIBaeMble JaHHbIe M BKirrounTh
INTaMII BpeMeHM Ha MOAMNCH, JOCTYIIHbI TOJIBKO TPV yCTAHOBJIEHHOV JIMIIEH3UM Ha
MonyJib TSP.

10) ®s1ar BKII0unTh B IIOAIINCH 10Ka3aTeIbCTBA MOJIMHHOCTY JOCTYIIEH TOJIBKO IIPU
ycraHoBreHHOV tueHsnn Ha «KpunrrtoAPM CranmaptPRO».

Y| Iodpodree o nacmpoiike napamempol co3danus noonucu bvi Moxeme npouumams 6 pazoese Ha-
— cmpouixu onepayuu noonucu.

5. Ecim 6bu1 ycTaHOB/IeH duiar BKIouuTs IITaMil BpeMeHM Ha IOAmychbIBaeMble JaH-

HbIe, Ha CJIe[IyIOIIeM ITare yKaKuTe HapaMeTprl CiTy KObI IITTaMIIOB BpeMeHN.

6. VYKaxuTe JIMUHBIV cepTUdUKAT 1 cozgaHms DI 1.

CepTUMKaT ANA COZ0EHUA NOAMACA

Bragenew cepriudwkaTa: CMN=0lga Okhotina, 0 =Digt,L =Mowkap-Ona,5=P

XewW anropuTH: |MD5 hd |

| BoibpaTe ||I'Ipon:r-1|JTpETb|

7. nsa poctyna K BbIOpaHHOMY KinouyeBoMmy KoHTentHepy (TOCT ceptmdukara) BBemmTe
IapOJIb.
8. [Lj1s oTIpaBKM IOAIVCAHHBIX JJaHHBIX 110 3JIEKTPOHHOM I0YTe YKaXXuTe TeMy COooOIIe-

HVsL, agpec 1ojiydaTesrsd M TEKCT ICbMa:

Tema: AOKYMEHTEI PECCMOTPEHE

Appec: user @mail.ru -

Coofilwenne:  |Mony4eHHele AOKYMEHTEI PACCMOTPEHE! M NEPEAaHS! Ha
noAMMce pykosoauTena|

9. Tlocre cbopa maHHBIX It cosmanmsd D1 BosHMKHeT OKHO ¢ MHQOpMallMeil O cTaTyce

orepaiMy ¥ 00 WCIOIb3yeMBIX ITapaMeTpax: cepTudMKaT, KOTOPBIM ObII IOAIICaH
dan.
Yxasannble napameTprl DI MOXXHO coxpaHWUTh B HaCTPOVIKY B KauecTBe IIabJIOHa It
JaJIbHeIIero VCIosIb30BaHus. s aToro nocraepTe duiar B ryHkTe CoXxpaHUTH HaH-
HbIe B HaCTPOVIKY AJIs JaJIbHeNIero MCI0Ib30BaHMs V1 BBe[IUTe HavMeHOBaHVe Ha-
crpoviky. Taxke BBl MOXXeTe COXpaHWUTh BCe JIaHHbIe B Y)Ke CyIIeCTBYIOIIYIO HaCTPOVIKY,
BbIOpaB ee Ha3BaHMe W3 CIIVCKA.

117



OO0 «ndposble TEXHOTIOTUI» PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

10.

11.

12.

13.

COXPEHWTE ASHHEIE B HACTPOMKY ANA
AaNEHENWEND MCNONB30BEHWA

HaummeHoBaHWE:  HacTpolfika 1 -

HacTpouTe oTofpaseHe waros MacTepa Bel moxmeTe
B MEHHD MPMNOHEHMA Y MPABNEHWE HACTPOMKEMA ",

l < Hazan ” loToBO ] l OTmMeHa I

Haunetcsa mporecc nogmmcy darwia. OcTaHOBUTH ITPOIlecC MOXKHO, HakaB Ha KHOIIKY
OtmeHa.

[Ipu oTnpaBKe HNOANMCAHHBIX JAHHBIX 110 JIEKTPOHHOM 1HouTe (eciy Bl yKazaim "OT-
KPBITh OKHO IIOYTOBOT'O KJIMeHTa') OTKpOeTcsl OKHO Balllero IOYTOBOTO KIIVMeHTa IS pe-
JaKTMpoBaHMsS COODIeHMs Ileper, OTIpaBKoV. BHecuTe HeoOxomyMble M3MeHeHUS U

OTIIpaBbTe MCEMO CTaHIAPTHBIM 00pa3oM.

-

PesyneTaT EniNCAHEHWA cnepauun (flobasneHwe noanuo)

"
! MoAoA#AMTE, NPOMCKOAWT OTNPSENEHME SNEKTPOHHDN OTMEHWTL BCE

=« k9 noutel
Dbwees epemMaA onepaly: 00:00:11 feTany =
3anyCTHTh MaCTEp CHOBa

#
'
'
-

[ ZaKpeiTh okHo, BCiM HET OWMBOK 1 SEMEYIHWR

L

Cdopmuposannsm damt II1 mo ymorrdanmio OyeT coxpaHeH B TOT XKe KaTaJIor, B KO-
TOPOM HaxofuTcs darul ¢ McxogHbIMM TaHHbIMK. VIMs dpariia DI coBnajjaer ¢ mmMeHeM

HoAIMChIBaeMoro daria, JOIOJIHEeHHBIM paclIpeHreM (pacliMpeHyie COOTBETCTBYeT
BbIOpaHHOMY BbIXOIHOMY dopMaTty). Ecyiu dpaiil ¢ TakmM MMeHeM yke CyIIlecTBYeT, Co-
XpaHuUTe ero Moj, ApyTvM VIMeHeM, HallpyiMep.

ITociie 3aBepiieHMs orepalny BO3HUKHET OKHO Pe3ysibTaT BBINIOTHEHWMs OIlepariumn.
YTOOBI IIPOCMOTpPETH [IeTalbHYI0 MHMOPMALNIO O pe3ysIbTaTaX CO3MaHVs IOOIVICHU U
VICIIOJIb3yeMBIX IlapaMeTpax: MMs VCXOJIHOro dhaiijia, MMs BBIXOJIHOTO dpaiiyia, cTaTyc 3a-
BepIIeHNs olepanyy, JJIMTeIbHOCTb BBIIOJIHEHS onepanyy, HakKMuTe KHONKy [leTa-

@) v

JIN.

<< [detanu

[] 3anycTuTE MacTep cHoea

[ 3akpeiTs okHo, eciM HET oWKBOK 1 3aMEYaHMT

Ecyim BBI x0TUTE MpocMoTpeTh MHpopMalimo 00 DT n cepTudmkaTe rmoamnmcyumka, Bbije-
JIATe 3aIllCh B CIIMCKe OKHa Pe3ysbTaT BBIIIOJIHeHWMs omepanuy 1 HaKMUTe Ha KHOIKYy Me-

HepKep COOGH_IGHI/IH.
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L —————)
Bia onepatyin Bpema BxoaHoi dain: BixogHoi d
@Comamﬂe nogmMoy  00:00:00.14  C:\Users‘user\Documen... Ci\Usersius
6CD3D.EIHL-1E nognMoy 00:00:01.15  C:\Users'user\Documen...  CiiUsersius
QCD3D.E|HME noanMcd  00:00:00.15  C:\Users'user\Documen...  CiiUsersius

1| 1] [ 3

MEHEAMED COOBULEHMA. ..

CTaTyC 3aBepLUEHMA ONEPALIM: Yonex.

L NMTENEHOCTE BRINONHEHWA onepaun: 0:00:00, 14

BxonHoi dakin: C:Wsersiuser \DocumentstestiOmueT. docx

BrixogHomn dain: C:\Usersiuser\Documentstest\OrueT. docx
1| m [ 3

OrtkpoeTcst OKHO YnpaBJieHue NOANMCAaHHBIMM JAHHBIM, B KOTOPOM Bbl MOXKeTe:
1) ITpocMmoTpeTs moAmIMcaHHbIe JaHHBIe (KHOIKa IIpocMoTpeTs HampoTUB MMeHM aria)
VI COXPaHUTh MX Ha JIOKAJIBHBIVI KOMIIbIOTEp WIM OTUYYXX/JaeMbIl HocuTellb (KHomka Coxpa-

HUTB).

MCxoOHBIE AaHHbIE: C:\Usersuser\Documentsitest\OTyet N22.doox.sig

OTKPBITEIE AEHHLIE: OTqeT NOZ.docx

[I'IpomquETb...] [CoxpaHMTb... ]

2) ITpocmoTpeTs citemyromyto MHdopManmio (kHorka ITpocmoTpeTs):
e 0 100aBJIeHHOM K parily 2J1eKTPOHHOV OIINICH
e 0 cepTudmKare, C IOMOIIBIO KOTOPOro ObUT IToAIVcaH avil, 1 ero craTryce
e O IITaMIIaX BpeMeH! Ha HOAIINCH U ITOJIVIChIBaeMble JTaHHbIX

3) JobaBUTh OAINCH.
4) 3aBepuTh HOANIMCH(OOpaTUTE BHUMAaHMeE, YTO JIepeBO IOMIIVICEV TOJIBKO ABYXyPOBHEBOE,

T.e. 3aBepUTH 3aBepsitolyio DI yxxe Hesb34)
5) Pacniewarats madopManmio (kHonka Ha medars) o DI - B HoBoM okHe Opaysepa MS IE

OyneT cdopMupoBaHa evatHasi popma ¢ MHMOpMaIIVen O HOAIIVICH.

[epeBo noanvcel

Craryc Bnageney Tamunna Mra OTyecTeo

[ Weanoe Mean Meanosmu In
[J%* Weanos Mean MeaHosmu In
[J%# Weanos Mean MeaHosny In
1 Tl P

Mognucs: OobaeuTe 3aBEpHTE MpocHMoOTPETE

Onepawmm

OTNpaBKTE NOAMMCEHHBIA AOKYMEHT No email OTNpasuTE
PacmedaTaTe NogpobHYH MHDOPMELMAKD O NOANMoA PameqyaTtaTb
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6) OtnipaBuTh JaHHBIe 110 e-mail (kHomka ITo e-mail) - oTkpoeTcst HOBoe OKHO BBOIA MH-
dopmarvm 15t TIoTydaTessi coodImeHns (oOpaTuTe BHMMAaHMeE, YTO IS YCITeITHOV OIPaBKM
HeoOXOIVM HaCTPOEHHBIVI IIOYTOBBIVI KJIVIEHT).

5.9.3 [TOBABJIEHVME CONIOATIVICY (ITAPAJIIEJTBHOV TIOANVICH)

ITporpamma «KpunroAPM» mo3posisieT 100aB/IsATh 37IeKTPOHHBIE HOAIVCK K y>XKe ITOMIIN-
cagHOMY (paruty. Takor BapvaHT HOMATIVICH VCIIONIb3yeTcsl, Korjia HeoOXOIMMO HOAIcaTh davil
HeCKOJIbKVM I10JIb30BaTeIsIM (Halpumep, Ipy corIacOBaHUM JOKYMeHTa COTPYAHVMKaMMU OIHO-
ro otaesna). [Tpu 3ToM comoamnucey 1 MepBUYHas MOANNCE OyAyT MMeTh paBHBIN CTaTyc (paBHO-
3HAYHBI).

C nomorpio nporpammel «KpuntoAPM» Bl MoXeTe 100aBUTh 3JIEKTPOHHYIO IOAINCH K
OTAEJIbHOMY HOAIIMCAaHHOMY havily WIN K IIallKe ITOJIVCaHHBIX daruIoB (IIpu 3ToM OyjeT cos-
JaHa MOAINCH Il KaKOoro dparmia, BXOMAIIero B yKasaHHYIO IHanky. IlonmvicanHsle dariel
aBTOMaTMYeCKV COXPaHSIIOTCA B MaIIKy C VICXOIHBIMY JTAaHHBIMI).

J100aBnTh HOAIINCE K TIOANMCAaHHOMY (aruly (co3IaTh COMOMAIINCEH) BB MOXKeTe uepes:
e [JIaBHOE OKHO

® 3HAYOK Ha ITaHeJIV 3a1a4

e KOHTEKCTHOe MeHIO daria

Bribepure nynkT MeHio [Jo6aBute mopmuick. laee cienynite pekoMeHaanysim ITomorrr-
HUKa I10 BBITOJIHEHWIO OIlepaliyL:

1. Ha mepBoM mIare I yOpoIleHns paboThl BBl MOXKeTe BBIOpaTh B CHVICKE OHY U3 yXKe

yCTaHOBJIEHHBIX HAaCTPOEeK COo3/taHys noanvcy. Eciiv Bl XOTUTe B JTaJIbHEeVIIIeM VICIIOIIb-

30BaTh BBIOpaHHYIO HAaCTPOVIKY II0 yMOJTYaHMIO, IIOCTaBbTe ¢yiar B IyHKTe VIcImoap30-
BaTh HACTPOVIKY I10 YMO/TYaHUIO.

[AnA yrpoweHa paboThl Bbl MOKETE BoIODAETE YHE
YCTEHOBNEHHEIE HACTPOMKKM MNAPaMETDOE NOAMMCA:

HauMeHoBaHWe: ‘HDBE.'H HaCTPoAKE v'
a4 20 -

Wcnonss0BaT Hogan HacTpoiika
OTaen npoaask

2. BwibGepuTte manky c dariamMu 1IN OTIeIbHEIV paiiyl, KOTOpble HeOOXOIMMO ITOINcaTh
(xaonkm [Jo6aBnTh Nanky 1 [1o6aBuUTh ¢arisI cCOOTBETCTBEeHHO):

Mma Pazmep [JaTta M3MeHEHWA MyTe
OTueT N21.docx.sig 13.8KEB 22.03.2013 15:45:34 C: iU
OTyeT N22.docx,sig 17.4KB 22.03.2013 15:55:01 C:iUsi

22.03.2013 16:54:00

1 | 1] | 3

[ AofaBEuTe dain ] [ﬂnEaBMTb nanky ] [ YaanuTe ] [YHEHMTI:- E:::e]

MpocMoTp
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3. B okne IlapameTphI moarmvicy BBeIyTe HeOOXOIVIMBIE CBOVICTBA OOABIISIEMOV TIOJIITVCHA.

CBoicTBa noanuau

Mcnonb30BaHME NOANMCK: | [He 3anaHo] 'J

KoMMEHTapMit K Noanvon:

BKrtOYMTE B MOAMKCH! [Bce cepTUOUKATLI NYTH CEPTMOMKALIM - V]

[V] BkntowmnTs BpemMa cosaaHua noanuoi

|| BKNOYMTD WTaMN BpeMEeHU Ha NOANUCHIBAEMbIE AaHHbIe

|| BkntounTb WTamMn BpeMeHm Ha NOANUCH

[7] BrntounTh B NoanMce AoKasaTeNbCTBa NOANMHHOCTM

1) Vicmonp30BaHMe IIOAIIVICH;
Ykaxure HeoOXxomyMoe HasHadeHMe roxmicy. O TOM, Kak cO3jaBaTh HOBBIe Ha3Hade-
HVISI BBI MOXKeTe Y3HaTh B paszieste Oreparyy co ClipaBOYHMKaMY Ha3sHaYeHUT.

2) KoMmMmeHTapuit K IIOATINCH;

KoMMeHTapmeM K IIOOMIVCH MOXeT CJIYXXUTh MHMOpMals, IpelHasHaueHHas JIIO/sM,
MPpOCMaTPMBAIOIINM ITOAICAaHHBIN TOKyMeHT (HarpuMmep, "CorracoBaHo!").

3) BK/II0OYUTH B IOANVCH:

- TOJIBKO cepTudMKaT BiIajiesiblia - PeXVM, YCTaHOBJIEHHBIV 110 YMOTYaHuIo. B aTpuby-
TBI IIOAIIVICY JOOABIIeTCs eAMHCTBEHHBIVI cepTudMKaT;

- Iy Th cepTudmKalym 6e3 KOpHeBOro cepTudmKara - B aTpyOyTHI IOAINCH J00aBIIdeT-
Csl IeTIoYKa cepTrdMKaTOB, 3a MCKIIIoUeHieM KOPHEeBOro cepTuduKara;

- Bce cepTMMKATHI IIyTV cepTUdUKALNN - B aTpUOYThI HOAIINCY J00aBIIgeTCs BCs 1ie-
IIOYKa cepTndMKATOB, B TOM UMCIIe I KOPHEeBO cepTudmKat;

- He BKJIIOYATh CepTMUUKATHI B IIOANCH - B aTpUOyTHI IIOAINCH He BKIIOYAIOTCS cep-
TUUKATBIL.

4) Onuym BxiIrounTh IITaMII BpeMeHM Ha MOAIMchbIBaeMble JaHHBIEe M BKIrounThb
IITaMII BpeMeHM Ha MOINMNCH, TOCTYIIHBI TOJIBKO PV yCTAaHOBJIEHHOW JIMIIEH3UM Ha
Monyis TSP.

5) Onums BKIOUMTH B MOAINCH T0Ka3aTeIbCTBAa IOIJIMHHOCTM [JOCTYIIHA TOJIBKO

1pu ycraHosjieHHOM JinileH3un Ha «KpunrroAPM CranmaptPRO».

¥ Ilodpobree o nacmpotixe napamenpo8 cosdanus nodnucu Bv. Moxeme npouumans 6 pasese Ha-
——  cmpouku onepayuu nOONUCHU.

3. [asiee BbIOEpUTE JIMUHBIN cepTUdMKAT, KOTOPIVI OyzieTe MCIIOIb30BaTh I CO3IaHMs

mororauTerbHo DI

CepTHQMKaT ANA Co30aHMA NOAMKMoA

Brageneu cepriudwmraTa:  CMN=0lga Okhotina, 0 =Digt,L =lowkap-Ona,s=P

XewW anNropHTH: ISH-ﬁ-'l hd I

Buibpate I II‘IpomoTpETb I

B »TOoM Xe okHe YKaxxure, 6y):[eTe JI1 BbI OTIIPABJIATH BBIXOIIHBIE CpaVIJ'IBI I10 3JIEKTPOH-

HOVI I10YTe:
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OTNpaBka No ANSKTPOHHOM NoYTe

| OTNpaBuTE BeIXOAHLIE GEknLl ND 3NEKTPOHHON NoYTE
| OTKPEITE OKHO NOYTOBOrD KMEHTA

BrIfop KaTaNora CoXPaHEHWA BeIXOAHBIX DEMNoE

MoMECTUTE BbIXOAHBLIE EI:IEILTU'IbI B }'KE3EIHHI:ILT1 KaTanor

4. ]Ins oTIpaBKM IOJNVICAHHBIX JIAHHBIX 110 JIEKTPOHHOV I0YTe YKaXuTe TeMy cooOIe-
HMsL, aJipec MojTydaTeris M TeKCT HVChMa:

Tema: [JoKYMEHTEI PACCMOTPEHE

Anpec: user@mail.ru A

Coofwerre:  [MonyYeHHble AOKYMEHTEI PACCMOTPEHE! M NEPEAaHE! HE
NOANMCE pyKoBoAMTEMO|

5. Eam Ha panee Bbl ycTaHOBWIM bjlar BKIIOUMTE IITaMII BpeMeHM Ha IOANMCHIBae-

MbIe JaHHBIe, B CJIeAyIOIeM OKHe YKaKuTe HapaMeTpbl CiTy KObI ITTaMIIOB BpeMeH.

6. Ilocie cOopa maHHBIX I JOOaB/IeHMs MOAIMCY BO3HMKHET OKHO C MHOpMaluen o
cTaTyce oreparmy 1 ob MCIIOIb3yeMbIX IapaMeTpax: cepTudmKaT, KOTOpbIM ObUT OI-
mvicaH dparwt. 115 mponospkeHns HaKMUTe Ha KHOIKy ['oToso.

YkazaHHble mTapaMeTpsl 1o0aBeHns DI1 MOXHO COXpaHWUTH B HaCTPOVIKY B KadecTBe
ma0jI10Ha IS TajIbHeTIIIero VCIIoIb30oBaHms. 1 3Toro nocraspTe ¢jiar B myHkre Co-
XpaHUTH JaHHBIE B HACTPOVIKY IJIsA JajIbHeIIIero MCcIojIb30BaHMs 1 BBeITe HariMe-
HOBaHMe HacTpomKn. Taxke BbI MOXKeTe COXPaHUTh BCe JaHHbIe B yKe CYIeCTBYIOIIYIO

HACTpPOVIKY, BEIOpaB ee Ha3BaHVIe M3 CIVICKA.

77| COXPaHUTE AaHHGIE B HACTPOIKY ANA
AANEHERLWEND MOMONLI0EEHNA

HaumeHoBaHWE:  HacTpoiika 1 hd

HacTpouTe oTobpameHie waros MacTepa Bel momeTe
B MEHHD NMPMAOHEHMA “YNPABNEHWE HACTPOMKEMA ™,

| < Hazag |[ MoToBO ] | OTMeHa |

7. [anHble OyAyT HOAIMCAHBI C MCIOIb30BaHMEM Balllero JIMYHOro ceptudurkara. Hau-
HeTcs ITpollecc nmofammcy daria. Bel MoxeTe IipepBaTh ero, HakaB Ha KHOIIKy OTmeHa.

8. Tlpu oTmpaBKe HOAIMCAHHBIX JIaHHBIX I10 JIEKTPOHHO ITouTe (ecn Bbl yKasaim "Ort-
KPBITh OKHO IIOYTOBOI'O KJIMeHTa') OTKpoeTcss OKHO Balllero IIOYTOBOIO KiIVeHTa [JId pe-
IaKTUpOBaHMs COOOIeHNs Ieper] OTIIpaBKOV. BHecuTe HeoOXomyMble M3MeHEHUs U
OTIIpaBbTe MVICEMO CTAaHIAPTHHIM 00pa3oM.
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-
Pesynbtat BniNCAHEHWA cnepaukk (Jobasneqye nognuce)

r——

[ ' MogosawTe, MPOMCKOAMT OTMPEENEHME INEKTPOHHOM OTMEHUTE BCE

Q-H noYTEl

Ofuee BpeMA onepalta: 00:00: 11 feTann ==
3anycTWTE MACcTEp CHOBA

[ ] 3aKphiTh OKHO, ECTIM HET OLWWMGOK W 3aMEYEHMT

1
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9. TIlocre 3aBepIIeHV ollepall BO3HVMKHET OKHO Pe3yanaT BBIIIO/THEHWMS OIlepannn.

YT00BI IMPOCMOTpPETH [IeTa/IbHYI0 MH(POPMAIIVIO O pe3ysIbTaTax Jo0aBIeHs TIOATIVICH U

VICITIOJIB3YEMBIX IIapaMeTpaX: MM VMICXOIHOT'O q)aﬁma, TIMA BBIXOOHOI'O Cpaﬁma, CTaTycC 3a-

BepIIEHM O11epaniyl, [INTEeJIbHOCTD BBIITOJIHEHVIS OIlepalivivi, HaAXXMIUTE Ha KHOIIKY )le-

TaJIn:

=< [leTand

@~

] 3anycTHTE MacTep cHosa

[] 3akpeiTs okHo, BCnM HET oWMBOK M 3aMEYEHMI

Ecimt BBI XO0THTE TIpOCMOTpeTh [lepeBo moarmmicert, BhIIe/INTe CTPOUKY C OIleparyert 1 Ha-

ZKMWTE Ha KHOIIKY MEHED,)KEP COOGH.IEHI/IH. OTKpOGTCSI OKHO lepaBneHvIe IIOAIIMCaHHBIMM

JAHHBIMM, KOTOPOE COIEePXXUT IepeBO ITOIIVICe:

Bun onepaLyd Bpema BwoaHol daiin: BrixoaHoH d
oﬂuEaBnEHME nod... 00:00:00.35  C:\Users'user\Documen. ..

NofasneHwe nog... 00:00:01.36

MeHeawep coofWEHKMA. .

CTaTyc 3aBeplIeHHA OnepaLyn; Ynex,

ANUTensHOCTE BEINONHEHMA onepaun: 0:00:01, 36

BxoaHoi dain: Ci\Usersiuser\Documentsitest\OTueT N23,

BrixooHoi dain: C:\Users\user\Documents\testiOTuet N23.
4| L] | 3

B oxkne ynpaBJ’IeHVIe HoaIMcaHHbIMM OJaHHBIMW Bbl MOXKETE, BBIIIOJIHUTH CJIENYIOIyie

oreparvmn:

1) ITpocMmoTpeTh TofIMcaHHBIe JaHHbBIe (KHoNKa ITpocMoTpeTs HanpoTuB MMeHM damia) U

COXPaHUTb VX Ha JIOKaJIbHBIVI KOMITBIOTEP WM OTUYy>KIaeMbIll HocuTesIb (KHoIKa CoOXpaHWUTh);

123



OO0 «ndposrle TEXHOIOT MM PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

BhibpaHHbIA dalin
MOANMCEHHEIA 0OKYMEHT: C:Wsers'Mll'\Desktop\PyroBoacTeo no paboTe © KpunToAF

Dain NoanMoI:

HenoAnMCaHHBIR OOKYMEHT.

MMa noKymMeHTA: PYKOBOACTED No pafoTe ¢ KpunToAPM M3 KOMaHAHOM CTpoH

[ MpocMoTpeTE ]’ CoXpaHuTb

2) ITpocmoTpeTs 1 pacrievataTh MH@OpMaryio (kHomka IIpocmorpers).
e 0 1100aBjIeHHO K pariTy 371eKTPOHHOVI IIOIIVICH;
» 0 cepTUdUKaTe, C IOMOIIBIO KOTOPOTo OBUT IIOAVICAH (paviyl, M €T0 CTaTyCe;
e O IITaMIIaX BpeMeHM Ha ITOIIVCh U IOIVIChIBaeMble JTaHHBIX;
3) [1o6aBnTh OAMINCH K YyKe MIMEeIOIITVIMCS.
4) [ToGaBUTE 3aBEePSIOIIYIO ITOAIVICH (0OpaTiTe BHUMAaHVIE, YTO JIePeBO ITOMIIVICEV TOJIBKO JIBYX-

YPOBHEBOe, T.€. 3aBepUTh 3aBepsitoliyto D11 yke Herb3s).
[epeso noanMcel

Craryc Bnageney OpraHvzayma IHH
~*  Heanos Mead Vieanoeny  Internet Widgits Py Ltd
[«]%# Weanoe MeaH MeaHoewu Internet Widgits Pty Ltd
[“]4%* Weanoe Mean Meanosuu Internet Widgits Pty Ltd

4 L 2

| =

Moanvcs: AobaeuTe ] [ SEBEpMTE ] [ MNpocMoTpETE ]

OnepaLi

OTAPEEMTE NOAMWCEHHEIR DOKYMEHT No email OTNpas1Tb
PacneyYaTaTh NoapabHyH MHDOPMALAKD O NoAMKoA

5.9.4 [1OBABJIEHUE 3ABEPSIOIIEV IOOIIVICU

ITporpamma «KpunroAPM» 1mo3BosigeT 3aBepuTh HMOIIINCH JPYIOV 3JIeKTPOHHOW ITO/IIN-
ChIO (CO3/1aTh IIETIOUKY IeKTPOHHBIX Mommcert). B aTom cryuae xaxmas ciaemyrorast D11 moz-
mviceiBaeT Ty DI, KOoTOpOI ITepBOHAYaIIbHO OBLI ITOAIVICAH (PaTAL.

Takovt BapmanT noxmvicy ("'3aBepsitoIniasi TOAINCE") UCIIONIb3yeTcs], Korja HeoOXoIMMo 3a-
BEePUTD VICXOAHYIO HOAINCH dariIa OHOV WIV HeCKOJIbKMMM 3IeKTPOHHBIMY HOAIIVCSAMMU [IPY-
I'VIX JOJDKHOCTHBIX jn,. Llerouka moprviceri MOXKeT COCTOSATh M3 2 YpOBHeV: IepBUYHasl IO/-

IIVICH VI 3aBepsiIoIIyie TIOIIVICY Hafl Hevl.

Credyem nomuums, umo 041 npobepku noonucetl, coOCmMaBAAIOUUX UeNouKl, HeodX00UMO,
4 ' L ymoBel Y adpecama umeaucs 6 Haiuuuu kopHeBuie cepmudpuxamol, nooméepxoaroujue 1noo-
AUHHOCb AUUHBIX cepmupukamol noav3oBameneil, noonucabuiux gati.
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C nomompio mporpaMMbl «KpuntoAPM» BBl MOXeTe 3aBepuUTh CBOEV JIeKTPOHHOV TOJ-
IVICBIO OTAEJIbHBIV HOATIIVICAHHBIV (Pavul VIV MarKy MOANVICAHHBIX (paryioB (IIpy 3TOM Oyaer
co3jlaHa HOAIVICH IS KaXXIIoro dparla, BXOIAIero B ykasaHHyIo nanky. Ilogmicannsle davuibt
aBTOMAaTMYeCKV COXPaHSIOTCS B IaNKy C MICXOAHBIMI JaHHBIMMA).

BeIToNIHATE Omnepanvv 3aBepeHMs MHOMINCK MOXHO IUIS OTHEIBHOro dpavila M IPYIIIBI
daiioB gepes:

® TJIaBHO€ OKHO

® 3HAYOK Ha IIaHeIN 3a1a4

® KOHTEeKCTHOe MEeHIO CbaVIJ'Ia

11 TOrO YTOORI 3aBepUTh IOANINCH dparliia, BbIOepuTe IIyHKT MeHIO 3aBepUTh IIOANNCh.

Haee ciiegyvite pekomenganysm [ToMoIHKa 110 BBITIOJIHEHMIO OIlepalivin:

1. BriOepure namnky ¢ dariaMu Win OTOeJIbHBIV (aril, KOTOpble HeOOXOOVIMO 3aBePUTh
3JIeKTPOHHOVI ITOINCEIO (KHONKYM [o6aBuTh manky 1 1o6aBuTe ariz cooTBeTCcTBeH-
HO).

Mma Pazmep [lata M3MeHeHWA MyTe
OmyeT N21,docx,sig 13.8KB 22.03.2013 15:45:34 C:\Usi
OTyeT N22.docx.sig 17.4¥B 22.03.2013 15:55:01 C:\Usi

22.03.2013 16:54:00

1| 1] [ 3

[ OobaeuTe dain ] [ﬂoEaBHTb nanky ] [ ¥aanMTb ] [‘FnanMTb EFCE]

| MpocMoTp

2. YcraHoBUTe NapaMeTphbl Oe30IacHOCTY U yaaleHus (ariios.

KaTanor AnA BpEMEHHBIX daANoE:
C:WUsersiuserDocuments itempl, E]

(Ecni none nycToe, ByAST MONoNb30BaH BpEMEHHBIN KaTanor Windows
Mo YMOAYEHMKD)

YpoBeHs DE30NACHOMD YOANEHWA DaAN0E [I—uﬁ:-'.mﬁ T]

BhlknoqeHo
Hi13k1i
CpegHuia
BhbicorMiA

3. Tlocrte cOopa maHHBIX AT CO3MAHNMS 3aBePSIOIIeVT IIOAIINCY BOSHVKHET OKHO C MHGOP-
Maryert o cTaTyce oIeparuy 1 o0 MCIIOIb3yeMbIX ITapaMeTpax: cepTrdmKaT, KOTOPbIM
ObU1 TonmicaH dpavit. 71 IpoIorDKeHs HaKMIUTe Ha KHOIIKY T'oToBo.

4. OtkpoeTcs OKHO YmpaBiieHMe MOAIVMCAaHHBIMU JaHHBIMM (I KaXIoro darvia, Iof-
OMCh KOTOPOTO HeOOXOIMMO 3aBepUTh, OTKPOETCs cBoe OKHO). B moste [TepeBo mogmm-
cevt BbIOepUTe MOAIINCH, KOTOPYIO HEOOXOAMMO 3aBEPUTh, VI HAXKMUTE Ha KHOIIKY 3aBe-
PWTB IIOOIINCH.
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Nepeso nognucei

Cratyc Bnageney Tam... Fma Orue.. Opranuzaymns

~*  MWeanos Mean Meanoenu Internet Widgits ...

4 n | F

| ()
roaves o]

5. Otkpoetcs moMontHMK 1o cospanyio DI1. [1ys yrporrieHns paboThl BBl MOXKeTe BHIOpaTh

B CIIVICKe OJIHY M3 y>Ke YCTaHOBJIEHHBIX HacTpOeK [1jId co3fgaHms noamvcu. Eciam Bel xo-
TUTe B JaJIbHEVIIeM VCII0JIb30BaTh BEIOPaHHYI0 HACTPOVIKY IO YMOJTYaHMIO, ITIOCTaBbTe
dr1ar B nyHKTe Vcmo1p30BaTh HaCTPOVIKY IO YMOTIaHMIO:

AnA yNpolWeHA paloTel Bel MOMETE BRIODaTE YHE
YCTEHOBMNEHHBIE HACTPOMKI NE3PaMETHOE NOOMMCA;

HauMeHoBaHME ! ‘HDBE.'EI HACTPOHKE v'
(4 e -

Mcnone30BaT Hogaa HacTpoiika
OTaen npogax

6. B okwue IIapaMeTPHhI IIOAIIVICY BBEIVTE H€06XO)Z[VIMI)I€ CBOVICTBa )Z[O6aBHSIeMOT7[ ITOOIIVICU

CEOMCTEa NOAMMoI

McNonk30BaHKE NoAMMoA: [ [He zagaHo] "]

KOMMEHTEPMIA K NOAMKMOA:

BrnroumnTe B nognuoe: [I'IyTb cepTHdMKaLMK Bes KopHesora "]

BRMMOUMTE EPEMA COZAEHMA NOAMHMCH
(| BrntouMTE WITaMT BPEMEHN Ha NOAMMCLIBAEMEIE AaHHEIE
[ BrnrounTE WITaMT BpEMEHN Ha NDAMMCL

I:l BrmbOuMTE B NOANWCE A0KA33TENCTES NOANMHHOCTH

1) Vicmosip30BaHMe IIOAIIVICH;
Vkaxure HeobxommmMoe HaszHadeHme mopmmcu. O ToM, KaK CO30aBaTh HOBBbIE HasHaue-

HMS Bl MOXeTe y3HaTh B paszesie Onepaliyy co clipaBOYHMKaMy Ha3HaYeHUI.

2) KommeHTapmit K OJMIVACH;

KoMMeHTapueM K IIofmnmcy MOXeT CJIYKUTh MH@opMalys, MpelHasHaueHHas JIIO/sM,
IIpOCMaTpPMBAIOIIVIM IIOAIVICAHHBIN TOKYMeHT (Harrpumep, "CortacoBaHo!").

3) BK/IroYnTH B IOOINCH:

- TOJIBKO cepTudUMKaT BiIajiesiblia - peXuM, yCTaHOBJIeHHBIVI 110 yMoT4aHuio. B aTpuby-
ThI IIOAIIVICY J0OaBIIsIeTCs eAMHCTBeHHBIN cepTrdUKaT;

- Iy Th cepTudmKaIym 6e3 KOpHeBOro cepTudmMKara - B aTpuOyTHI TIOAINCH Jo0aBIIdeT-
4 LIeroYKa cepTudmKaToB, 3a MCK/IIoUeHieM KOPHeBOro cepTudukara;

- Bce cepTudUKAThI ITyTV cepTUdUKaNUM - B aTpUOYThI HOAIIMCY J00aBIIgeTcs BCs 1ie-
IoYKa cepTudUKaTOB, B TOM YNCJIe M KOPHEBOV cepTudmKaT;

- He BKJIIOYATh CepTMU@UKAThI B IIOJINCH - B aTpUOYTHI IIOINCH He BKIIOYAIOTCS cep-

TUUKATHIL.
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4) @marm BxarounTh mITamMn BpeMeHM Ha HOAIMChIBaeMble JaHHBIE 1 BK/IIOUUTH
IITaMI BpeMeHW Ha MOJIINMCH, JJOCTYIHBI TOJILKO IPY YCTaHOBJIEHHOW JIMIIeH3UM Ha
Moptyis TSP.

5) ®snar BkiroounTe B IOANNMCH J0Ka3aTeIbCTBa MOIJIMHHOCTH JOCTYIIeH TOJIBKO IIpu
ycraHossieHHOV yniieH3um Ha «KpuntoAPM CrangaptPRO».

Y| Ilodpobree o nacmpotixe napamenpod cosdanus nodnucu Bvi Moxeme npouumans 6 pasdee Ha-
— cmpouxu onepayuu noonucu.

7. Ecim Ha paHee Bbl yCTaHOBWIV q)nar BxorrounTs mrramMm BpeéM€HN Ha II0AIIVCbIBae-
MblI€ JaHHBbIE, B CJIEAYIOIIEM OKHE YKaKMTe IIapaMeTPbI CHV)K6LI IIITaMIIOB BpEMEHII.

8. [asiee BBIOEpUTE JIMUHBIN CepTM(UKAT, KOTOPBI Oy/eTe MCIIOIB30BaTh 1)1 CO3AaHs
DIl (xHomKa Bp16paTh).

CepTUQMKET ANA COSAEHUA NOAMAC

Bnaneney, EEI:ITMEI:IMKEITEI: CM =':||QEI Okhoting, 0 =Digt,L =|:'.1I:ILIJF-'.E|:I -Ona,5=F

XELW anropuTH: | SHA-1 hd |

BribpaTk | |I'I|:u::|:MDT|:uETb|

B sTOoM Xxe okxHe YKaXxmure, 6y)1eTe JIVI BBI OTIIPAB/ISATh BBIXOIHBIE (136117[]11)1 110 3JIEKTPOH-
HOVI I104Te:

OTNpaEKa No SNEKTPOHHON NoYTE

| OTNpaBKTE BeXOOHEIE B3ANEI N0 3NEKTPOHHON NoYTE
¥ | OTKDBITE OKHO NOYTOBOMD KMNMEHTE

Bribop KaTaNora CoXpaSHEHMA BeIX0AHEX QSAN0E
MaMecTHTE BeixoAHElE Galins! B YKa3aHHbIN KaTanor

9. [Ii1s oTHpaBKM IOAIVICAHHBIX JTaHHBIX I10 3JIEKTPOHHOV IIOYTe YKakKMUTe TeMy COooOIIe-
HU, afipec MojIyJyaTesis ¥ TeKCT IchMa:

Tema: JOKYMEHTEI PACCMOTPEHE

Anpec: user@mail.ru -

Coobuwerre:  [MonyyeHHEIE QOKYMEHTEI PACCMOTPEHE! M NEPELAHE! HA
NOAMKMCE PYKOBOOMTENHD)

10. JanHsle st 3aBepenys moamicy coopanel. Haxxmure Ha kHONIKY ['oTOBO.

11. JagHble OyayT moANvcaHbl. B pesysbTaTe onepaiiy B OKHe YIIpaBjieHMe MOIIIVMCaH-
HBIMM JaHHBIMMU IIOSBUTCS 3HAYOK 3aBepsrolleri HOAIMCK (B MepapXuil 3aBepsroast
HoANVCh Oy/ieT IOAICHI0 BTOPOIO YPOBHS).
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Aepeso nognuce

CraTyc Bnageneu Oprannzauma
Cw® KMeaHoe Mean Meanoeny  Internet Widgits Pty Ltd
4 TepenTtuii PycankuH Internet Widgits Pty Ltd

B oxHe Ynipasiienne mogncaHHBIMY JAaHHBIMM Bbl MOXKeTe:
1) IIpocMoTpeTs HopamicaHHBIe JaHHble (KHOIKa ITpocMoTpeTs HanpoTus MMeHU darvia) 1
COXPaHUTb MX Ha JIOKAJILHBIV KOMITBIOTEP WJIV OTUY KIaeMbIVl HOcuTesIb (kHoIKa COXpaHWUTB).

BrIOpaHHEI daiin
MoAnMcaHHEIA gokymenT: |G Wsers Mll'\Desktop\PykosoacTEo No paboTe ¢ KpunToAF

dain nognMoA:

HenoanucaHHEIR 4oKYMEHT
WMMA QoKyMeHTE: PykoBoacTED No paboTe ¢ KpunToAPM M3 KOMaHAHOIA CTPO

[ MpocMoTpeETL ][ CoxpaHuTb

2) ITpocmotpeTs mHPOpMartiio (KHorka IIpocmoTpeTs)
— o 3asepsrorier DI (aTpuOyTHI 11 aJITOPUTMBI ITOIIIVICHA);
— 0 cepTudmKare, C IOMOIIBIO KOTOPOTo OBbUI ITOAIICaH pariyl, VI ero CTaTyce;
— O IITaMIIax BpeMeHV Ha ITOMMVICh 1 TIO/IChIBaeMble TaHHBIX.

3) [J006aBUTh COMOAIINCE.

4) 3aBepuTb IEPBUYHYIO IOIINCH ellle OIHOV 3aBepgrolert (oOpaTuTe BHUMaHMe, UYTO JepPeBo
IIOJTIVICEVI TOJIBKO ABYXYPOBHEBOE, T.€. 3aBepPUTh 3aBepsitoltyio DI yxxe HeIb3s1).

[epeso NognMceR

Cratyc Brnageney, OpraHuzayma IHH

[« Weanoe Wean Meanocewy  Internet Widgits Pty Ltd
4#  TepenTui Pycankud Internet Widgits Pty Ltd

Moanucs: 3aEepUTb MpocMoTPETD
Onepawwn

OTAPEBMTE MNOAMWCEHHBIA AOKYMEHT Mo email
PacmeyaTaTe NoapobHyH MHOOPMELMKD 0 NoanKoA PacmeyaTaTh

5) OtrpaBuTh JaHHBIE II0 ITOYTE (IJIS 3aBEPIIIEHNS STOV Ollepariyi HeOOXOIMM HacTPOEHHBIN
TIOYTOBBIVI KJIVIEHT).
6) PacniegaTaTh MHQOPMAIIMIO O TIOIIVCH.

5.9.5 TIPOBEPKA DJIEKTPOHHOW IIOJIVCH

C nomompro rporpaMmMbl «KpunrroAPM» Bbl MOXXeTe IPOBePUTh KOPPEKTHOCTD 3JIeKTPOH-
HOVI HIOJIVCK OT/IeIbHOro damia win Manky ¢amwios (IIpy 3ToM OyzeT IpoBepeHa MOAIINCH
KaX7Joro ¢amia, BXOISIIero B yKasaHHYIO Harky. BeixogHbie daruibl aBTOMaTHMYeCK coxpa-
HSIOTCS B MAIKY C MICXOAHBIMY JaHHBIMM).
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npOBepVITB KOPPEKTHOCTD C-)J'IeKTpOHHOVI TIOOITVICY BBl MOXXETE Yepes:
® TJIaBHO€ OKHO

® 3HAYOK Ha ITaHeJIV 3a1a4

e KOHTEKCTHOe MeHIO daria

BBI6epT/ITe IIYHKT MEHIO HPOBepI/ITI) IIOOIINCH. ,Hanee C.TIEZ[YI;ITG YKa3aHVAM HOMOH.IHT/IK&

IPOBEePKY 3JIeKTPOHHOW ITOJIIVICH:

1.

Ha II€pBOM IMlare JJIs1 YIIPOIIEHVIA pa6OTBI BbI MOJXeTe BbIGpaTB B CIIVICKe OIHY M3 yXXe yC-
TAaHOBJIEHHBIX HACTPOEK. Ecm BBI XOTUTE B OaJIbHEMIIIeM WCIIOJIL30BaTh BI)IGP&HHYIO Ha-
CTpOT;IKy 110 YMOJI9aHNIO, IIOCTaBbTe q)nar B ITYHKTe WUcnonbp3o0BaTh HaCTpOVIKy I10 YMOJI-
YaHWUIO.

[ na yrpoweHa paboTel Bol MOKETE BEIDPATE yHE
YCTAHOBNEHHEIE HACTPOMKKM MNAPaMETDOE NMOLMAC:

HamMeHosaHwre: |HoOB&8A HaCTpoika -
4 =0 -

Wnone30BaT Hogas HacTpoiika
OTaen npoaask

BriGepure daru1 wim nanky daiios, noamnvcadHeIx JI1, KOppeKTHOCTh KOTOPBIX He0OXo-
IOVIMO IpoBepuUTh (KHOIIKM [106aBuTh manky v [JJo6aBuThk dar).

Beibop daitnos
BribepTe daine! WibpoBaHHEIX ASHHEX MK hainkl COBMELLLEHHDIA
NoanucH
Mma Pazmep [laTa M3MEHEHMA MyTe
OTueT N21,.docx,sig 18.3KB 22.03.2013 15:45:34 Ci\s
OTyeT N22,docx,sig 174KE 22.03.2013 15:55:01 CiUs
OTyeT N23.docx,sig 17.4KB  22.03.2013 16:54:00 C YU

4 1Ll I

NobaeuTe dain ] [,ﬂuﬁasmb nanky ] ¥anMTh

ITocrre cOopa maHHBIX IS CHATVE M IPOBEPKYM HOAIVICY BOSHMKHET OKHO C MH@OpMaIyenn

0 cTaTyce onepauuy 1 o0 MCIIONIb3yeMbIX IapameTpax. [Ijis IIpogopkeHysl orepaly Ha-
XMUTe Ha KHONKYy ['oToBo.

Ecimn B dharute mopgmnmmicy cogepXuTcsl ofHa IIOAINCH (HeT JIOIOIHUTeIbHEIX 1/ VIN 3aBe-
PAIONINIX), TO IIPOBEPAeTCs KOPPeKTHOCTh DT 11 1ericTBUTe/IbHOCTE cepTudmKaTa OTIpaB-
tesist. Ecm B darute DIT cogepxumTcs 60r1ee 0HOV MOMIVICH, TO IIPOBepseTcs KOPPeKTHOCTh
Ka>K[IOVi ITOJITVICY B KOJUTEKIIVIVA.

Otkpoetcsi OKHO Pe3ybTaT BBIIOJTHEHM: OIlepamyu, B KOTOPOM OTOOpasuTCs CTaTycC OIle-
par. Ecom ofHa vIvt HECKOJIBKO TIOIIVCeVE He [IeVICTBUTEeIbHBI, 3TO OyleT oTpaXkeHo B
craTyce. YToOBI ITPOCMOTpPETH JleTalIbHYI0 MH(MOPMALIVIO O pe3ysibTaTax POBepKU ITOIIIN-
CV VI VICIOJIb3yeMBbIX ITapaMeTpax: MMs MCXOQHOro davvia, vMs BBIXOTHOTO dhaviia, cTaTyc
3aBepIIeHNs OIlepali, [JIUTeIbHOCTh BBIIOJIHEeHNs OoIlepaly, HaXMuTe Ha KHONKY [le-
TaJIn.
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-

PesynbtaT snincuiHEHWA cnepauuw (Mposepra 30)

o Yonex

] 3anycTuTE MacTep cHosa

[ 3aKpeiTe oKHO, BCAM HET

E T O S—

OLMBOK 11 3aMEYEHMIA

5. Ecym BEI XoTHTe ITpocMOTpeTh MHopMalino o nposepsemont D11 n ceprudmkare ropmic-
4lKa, BeIIe/INTe HeoOXOIMMYIO 3al1cCh B CIIMCKe OKHa Pe3yIbTaT BHINOIHEHMs OIleparmm
VI HOXMIUTe Ha KHOIIKY MeHnemxkep coobmenmsa. OTKpoeTcss OKHO YIIpassieHue ITOofIicaH-

HBIMV JaHHBIM.

B onepadym

pOBEpKE NOAMKCA
OI'IpDBEpr:a NoAnKCA
MpoBEpka NoAMKCA

Bpema BxogHoll dalin: BrixogHoi 4

00:00:00,27  C:\Usersluser'\Documen...
00:00:01.22  C:\Usersuser'\Documen. ..
00:00:00,23  C:\Usersuser'\Documen. ..

< |

1 | F

MeHen#ED COODLLEHIMA. . .

ByoaHoi dakin:

CTaTyC SaBepLUISHHA ONEPaLIAM: Yonex,
ANMTEeNEHOCTE BEINGAHEHWMA onepawyn: 0:00:00, 27

C:Wsersuser\DocumentsioTueTe\OTueT |

4

I I

Bbl MoxeTe ITpocMOTpeThb MCXOIHBIN (pavil 1 COXPaHUTE €ro 110 YKa3saHHOMY ITy TV (KHOIIKM
ITpocmoTpeTts 11 CoxpaHUTE HaIpOTHB 110JIs1 OTKpBITHIE TaHHEBIE).

BibpaHHEI dalin
MoAMMCEHHBIN DOKYMEHT

Dain NoanKMo;

HenoanucaHHEA OOKYMEHT.

HMMA aokyMeHTa:

|C:‘|,Users‘l_‘lﬂesktop‘lemBnnchu no patoTe c KpunToAF

|Pmsuncrsu no paboTe ¢ KpunToAPM M3 KoMaHaHOMA cTpot

[ MpocMoTpeTb ][ CoxpaHUTE ]

B ciyuae, eciin mpocMaTpuBaeMbIVt JIOKYMEHT siBJIsieTcst HoKyMeHToM Microsoft Word v
Microsoft Excel, 1 Ha KoMmbioTepe ycraHosileH nakeT Microsoft Office, MoxxHO HacTpouTh I0-

OapiieHVe MHPOPMALM O TIOAIIVICH

B KOHell JIOKyMeHTa (B cjiydae ¢ Microsoft Excel Ha ot-

IeJIbHBIVI JIVICT). BrIrounTs mobaprreHme mMHMOpMami O MOAIMCY MOXHO B BBIOpaHHOW IIO

YMOJIYaHVIIO HaCTPOVIKe Ha CTpaHuIie O6L[IVIX ITapaMeTpOB.

130



OO0 «udpoBble TEXHOIOTU»

PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

OrdeT 0 mpoBepKe MOAMIVICY MOXXHO IIPOCMOTpPeTh, BBIOpaB 3amich B ojie [lepeBo moamnm-
cen 1 HaXaB Ha KHOIIKy ITpocmoTpers. OTKpoercs: OKHO ¢ MHQOpMaIuert O HOAIINCH, CepTH-

q)MKaTe " ero CTaTYCe.
fepeso noanMcel

CraTyc

Bnageney Oprannzayua MIHH

~*  WMeanoe Mean Meancewu Internet Widgits Pty Ltd
[#*]%* Weanoe Mean Meanoeny  Internet Widgits Pty Ltd
[#*]%* WeaHoe Mean Meanoewy  Internet Widgits Pty Ltd

4 |

I k

3

MoanKce:

Onepawpm

OobaenTe ] [ 3aBepTh ] [ MpocoTpeTs ]

OTNpaEWTE NOANMCEHHEIN AOKYMEHT no email
PEMeYaTaTe NoAPOGHYID MHDOPMALAKD O NOAMMCH PaeY4aTaTs

B KpunirtoAPM mmeeTcsi BO3MOXKHOCTD BBIIIOJIHATH TPOBEPKY BHyTpeHHen noanvicu PDF
OOKyMeHTa. [[JIs BBIIOJIHEHNs IIPOBEPKM He TpeOyeTcs YCTAaHOBKM CTOPOHHWX IPVIIOXKEHWU
Kak, Haripumep, Adobe Acrobat Reader (Adobe Acrobat DC).

ITposepka mommmcn PDF mokyMeHTa OCyIIeCTBIISI€TCS aBTOMATWYeCKV Oe3 BBIITOJTHEHVIS
JOTIOITHUTEJIbHBIX HacTpOeK I10cjIe ero BEIOopa B MacTepe IpoBepKy noammcu. PesyssraT oTo-

6pa>1<aeTc5[ B Ouajiore, KOTOpBIIZ IIpeCcTaB/IEH Ha PVICyHKe HVDKe.

o Yonex

PesyneTat BRINCAHEHWMA onepauwn (MNposepra 30)

Oflee BpemA onepalt: 00:00:02

[ 3anycTuTe MacTep cHosa

[ ] 3aKphiTh OKHO, ECNM HET OLWWMGOK 11 3EMEYEHME

— O >

JaKpEITE

Bin onepaLyn Bpema BxonHoi dalin: BeiooaHoi

@I‘Iposepﬁa noanMck  00:00:01 C:\rmyHello World! _si...

OCIZBILEHME npoTo... 00:00:01.61 C:Ormyyr

£ >
OTKpLITE NPOTOKGM. .. MeHeg#ep coobweHws. ..

CTaTyC ZaBeplUeHHA ONepaLyn: ¥onex.

ONKMTENEHOCTE BRINONHEHWA onepawn: 0:00:00, 27

BxonHoi daiin: C:\OrmyiHello World! _sign_SHA 1. pdf
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5.9.6 CHJTUE M IPOBEPKA IOAIIVICU

IIpu mpoBepKe cOBMeIIIeHHOVI ITOAIIVICH CHavasla BIIIOJIHSAeTCS CHSTVE IOAIVICU C JaHHBIX
Y coXpaHeHMe MOAIMCAHHBIX TaHHBIX B OTHEIbHBIV (pailjl, a II0c/Ie 3TOro - COOCTBEHHO IIpo-
BepKa KOPPeKTHOCTV HOAIIVICHA.

C momompio mporpammel «KpuntoAPM» BBl MOXeTe CHATH M IPOBEPUTh KOPPEKTHOCTH
OIT otxenpHOrO darvia Wwiv nanku ¢avios (IIpy 3ToM OyIIeT CHsTa 1 IIpoBepeHa MOAINCH Ka-
Xporo darulia, BXOALINero B yKasaHHYIO HaIKy. BeixomHble daruIbl aBTOMaTUUeCKM COXpaHsi-
IOTCS B TIATIKY C VICXOIIHBIMVI JIAHHBIMU).

CHATH 1 IPOBEPUTHh KOPPEKTHOCTD JIeKTPOHHOVI ITOMIIVICH BBl MOXKeTe Yepes:

® IJIaBHOE OKHO

® 3HAYOK Ha ITaHeJIN 3a/1a4

® KOHTEKCTHOe MEHIO

YT10OBI CHATB U IIPOBEPUTH KOPPEKTHOCTD 3JIeKTPOHHOV IOAIINCH, BEIOepUTe IYHKT MEHIO
Cuare u nposeputs. [llarn IloMoniHuKa JaHHOM onepanyy COOTBETCTBYIOT Imaram Ilomorr-
HMKA IIPOBEPKI ITOIIVICH.

510 IIIM®POBAHME JAHHDBIX

[Indposa"me — 3TO IIpeodpasoBaHMe JaHHBIX B BUII, HEIOCTYIHBIV IS UTeHMs 0e3 COOT-
BeTCTBYOIIel MHpopMarny (Koda mudposaHys). 3ajiada COCTOUT B TOM, YTOOBI 00ecriednTh
KOHMMAEHIINATIBHOCTD, CKPBIB MH(OPMAIIMIO OT JIVII, KOTOPbIM OHa He IpelHa3HadyeHa, J1axe
ecJIV OHM MMeIOT JIOCTYTI K 3a1MPOBaHHBIM JaHHBIM.

Yro06r! 3ammmdposath aii, BaM MOTpeOyeTcss OTKPBITHIN KITIOU IIOIyvaTesIs 3aImdpo-
BaHHBIX JTaHHBIX. PacmmidposaTs gaHHBIE IIOTydYaTelIb CMOXKET, WCIIOIB3Ys CBOVI 3aKpPBITHIV
KITIOU.

C nomompio mporpammel «KpuntoAPM» Bbl MoXeTe 3a1dpoBaTh OT/AeIbHBI daril Wi
nanky ¢arios (IIpu 3ToM OyeT 3ammdpoBaH OTHEIbHO KaKIbI daril, BXOOSIINI B YKa3aH-
HyIO HaIKy. 3ammdpoBaHHble darIbl aBTOMATUYeCKM COXPaHSAIOTCS B IIAIIKy C VCXOIHBIMU
JaHHBIMM).
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5.10.1 ITIIM®POBAHWE

3ammdposaTh ¢daril BEI MOXeTe yepes:
® IJIaBHOE OKHO

® 3HAYOK Ha ITaHeJIN 3a1a4

e KOHTEKCTHOe MeHIO daria

Yro6k! 3ammmdposath daiis, ciiemyiTe peKoMeHaavssM MacTepa BbIIIOTHEHMS OIlepariyL:
1. Ha nepsowM m1are jisi yIpoIreHns pabOTHI BbI MOXeTe BbIOpaTh B CIIVICKe OIHY U3 yXe yc-
TaHOBJIEHHBIX HACTPOeK Jiid Immdposanus darios. Eciam Bl xoTuTe B JaJbHeVIIIIeM WC-

IIOJIB30BaTh BHIOPAaHHYIO HACTPOVIKY II0 YMOJIYaHMIO, IIOcTaBbTe dojiar B MyHKTe VMcmosb-
30BaTh HACTPOMKY I10 YMOJTYaHMIO.

AnA yNpolEHMA paloTel Bel MOXETE BeIGDATE YHE
YCTEHOBMNEHHBIE HACTPOMKK NEPEAMETPOE NOOMMOA;

HaMMEHDEEHME ‘HOEE.H HaCTpolika v'
= EH

Wcnone308aT Hopaa HacTpoiika
OTaen npoaax

2. Beibepure mamnky c¢ dpaviaMu VIV OTOEIBHEIV parl, KOTOpble HeOOXOAMMO 3ammdpoBaThb
(xHOmKM [T0o6aBuTE Nanky 1 [106aBUTEL (a1 COOTBETCTBEHHO).

MmMa Pazmep [NaTa M3MEHEHWA MyTe
OTyeT N2Z.docx 11,1KB 20.03.2013 15:10:19 C:\Usi
OTyeT N23.docx 11,1KB 20.03.2013 15:10:46 C:iUs
OTyeT.docx 11,1KB  20.03.2013 15:10:03 C:iUsi
1 | 1] 3
[ OobaeuTe dain ] [ﬂuEaBMTb nanKy ] ¥aanuTb
MpomaTp

3. B oTKpeIBIIIEMCSI OKHe YKaXKiTe HacTPOVIKM [IjIs1 BRIXOHOro popmaTa dpariia.
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KooMpoBKa W pacluMpeHIE

DER.+oanpoBKa | enc
@ BASES4-+«opupoBka *, enc
OTKMOUMTE cnyelHbIe 3aronoskun

ApMMEMPOBaTE Qainksl Neped WhposaHueM
C:\zers\user\Documentstest\OTueT. docx BribpaTt
@ MoMelWETE BoiXoaHEIE daknbl B yKa3aHHLIN KaTanor

C:\Usersiuser\Documentstest), Bribpats

| CoxpaHaTE CTPYKTYDY BNOMEHHOCTH KSTANOoE
| OTNpaBKTE BeiXoOHEIE DaANkElI MO 3NEKTPOHHONA NoYTE
¥ | OTKDBITE OKHO NOYTOEOMND KMMEHTE
| ¥aanuTe noxogHele dainsl NOCNE BeINOMHEHMA ONEPALMA

¥poBeHs DES0NACHOMD YASMNEHWA: |CpenHMH -

1) KommpoBka 1 pacipeHme;
¢ DER encoded binary X.509
e Base64 encoded X.509.[1)1s1 sTOrO BapMaHTa KOAMPOBAHMS Bl MOXKeTe yKas3aTh jiar
OTK/II09YNTE CJTy>KeOHBbIe 3ar0JI0OBKN.
Pacimpenns 3ammmdposanHoro darvia *.enc, *.p7m, *.pem.
2) ApxuBUpOBaTh arIbl Iepen mmudpoBaHeM;
B crpoke Mims dariia ykaxuTe Oy Thb 10 apXyBa ¥ VML CO3JaBa@MOTr0 apXuBa.
3) ITomemmaTh BBIXOAHBIE (pariyIbl B yKa3aHHBIVI KaTaiore;
Ecyi BBIOpATh 3TOT peXXVM U OCTaBUTD I10JIe BBOJA MYTH K KaTaJIory He 3aIl0JIHEHHBIM, TO
BBIXO/THBIe (pariyIbl Oy Ay T popMMpOBaThCs B KaTajiore BXOIHBIX (pariyIoB.
4) CoxpaHATB CTPYKTYpy BJIO’KeHHOCTU KaTaI0TOB;
5) OTripaBUTH BBIXOIHBIE (pariyIbl IO 3JIEKTPOHHOV II0YTeE;
6) YoanuTe McxoaHBIN (pariil I10c/Ie BBIIIOJTHeHMs ollepanus;
Ecyi BEI pertvm cosaTh paviyl COBMeIeHHOVI TIOAIINCY, Bbl MOXKeTe yIaJIUTh VICXOTHBIV
dparu1 ocsie BBITOIIHEHWS OIlepari.
7) YpoBeHB Oe30macHOrO yaaaeHUs

¥ Iodpobree o nacmpoiixe napamempo8 ypobis Gesonacroeo yoasenus uumaime 6 pasdese Ha-

| cmpouku xkamai0208 xparenus gaiiob.

4. B oxue CpovicTBa mmdpoBaHMs BEIOEPIITE PeXVM I POBaHS JaHHBIX.

1151 aTOTO TIOCTaBbTE MepeKiIouaTesIb HallPOTVB COOTBETCTBYIONIEV CTPOKI:
o Vicmosp30BaTh KpUNTOIIpOBaraep (B 3TOM ciydae B BbIIaJarollleM CHVCKe BbIOe-
pUTe HeOOXOIVMBIV TUIT KPUITTOIIpOBariiepa ¥ aJlrOpuTM I poBaHs)

B cayuae ucnoavsoBanus xkpunmonpobaiidepa «SafeSign CSP Version 1.0» pabouum aseo-
® ) pummom wugpobarus abraemcs moavko RC4.

r
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(@ WMcnonb3oBaTh KpUNTONpOBaIAED

PEMIAM LWIMDPOEEHWA ANA OTNPABMTENA COOALWLEHA

TWn KpUNTONPOB3MAEPa: [Cryptﬂ—Pm GOST R 34, 10-2001 Cryptograg v]

ANropuTH WHDPOBEHUS: [GDST 78147-89

)

Bnaneney cepTudikaTa:

ARropuTH WMGPOBaHA:

(7 Mcnonb30BaTe coBCTEEHHBIA cepTHdMKaT

BribpaTe MNpocMoTpeETL

BrntoumTe EEFITI-1¢II-1HEIT B CNMCOK I'IIIIJ'I".-"-IETEJ'IEIH

PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

e Vicnosnmw30BaTh cOOCTBeHHBIN cepTudMKaT s mmdposanus ([ Beibopa my-

HOro cepTudmKaTa VUCIOJIb3yliTe KHONKY BrpIGpaTs). [Tpu BEIOOpE JIMaHOTO CepTu-

q)VIKaTa IIpOBEPAETCA ero CTaTycC. JTvraabI CepTVIq)VIKaT ABTOMAaTMYEeCKN )Z[O6aBJI$I€T-

Cs1 B CIIVICOK cepTrdMKaTOB I10JIydaTesiei mmdpyemoro darvia.
r

HMrdopmaywa n—

- _— -

—

-

| BintouEH peskum W poBaHUE © MCMOAB30EAHNEM CEPTUGNKATE
oTnpaeuTend. Bam HeoBxogumo BplBpaTte CBOA CEpTUgMEET M3 AMYHOMD
xpaHunnwa, DCTaenTe PEKMM BRNHIHEHHBIAT

-

|| Her

¥ Modpobree o nacmpoixe napamempob wiugpobanus Ber moxeme npouumams 6 pasdese Ha-

——  cmpouxu onepayuu WMd?UOgﬂHMﬂ.

5. Ha cnenyrormiem 1mare BpIOepuTe cepTudMKaTHl HOIydaTesielt Imdpyemoro daria, wc-

I10J1b3y sl KHOIIKY [106aBUTE.

CepTUDMKETEI NONyHaTEne;

Brnageney, MznaTens Oeictentened ¢ JefcTeMTENE. ..
@Bamnbesa ... BacineesaMa... 26.03.2013 20.03.2014
¥JOnera Oxo... OnbraOxoTiHa  02.04.2013 02.04.2014
Enetposa A... Metposa Ama  09.04.2013 09.04.2014

f0aniTb [Ynanmb BCE ] [ MpocMaTP... ]

YT0oOBI MIMETh BO3MOXHOCTBH pacIiidpoBaTh 3aldpoBaHHbI BaMy ¢darul, Bbl JOJDKHBI

100aBUTh JIMYHBIV CcepTUdUKAT B CIUCOK CepTUUKATOB IIoIydaTesieVl 3ammdpoBaHHOTO
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damia. Ecmm Ha mpeppiiyineM Iiare Bbl BKIIIOUWIIM PeXWUM, OPY KOTOPOM I MM pOoBaHMs
OyreT MCTIoIB30BaThCA Balll JIMYHBIV cepTUdIMKaT, Ha Iare BeIOOpa cepTndMKaTOB IoIydaTe-
JIeVl OH aBTOMaTU4ecKy Oy/ieT 3aHeceH B CITVICOK.

~ Obpamume Brumarue, 015 wugppobarus Heobxo0uMmo, umods. Ki0uy omnpabumenrs u noay-
(= ) uamens moeau Ovims UCnoAb30Barbl 047 WUDPOBAHUA OAHHBIX.
6. s oTpaBkm 3amM@poBaHHBIX TaHHBIX IO 3JIEKTPOHHOV IIOUTe YKaXNUTe TeMy cooOIe-
HVIS, afipec TIoJTydaTesIs U TeKCT IVChMa:

Tema: KoHbaEHUMANEHD

Anpec: user@mail.ru -

CooBlleHe: | NloroBop HE PACCMOTPEHME W COMNECOBEHME

7. Tlocste 3aBeprieHnsi cOopa ITapaMeTpPOB ISl BBIIOITHEHNS MM POBaHs BO3HMKHET OKHO C
vH@OpPMaIIen o craTyce orepanuy 1 00 MCIIoIb3yeMbIX apaMeTpax: cepTrduKar, KOTo-
pbIM ObUI 3ammmdposan dat 1 cepTudmKaT Hoiaydarterns (-er). [1s mpogorpkeHus Ha-
XMUTe Ha KHOMKYy ['oToBo.

Beenennble B MacTep mmmdpoBaHms JaHHBIE MOXXHO COXPAaHWUTHh B HACTPOVIKY IS Haylb-
HEIIIIero VCIIO/Ib30BaHMs. [JIsl 3TOro mocTaBbTe TajIouky B ITyHKTe COXpaHUTH TaHHBIE B Ha-
CTPOVIKY JIJIs1 TA/TBHEVIIIIETO VICII0Ib30BaHMsA U BBeVTe HaIMeHOBaHVie HacTPOVKI. Takke BbI
MOJXKeTe COXpPaHWTh BCe JaHHbBIE B yXKe CYIIeCTBYIOIIYI0 HacTPOVIKY, BBIOpaB ee Ha3BaHVE W3

CIIVICKa.

COXpPaEHWTE ASHHEIE B HACTPOMKY AnA
AANEHEALEND MOMONBI0EEHWA

HauMeHOBEHWE:  HacTpolika 1 hd

HacTponTe oTobpameHie waros MacTepa Bel momeTe
B MEHHD NMPMAOHEHMA “YNPABNEHWE HACTPOMKEMA

[ < Hasan ][ loToB0 ] [ OTMeHa ]

8. Haunercs nporlecc mmdpopaHus JaHHBIX. Bel MOXeTe ITpepBaTh ero, HakaB Ha KHOIIKY
Ormena.

9. Tlpu otpaske 3amdpPoBaHHBIX JAHHBIX 110 JIEKTPOHHON IouTe (ecsiv Bbl yKasaim "OT-
KPBITb OKHO IIOYTOBOTO KJIMeHTa") OTKPOeTCs OKHO Balllero IOYTOBOro KJIVMeHTa JIjIsl pelak-

TUPpOBaHA COO6H.[€HI/ISI 1epern, OTHpaBKOVI. Brecure HeO6XO)J,VIMBIe VM3MEHEHWM I OTIIpaBb-

Te MVCBMO CTaHIAPTHBIM 00pa3oM.
r

T h
PesyneTat snincadeHkA cnepauuy (Wndposanne) I. = | |_iz-l
—— —
Sy
: ' MoacwAaWTe, MPOMCXOANT OTNPEENEHWE INEKTPOHHOA
) noute
Obwee spema onepawn: 00:00:05 fetan ==
[ 3anycTuTs MacTep cHosa
[ 3aKpeiTs okHO, BCTM HET OWMBOK 1 3aMEYEHMI
b —— e  EESSSaa—
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10. ):[anee BO3HVMKHET OKHO PESYJ'ILTaT BBIIIOJTHEHMSI OIl€panMm CO CTaTyCOM 3aBepIIeHMd

@)

oneparm.

Ofwee spema onepawa; 00:00:28 << fleTanu

(| 3anycTiTE MacTep cHosa

[] 3akpeiTs okHo, BCnM HET oWMBOK M 3aMEYEHMI

YT0O6RI ITPOCMOTpPETH AeTa/IbHYI0 MHAOPMaLVIO O pe3ysibTaTax I POBaHMs U VICIIOIb3YeMBIX
IapaMeTpax: MMs VICXOTHOTO dpaijia, MMs BEIXOAHOTO (3aIdpoBaHHOro) darvia, cTaTyc orle-
pauuy, JUINTeIbHOCTD BBIIIOJIHEHM oIlepaliii, HaXKMIUTe Ha KHOIKY [leTann.

Bua onepaLyam Bpema BxoaHoi dain: BrmoaHoi q
@LIJMI:bpuBaHME 00:00:00.49  C:\Jsers‘user\Documen... CiYJsersius
4 1 3

MeHeawep coobULEHNA. ..

CTaTyC 3aBepLUEHMA ONEPELIAN: Yonex.

ANUTENEHOCTE BoINONHEHWA onepacd: 0:00:00,49

BxogHoi dain: C:\Usersiuser\Documentstest\OrueT. docy

BeixoaHoM dalin: C:Wsersuser \Documentsitest\OTueT. docx
1| 1] 3

Bbl MoxeTe oTpefaKkTupoBaTh CIIMCOK ITOJIydaTesien 3aldpoBaHHBIX JaHHBIX, IIPOCMOT-

PpeTh 1 COXpaHUTb VICXOHbIE [JaHHBIe.
1. Beimemure 3ammch B cIMcKe OKHa Pe3ysibTaT BBINOJIHEHMs OIlepaliMy M HaXMWTe Ha

KHOIIKY MeHemKep cOO0IIeHMs.
2. Orkpoetcst OKHO YripaBiieHue ¢ poBaHHBIMM JTaHHBIMMU, B KOTOPOM BbI MOJXeTe:
® [IPOCMOTPETH IIyTh, II0 KOTOPOMY COXpaHeH 3allidpoBaHHbIN (aiL;
e IIpoCMOTpeTh 3ammdpoBaHHBIN pam (kHomKa IIpocMoTpeTs psioM co cTpoxont Part

VICXOTHBIX JaHHBIX);

LWdbpoBaHHEIT daiin: C:\Usersiuser\Documentsitest\OTueT. docx.enc

&N MeXoaHs AaHHER: | OTYeT.doox

[I'Ipommpem...] [ CoxXpaH1Tb... ]

® COXpaHWUThb UCXOIHBIN darwl (pacudpoBaHHble JaHHbIE) 10 YKa3aHHOMY ITyTH (KHOII-
ka CoxpaHuTs);

® IIPOCMOTpeTh MHGPOPMAIIMIO O cepTrdMKaTax IoIydaresien 3amdpoBaHHBIX JTAHHBIX
m mx crarycel (kHorka ITpocMoTpeTs);
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CepTUMKaTE NONYY4aTENEl 3aWMbpoBaHHE daHHEIX

CepuiiHbIA H.., @0 OpraHd... MNogpas... Jomsd...  Mononezo...

0A8220%F... | Meposa | | | | |

CiC12C... OlgaCk... Digt
B%) 39 4490A... MBaros

] L1} | 3

[ NobaeuTh. .. H YOanMTe ] [I'Ipommpew... ][ OBHOBMTE

)

Ceptudukar pacumdpoBaHs TaHHBIX OTMevaeTcsl 3HauKoM -22 . CeptudmkaTom pac-

H_IVIquOBaHVISI CTaHOBUTCA HepBBIVI 3 CIINCKa CepTVIqJVIKaT HOHy‘IaTeHeVI, VIMETOIII 3aKpI)ITI)II7I

K1ro4. OcTaibHbIe cepTUdUKaThl OTMeYaroTCsd CTaHJapTHBIMI 3HaYKaMIA.

Bbl MoxeTe pacimpuTb/COKpaTUTh CIIMCOK CepTUdUKATOB MolydaTesient dpaiia (KHOIKM

Ho6aBuTh 11 YIaIMTh COOTBETCTBEHHO).

ITpu naxaTtnu Ha KHONIKY ITpuMennTs W OK naHHBIe OyyT HOBTOPHO 3aldpoBaHbl B

aZjpec M3MEeHEHHOI'O CIIVICKa HOJ'InyIaTeJ'IeTZ.

5.10.2 PACIIM®POBAHME
C nomormnpio mporpammsl «KpunroAPM» Bel MoXeTe paciidpoBaTh:

e OTHEeJIbHBIN patr;

e Tmanky ¢amios (IIpu 3ToM OyeT pacimdpoBaH KaXabIn darwl, BXOIAIINI B YKa3aH-

HYIO IIAIIKY. BBIXO,HHBIQ (baTZJ'IBI ABTOMATMYECKI COXPaHAIOTCA B IIAIIKy C MCXOOHBIMU

JTaHHBIMM).

PacmmmdposaTh JaHHbIe BEI MOXKeTe Yepes:

® TJIaBHOE€ OKHO

® 3HAYOK Ha ITaHeJIV 3a/1a4

e KOHTEKCTHOe MeHIO daria

BBIGepT/ITe IIYHKT MEHIO PaCIJ_IVI(bPOBaTB. Z[aJIee CJ'IGJIyVITe PEKOMEHIATIVIAAM HOMOHIHMKa

II0 BBIITOJIHEHVIIO OIl€panmi:

1. Ha nepsowM mare /ijid yrpoIrieHns: paboTel BBl MOXKeTe BbIOpaTh B CIIMCKe OIHY U3 yXe yc-

TAHOBJIEHHBIX HACTPOeK pacimmdpoBaums damwioB. Ecim BBl XOTUTe B HaJIbHEVIIEeM VIC-

I10JIb30BaTh BHIOPaHHYIO HACTPOVIKY I10 YMOJTYaHMIO, ITocTaBbTe (jiar B IyHKTe Vcrmosib3o-

BaTh HaCTPOVIKY I10 YMO/TYaHUIO.

[nA yrpoLweHA paboThel Bel MOXETE BEIDDATE YHE
YCTEHOBNEHHBIE HACTPOMKI NAPEMETPOE NOOMMOA;

HammeHosanue: |HacTpoiika 1 - ]

Mcnone30BaTh HACTPOIMKY N0 YMOMHEHKD

HDanes = ] [ OTMEHE
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2. Beibepwure davit wim nanky ¢arioB, KOTOpble HeoOXonmMo pacimdposarh (KHONKM [o-
O0aBuTh manky 1 [1o6aBuTh part). Takke BB MOXKeTe BEIOpaTh apXMB ¢ parvuIami.

MmMa Pazmep [aTa M3MeHeHMA MyTe
OTyeT.docx.enc 158K 21.03,2013 13:40:51 Ci s
OTyeT N22.docx.enc 16.0KE 21.03.2013 18:24:37 C: s

4 I 2

[ Oobasute dain ] I OobaeuTe nanky I ¥ 0anMTh YaanuTe Bce |

3. B wrenyromieM okHe BbIOepUTe IPENIIOYTUTEIBHBIN cepTUdMKaT pacimdpoBaHms (KHOIIKA

BrIOpath). YkazaHHBI cepTudmKaT Bbl MOXeTe IIPOCMOTpeTh, HaXaB Ha KHOIIKy IIpo-
CMOTpETb.

Bnagenew ceptudikaTa: CN=0lga Ckhotina, 0 =Digt,L =owkap-Ona,5=P

[ BribpaTh HI‘IpamnTDETbJ Y¥oanMTe

4. Tlocse 3aBepirieHnsi cOopa JaHHBIX /I pacidpoBaHys BOSHMKHET OKHO ¢ MHpopMarIien
0 craTyce omepanuyu 1 00 MCIIONIb3yeMBIX ITapaMmeTpax. s MpomosDkeHus: HaXKMUTe Ha
KHonKy I'oToBo.

YKasaHHbIe JaHHBIE MOXXHO COXPaHWUTh B HACTPOVIKY IS JaIbHEVIIIero VCIIO/Ib3oBaHu. s

3TOro mnocrasbTe driar B IyHKTe CoXpaHWTh JaHHBIe B HAaCTPOVIKY IJIsA JajIbHEVIIero wic-

I0JIb30BaHMA U BBeITe HaIMeHOBaHVe HaCTPOVIK. Takxke BbI MOXKeTe COXPaHWUTh BCe [JaHHbIe

B y’Ke CYIIeCTBYIOIIyIO HaCTPOVIKY, BbIOpaB ee Ha3BaHIe U3 CIIVICKA.

CoXpaHWTE ASHHEIE B HACTPOMKY ANA
AaNEHERWErD MCNONE30BaHMA

HawmeHoBaHME:  HacTpolika 1 -

HacTpouTe oTofpaseHue waroe MacTepa Bel MoxeTE
B MEHHD MPHACHEHMA ~¥MPEBNEHWE HACTPOMKEMM ",

I < Hazaan ” loToBO ] I OTMeEHa

5. Haunetcs nporiecc pacimdposanms daria. Bel MoXeTe IipepBaTh ero, HakaB Ha KHOIIKY

OT1meHUTS Bce.

HanHble OyayT pacmmdpoBaHBI 1 110 YMOITYAHNIO COXPaHEHBI B TOT XKe KaTaJIor, B KOTO-
POM HaxOOWUTCS MCXOOHBIN (3almdpoBaHHbI) darwl faHHbIX. [Ipyu aToM 1M pacimdposaH-
Horo daria coBIajaeT ¢ MMeHeM 3aldpoBaHHOro daria, HO He MMeeT paclIvpeHns *.enc.
Eciit a1 ¢ TakmM mMMeHeM yoKe CYIIeCTBYeT, COXPaHUTe ero MO IPYIIM MMeHeM.

Ecimt ceprudpuxat 'OCT, BBeiuTe n1aposib 4OCTyIIa K HEMY.

ITocrie 3aBepilleHMs oOIlepamyi BO3HMKHET OKHO Pe3ysIbTaT BBINOJIHEHWS OIlepaliyu.
YTOOBI IIPOCMOTPETH AETATIBHYIO MHQPOPMAIIMIO O pe3ysIbTaTaX pacHdpoBaHMs M VCIIONb-
3yeMBIX TTapaMeTpax: MMs VMCXOMHOro dparvla, MMs BBIXOTHOTO (paciidpoBaHHOro) darvia,
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CTaTyC 3aBepHieHM oliepann, UINTEJIbHOCTD BBIIIOJIHEHVSL OIlepalliiy, HaXXKMUTE KHOIIKY ,[[e-
' -
PesyneTat spincadeHkA cnepauvn (lWndposanne) [ = ﬂ,l

@) v

TaJIN.

| 3anycTuTe MacTep ctHosa

[| 3aKphITh OKHO, ECTM HET OWMGOK W 3aMEYEHM

b

Ecimn BBI XxO0TMTE TIpOCMOTpeTh MHQOPMAIIMIO O cepTudmKaTe pacindpoBaHs 1 CEPTH-
dmKaTax moydaresner WiV M3MEHUTD CIVCOK IToJTydaTesIent 3alidpoBaHHbBIX JaHHBIX, BBIIe-
JIMTe HeOOXOIVIMYIO 3aIliCh B CIIVICKe OKHA Pe3ysIbTaT BBIIOIHEHVSI OIlepaluy 11 HOKMIUTe Ha

KHOIIKY MeHemXep cooO1IeHms.
w—
Bua onepavy BpemAa Bxoaxoi dain: BeiooaHoi

@Pacu.lmd:upnsaHme 00:00:00.14  C:\Users‘user'\Documen...  CiYJsersius
OF‘aa.LlMd:upl:uBaHme 00:00:00,13  C:\Jsers‘wser'\Documen...  CiYJsersius

q 1} | 3

MeHeamep coobieHMa. ..

CTATYC SAEEPWEHA OMNEpaLIMM; Ymex.

ONUTensHOCTE BeINONHEHKA onepawn: 0:00:00, 14

BxoaHoM dain: C:WUsersuser\Documentsitest\OmueT. docx
BrioaHoi dain: C:WUsersuser\DocumentstestiOmyeT. docx

1| 1] [ 3

Otkpoetcst okHO YnpasiieHne mmdpoBaHHBIMYU JAHHBIMM, B KOTOPOM BBl MOJXKETE:
® IIPOCMOTPeTH IIyTh, II0 KOTOPOMY COXpaHeH 3alIdpoBaHHbI darv;
e IIpoCMOTpeTh 3ammmdpoBaHHBIN daw (KkHorKa ITpocmoTpeTs HanpoTus cTpoky Parnt

VICXOTHBIX JaHHBIX);

LLInchposaHHsIi daiin: C:\Usersuser\Documentsitest\OTyet N23.docxk.sig.enc

Daiin McxogHex gaHHen: | OTHeT N83.dook.sig

[I'IpomoTpETb...] [ CoxXpaHHTb... ]

® COXpaHWUTb WCXOHOHBIN daiul (pacmdpoBaHHbIe [IaHHBIE) II0 YKa3aHHOMY ITyTu

(xaorka CoxpaHWUTB);
® IIPOCMOTPEeTh MH(POPMALIVIO O cepTrdMKaTax IojTydaTesIent 3aldPOBaHHBIX TaHHBIX

u ux crarycel (kHonka ITpocMoTpeTs).
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CepTUMKaTE NONYY4aTENEl 3aWMbpoBaHHE daHHEIX

CepuiiHbIA H.., @0 OpraHd... MNogpas... Jomsd...  Mononezo...

_|rmeposa | | | | |

@ociciac... OlgaOk.. Digt
B%) 39 4490A... MBaros

4 L 3

[ NobaeuTh. .. H YOanMTe ] [I'Ipommpew... ][ OBHOBMTE ]

Ceptudukar pacumdpoBaHs TaHHBIX OTMeYaeTCs 3HAUYKOM B3 Ceptudmkarom pac-
M poBaHMs CTAaHOBUTCS IIEPBBIVI M3 CIICKA cepTMUdMKaT MoIydaTeis, VMEIOIINI 3aKPBIThIN
wio4. OcTtasibHble cepTrdMKaTh OTMEUAIOTC CTaHAAPTHBIMY 3HaUYKaMU

Bbl MoXeTe pactMpuThb/COKpaTUTh CIIMCOK CepTUdMKATOB MosTydaTesient darvia (KHOIKM
Ho6aBute 1 YaammnTk cooTBeTcTBeHHO). I1py HakaTtm Ha KHONKY ITpumennts i OK mas-
Hble OyIyT IIOBTOPHO 3alIndpoBaHbI B aJipec M3MeHEeHHOTO CIIVCKa IIoIyJdaTesiert.

5.11 KOMBMHWMPOBAHHBIE OITEPAIINN

B r1aBe KomOmHMpOBaHHBIE onlepaliy Bbl HavjieTe MHAOPMALIVIO O TOM,
e Kak 3ammdpoBaTh M HOANMCATh daril

e Kak pacimdposaTh 1 HPOBePUTh IOANNCH dariia

5.11.1 CO30AHME NOOIMCU U IIVPPOBAHUE

C nomorpio mporpammbl «KpunrroAPM» Bl MoXkeTe 3almdpoBaTh M MOAINCATh OTAEb-
HBIV dartl WM Nanky (Ipy 3ToM OyreT 3ammdpoBaH 1 MOAINCAH OTAEIPHO KaXIbll darul,
BXOIAIINI B YKa3aHHYIO ManKy. 3ammidpoBaHHBIe ¥ IIOANVCAHHBIE (aruIbl aBTOMATIYeCK
COXPAHSIOTCS B ITAIIKY C VICXOITHBIMV JTaHHBIM).

HOHHT/IC&TB n SaHIVIquOBaTB HaHHbIe 3a OJHY OIlepallliiO Bbl MOJXKETe Jepes:
® TJIaBHOE€ OKHO

® 3HA4YOK Ha ITaHeJIV 3a1a4

e KOHTEKCTHOe MeHIo daruia

Beibepure myrkT Mento Ilogmmcare m 3ammdposate. [latee ciemyiiTe peKOMeHIAIVISM
MacTepa BbIIIOJIHEHMS OIlepaliin:
1. Ha mepBoM miare I yIpoIieHMs pabOTBI BEI MOXKeTe BBIOpATh B CIIVICKE OHY U3 yXe yc-
TaHOBJIEHHBIX HACTPOEK JUIS IIOOOUCK U IndpoBaHmd. Eciv BBl XOTUTe B Ja/IbHEVIIIIEM VIC-

II0JIb30BaTh BRIOPAaHHYIO HACTPOVIKY II0 YMOJIYaHWIO, yCTaHOBUTe (priar B myHKTe Vcmosas-
30BaTh HACTPOVIKY I10 YMOTYaHUIO.
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HalMeHoBaHK1E:

McnonesoBaT

[AnA yrpoweHa pahoThl Bbl MOKETE BRIODATE YHE
YCTEHOBNEHHEIE HACTPOMKKM MNAPaMETROE NOAMMCA:

‘Hosa.-n HECTPOAKE v’
{ = e -

HoBan HacTpolika
OTaen npoaaxk

2. Beibepute oTHnenbHbIN (arul U HanKy ¢ dariaMy, KOTopble He0OXOOMMO 3ammdpoBaTh 1

nonnvicats (kHonky [To6aBuTts dar v JIo6aBUTH MalIKy COOTBETCTBEHHO).

Mma Pasmep [daTa W3MEHEHMA MyTb
OTueT M21,docx 12.7KB 22.03.2013 15:35:19 C: s
OTueT M22,docx 11.1KE 22.03.2013 15:43:21 C: s
OTueT M23.docx 11.1KE 22.03.2013 15:43:21 C: s

I

3

[ NobaerTh dain ] [ﬂuﬁasmb nanKy ] Y Oan1Th

MpocMoTp

3. TlepBbIM 3TaroM yKaXkuTe IlapaMeTphl [IJI CO3aHMs IeKTPOHHON oy TaHHbix. CHa-

Hajla YKaKuTe BBIXOTHOW q)OpMaT q)aVUIa IIOAIINCI KOAVIPOBKY 1 pacIIMpeHvie BEIXOITHOT'O

daria.

e DER encoded binary X.509. Pacmmpenmns noammicanHoro gamia *.sig, *.p7s.

e Base64 encoded X.509.[1y1s1 aTOrO BapmraHTa KOAMPOBaHMs BbI MOXKeTe yKa3aThb dpjiar

OTKII0UNTE CJTy>KeOHbIe 3aro10BKM. Paciipenns noanmcalHoro darmia *.sig.

KoOMpOBKE 1 PACILMPEHIME

(") DER-<0AaupoBKa * | s5ig
(@ BASES4-+0aupoBka *  sig

[ oTrnioumTE cnyreliHbie 3aronoBKM

4, ):[anee YCTaHOBUTE ITapaMeTPbI IIOAIIVICIL.

CBOMCTES NOAMKOA

MEnone3oBaHKE NOANMEH: | YTEEKAEHD

KOMMEHTEPMA K NognMoa;  MOMKHO OTAPEBENATE
MaeHTudmKaTop pecypca:  8.docx

MoMECTHTE MMA MCXOAHOrD Qaina B none “WMaeHTWpMKaTop pecypca”

BrntoumMTe B NOAMMCE: [Tunbm CEPTMDMKET BNagensLa

CoXpaHWTE NOANWCE B 0TAENEHOM daline

Y¥AanMTh MCKOAHLIA thalin NoCne BeINOAHEHMA ONEPSLMA

¥poEeHE DE30NaCHOrD YASNEHKMA: [CpenHMﬁ -

BRAKIYMTE BPEMA COZAEHWA NOLMKOA
[ | BrmoaMTE WTEMM BPEMEHH Ha NOAMHMCLIBAEMEIE AaHHEIE
[ BT WTaMN BpEMEHH Ha NOAMHEE

D BrAoyMTE B NOANWCE AOKS33TeNLCTE NoANMHHOCTI
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Vicnosip30BaHMe TTOOIIVICH;
Vkaxnure HeobxommMoe HasHaueHMe mommmicu. O ToM, KaK CcO3[aBaTh HOBbIe Ha3sHAUYEHMS BBI
MOXKeTe y3HaThb B pasferie Onepanyy co clipaBOYHMKaMV Ha3HaYeHU.

KomMmeHTapwmit K mogmmicy;
KommeHnTapueMm K HOAIVICH MOXeT CIIyXXWUTh MHMOpMaiys, MpeaHa3sHaueHHas JIOAsSM, Ipo-
CMaTpMBaIOLIVM HOAIVICAHHBIN TOKyMeHT (Harrpumep, "Corytacosano!").

BK110unTh B IOAIINCH:

- TOJIBKO cepTudMKaT BJIajiesiblia - PeXX1M, yCTaHOBJIEHHBIV 10 yMoT4aHMio. B arpubyTh! moz-
mvcy JobassigeTcs eVHCTBeHHBIN cepTudmKaT;

- IIyTh cepTudUKaIMy 6e3 KOpHeBOro cepTudMKaTa - B aTpMOYThI MOANNCK T00aBiIseTcs 1ie-
IoYKa cepTndmKaToB, 3a MCKII0UeHVieM KOPHeBOro cepTudmKaTa;

- BCce cepTUdMKaThI IyTN CepTUdUKALNN - B aTPUOYTHI MOAINCH J00aBIILeTCs BCs IeTlIovuKa
cepTndMKATOB, B TOM UmCiIe VI KOPHEBO cepTudmKart;

- He BKJTIOUATh CepTUdUKATHI B TIOAINCE - B aTpUOYTHI OAIINCY He BKIIIOYAIOTCS CePTMPUKATEL

Mnpentudukarop pecypca;
YnamuTe McxogHBI ¢ariyl ocjIe BHINOITHEeHMs oIlepani;
Ecymm BBI penmvuim co3gaTth paviyl COBMeIIeHHOV TIOAIVICH, BB MOXKeTe YOIUTb MCXOIHBIN dparil

I1I0CJI€ BBIITIOJIHEHVSL OIlepali.

YpoBens Ge3onacHOro yaaieHus
[TogpobHee 0 HacTpoVIKax ypoBHs 0e30MacHOro yjaajaeHus: ynuTanTe B pasaee HacTpoviku kKa-

TaJIOTOB XpaHeHMs darIoB.

BxirounTs Bpemsi co3gaHms IIOOIIVCH;
ITpu ycraHoBKe driara - B paruT OAImICH OyAeT BKIIFOYeHO BpeMs ITOIIIVICIA.

@diarm BKyIrouuTh IITramia BpeéM€HN Ha IIOAIINCbIBAa€MblIe [TaHHbBbIE M BxrounTs 1mmrraMin

Bpe€MEHMNM Ha IIOAIINCH, TOCTYIIHbBI TOJIBKO IIPVL YCTaHOBJ'IeHHOV[ JINOEH3MN Ha MOIYJIb TSP.

@js1ar BKII0OYMTE B MOAINCH 0Ka3aTeIbCTBa MOAJIMHHOCTH JOCTYIIEH TOJIBKO IIPY YCTaHOB-
stegHoM ytnteH3un Ha «KpunrroAPM CraspgapTPRO».

ITogpoOHee 0 HacTpoOVIKe ITapaMeTPOB CO3aHVs IOAIVICK BBl MOXKeTe IIpOYnTaTh B paszierie
HacTporikyt onepariyy HOAIVCH.

5. Ecym 6bw1 ycrasoBieH doriar BxarounTts B moanvick Illtamn Bpemenn, B ciienyioleM oKHe
ykakute nnapamerpbl Ciry>xObl [lITammnos Bpemenn.

6. BriOepure jimruHbI cepTmdpmKaT 111 cosgaHms DIl (kHorka BeIOpats).
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CepTMQMKaT ANA Co30aHKMA NOANMoH

EBnageney, CEFITMEbHKEITEI: CN =O|QEI Okhotina, 0 =Dlgtr|_ =F|DLIJKEI|:I -Ona,5=P

Xew anropuTH: | SHA-1 - |

| Bribpath ||I'I|:um:r-1c:TpETb|

7. s poctyna K BelOpaHHOMY KnodyeBoMmy KoHTertHepy ('OCT ceprmdukaTa) BBenuTe Ia-
poJIB.

8. BropsIM 3TarroM yKaxuTe ITapaMeTpsl IS I POBaHNS JAaHHBIX. YKaXIUTe HACTPOVIKM [T
BBIXOJHOrO popmata daria.

KoAMPoBKE M PacllMpeHIte

DER-xoavpoBka .| Eenc

@ BASES4-+«oampoBka * ENC
CTKNKYMTE CNyEeBHEIE SE3ronoBKK
ADXMBEMPOBaTE ainel nepen WwivbpoBaHUEM
Ci\Usersiuser'\Documents\test\OTyeT N23. BribpaTt
@) MNoMEWETE BIXOAHEIE Dainel B YKa3aHHEIN KaTanor

C:Wsersiuser \Documentsitest), BribpaTte |

CONpPaHATE CTRYKTYDY BNOMEHHOCTH KATAN0roE

| OTNpaBnTE BrIXogHEIE DENE! N 3NEKTPOHHON NoYTE
| OTKpBITE OKHO NOYTOBOrD KNMEHTE

Koanposka 1 pacimmpenme;

e DER encoded binary X.509

e Base64 encoded X.509.[j1s1 sTOrO BapmaHTa KOOMPOBaHMS BBl MOXeTe yKa3aTb dpiar OT-
KJIIOUUTBH CJTy>KeOHbIe 3aroJI0BKN.
Pacmmpenns sanmdposaHHOro darvia *.enc, *.p7m, *.pem.

ApxuBuposBaTh ¢arnibl nepes mmdpoBaHeM;

B crpoke Vimsa dariia ykaxkuTe HyTh JI0 apXyBa U MIMsI CO3[IaBaeMOr0 apXviBa.

ITomerniaTh BBIXOOHBIE Cl)aﬁJ'IbI B YKa3aHHBIV KaTaJjIor;
Ecyiit BEIOpaTh 3TOT peXXuM 1 OCTaBUTh I10JIe BBOMA IIyTH K KaTaJIOTy He 3arloJIHEeHHBIM, TO BbI-
xonHble daruIbl OyIyT POPMIPOBATHCS B KaTajlore BXOIHBIX (PariIoB.

CoxpaHATH CTPYKTYpPY BJIO>KEHHOCTV KaTaJIOroB;
OTtnipaBuTh BEIXOOHBIE (PaliyIbI IO 3J1eKTPOHHOM II0YTe.
B okre CsovicTBa mmdpoBaHms BbIOepuTe peXXyM M poBaHNs JaHHBIX. IS 3TOTO IIOCTaBb-
Te IepeK/IroYaTelIb HaIIlpOTVB COOTBETCTBYOIeV CTPOKIA:
o Vicmonp30BaTh KpUNTOIIpOBaraep (B 3TOM Ciydae B BbIIIaJarolleM CHVCKe BbIOe-

pUTe HeOOXOIVMBIV TUIT KPUITTOIIpOBariiepa ¥ aJlrTOpUTM I poBaHs)

B cayuae ucnoavsoBanus kpunmonpobaiepa «SafeSign CSP Version 1.0» pabouum areopum-
Mom wiugppoBanus abasemcs moavko RC4.
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PEMIAM LWIMDPOEEHWA ANA OTNPABMTENA COOALWLEHA

(@ WMcnonb3oBaTh KpUNTONpOBaIAED

TWn KpUNTONPOB3MAEPa: [Cryptﬂ—Pm GOST R 34, 10-2001 Cryptograg v]

ANropuTH WHDPOBEHUS: [GDST 78147-89 7]

(7 Mcnonb30BaTe coBCTEEHHBIA cepTHdMKaT
Bnaneney cepTudikaTa:

ARropuTH WMGPOBaHA:

BribpaTe MNpocMoTpeETL

BrntoumTe EEFITI-1¢II-1HE'IT B CNMCOK I'IEI.I'I".-"-IETEJ'IEIH

e Vicnosnmw30BaTh cOOCTBeHHBIN cepTudMKaT s mmdposanus ([ Beibopa my-
HOro cepTudmKaTa VUCIOJIb3yiTe KHONKY BrpIGpaTs). [Tpu BEIOOpE JIMYHOTO CepTu-
dmuxkara rposepseTcs ero craTyc. JInanHbl cepTrdmKaT aBTOMaTIYeCcKM 100aBIseT-
Cs1 B CIIVICOK cepTrdMKaTOB I10JIydaTesiei mmdpyemoro darvia.

—— - -
L
- - - . L

i —

Mudopmauma

Brnrouén peskum windpoBaHne © MCNOALI0EAHNEN cepTudKaTa
oTnpaenTend. Bam HeoBxogumo eeiBpate cBOW cepTUgMKAT U3 IMYHOrD
¥paHuana, CcTaenTe PEKUM BKNHYEHHEIAT

e )

ITonpobHee 0 HacTpoOVIKe ITapaMeTpPOB I POBaHMS BBl MOXeTe IIPOUNTaTh B paszere Ha-
CTPOVIKM oIlepallny M poBaHUs.

9. Ha cirenyromem mare BeiOepuTe cepTmdmMKaThl IIoIydaTesie mmdpyemoro daria, vc-

IOJIB3Ys KHOIIKY [100aBMUTh.

YT0oOBI MIMETh BO3MOXKHOCTB pacHiidpoBaTh 3alidpoBaHHbI BaMy darul, BBl HOJDKHBI
100aBUTh JIMUHBIN cepTUdUKAT B CHMUCOK CepTUdUKATOB IIojIydaTesierl 3alldpoBaHHOIO
damia. Ecmm Ha mpeppiayineM Iiare Bbl BKIIFOUWIV PeXNUM, IPU KOTOPOM I MM poBaHMs
Oy/ieT MCIoIb30BaThCs Balll JIMYHBIV cepTHUdUKaT, Ha Il1are BbIoopa cepTnduKaTOB IoIyJaTe-
J1IeTl OH aBTOMaTV4YecKy Oy/ieT 3aHeceH B CIIVICOK.

' Obpamume Brumarnue, 045 wugpobanus Heodbxo0umo, umobsl KAOUU omnpabumets u noiy-
%) uamens moeau Gvims UCnoAb306aHbL 045 UiUdpobariis OaHHBLX.
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10.

11.

12.

13.

CepTHDMKETEI NONYYETENEN;
Bnageney MzpaTtens AelcTteuTeneH ¢ leACTEBMTERE. ..
i35 Olga Okhotina  Olga Okhotina 20.03.2013 20.03.2014
25 VisaHos VEBaHoE 22,03,2013 22,03.2014
g NeTposa MeTposa 22.03.2013 22.03.2014
I,ﬂoﬁasmb... I Y AanMTE ¥aaniTe EFL'_EI II'Ipomqu... J

HHSI OTIIPpaBKWM ITOAIIVICAHHBIX U 3aIlH/ICppOBaHHI>IX IOaHHBIX I1I0 3HeKTpOHHOT7[ I104Te YKaXm-
Te TEMY COO6]:LI€HT/I5[, aJipec 110JIy4daTeJlsd 1 TEKCT IIrcbMa:

Tema: KoHbKMaeHUMENEHD!

Anpec: user@mail.ru -

CooBwerwe:  |oroBop Ha COMMacoBaHMe

ITocsie 3aBepitieHVss cOOpa ITapaMeTpOB s BBHIIIOJTHEeHMS I POBaHVs BOSHUKHET OKHO C
nHdOpMaIIer o ctaTyce oreparym 1 00 MCIIoIb3yeMbIX HapaMeTpax: cepTuduKar, KoTo-
pbIM ObUI 3ammdpoBaH darit 1 cepTrdUKaT rorydaresis (-evt). s mpogoipkeHns Ha-
JKMUTe KHOIIKY I'oToBO.

Bce ykasaHHBIe ITapaMeTpbl MOXXHO COXPaHWUTh B HAaCTPOVIKY IS [TaJIbHEVIIero MCIOoIb30-
BaHMA. [Ij1s aTOro ycraHosure d¢uiar B nyHkTe CoxpaHUTH JaHHBIE B HACTPOMKY IJIA
Jla/IbHeVIIIero MCIoJIb30BaHMsA 11 BBe[Te HaviMeHOBaHVe HacTpoVKu. Taxke Bbl MOXeTe

COXPpaHWUTD BCE NaHHbIE B Y>Ke€ CyIIEeCTBYIOIILYIO HaCTpOVIKy, BBI6paB €€ Ha3BaHle 13 CIIVCKa.

CoOXpaHWTE ASHHEIE B HACTPOMKY AnA
AanEHEAWErD MONoNE30BaHA

HaWMEHOBEHWE!  HacTpoiika 1 -

HacTpouTe oTobpaseHue waros MacTepa Bel MoxmeTe
B MEHHD MPUACHEHIMA Y NPEENEHWE HACTPOMKEMM ",

I < Hasaa ” loToBO ] l OTMeHa I

Haunetcsa niportecc nopgrmicy n mmdposanns daria. Bel MoXeTe mrpepBaTh ero, Hakas Ha
KHOnKy OTMeHa.

ITpu oTmpaBKke MOINMCAHHBIX U 3alllMPPOBaHHBIX JIaHHBIX II0 JIEKTPOHHOV MoYTe (ecim
BbI YKasam "OTKPBITE OKHO IIOYTOBOIO KJIMeHTa'") OTKpOeTCd OKHO Balllero II0YTOBOI'O KII-
eHTa /I peflaKTpOBaHMs COOOITeHNs Mepey], OTIIpaBKoil. BHecuTe HeoOXoaMIMbIe M3MeHe-
HVS VI OTITpaBbTe MVICBMO CTaHJapTHBIM 00pa3oM.
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PesynbTaT spincAHeHWA cnepauvi (Mognuce v wwdposaHue) EI_IQ
—
[ ' MNoaokauTe, NPOMCXOAMT OTMPAENEHHE SNEKTPOHHON

nodThI

iy
DfuLee BpEMA onepalta: 00:00:07

[ ZanycTuTe MacTep ctHosa

[] 3aKphITh OKHO, ECTIM HET OLWWMGOK W 3aMEYEHMT

14. Tanee Bo3HMKHeT OKHO Pe3ysbTaT BBIIOJIHEHMs OIlepallMM CO CTAaTyCOM 3aBepIIeHws

-
PesynbTaT spincAHEHWA onepauury (Mognuce W wwdposaHwre) EI_I&
v

Ofles BpeMA onepalyan: 00:00:07
|:| FanNyCcTHTE MACTEP CHOBa

JaKPbITh OKHO, S0 HET OWMBOoK W 3aMEYEHIIA

orrepanimmn.

b
YTO0OBI ITPOCMOTpPETh AeTaIbHYI0 MHAOPMAILNIO O pe3ysbTraTax IMMQpPOBaHUS U VICIIOIb-

3yeMBIX apaMeTpax: MMs MCXOOHOro dparvia, MMs BBIXOAHOrO (3ammmdpoBaHHOrO) darvia,
CTaTyc ollepaluy, JJINTeIbHOCTD BBIIIOJIHEHN OIlepalny, HaKMIUTe KHOMKY deTamn.

Bia onepawym Bpemn BuoaHoi daiin: B
Co3naHue noan|od W wkdp... 00:00:03.48  C:\Usersluser'\Documen...
OComaHME nogrKcd W wagp... 00:00:02.47  C:\Usersluser\Documen...  C
OCEGH.EHME nogrMc W wagp... 00:00:02.44  C:\Users‘user\Documen...  C

i | 1] [ 3

MeHEAWED COOBULEHWA. ..

CTaTyC 3aBeplUeHHA ONepaLK; ¥onex.,

[ARAMTENEHOCTE BeINONHERWA onepawn: 0:00:03.43

BxonHoi daiin: C:Wsers\user\Documents\test\OTueT M23,
BrixogHon dain: C:\sersiuser\Documentsoruete\OTuyeT |

1 | ] [ 3

Ber moxete OTpeNaKTMPOBaATh CIIMCOK HonyaneneVI SaHIT/Iq)pOBaHHBIX " IIOOITVICAHHBIX

ITaHHBIX, IIPOCMOTPETH VI COXPAaHWUTD VICXOIHbIE JJaHHBIE.
1. Beimenmmre 3ammch B crvcke okHa Pe3ysibTaT BBIIOJHEHMs OIlepanyy ¥ HaXMUTe Ha
KHOIIKY MeHemXep coo01IeHms.
2. OtkpoeTtcs 0KHO YrpaBiieHMe M@ POBaHHBIMI JaHHBIMM, B KOTOPOM BBl MOJXKETe:
1) I[IpocMoTpeTh MyTh, IO KOTOPOMY COXpaHeH 3alidpoBaHHBIV daiul;
2) ITpocmoTpeTs 3armdpoBaHHbI darwl (KHoKa IIpocMoTpeTs HalIpOTUB CTPOKM
®dai1 CXOOHBIX JaHHBIX);
3) CoxpaHuTb MCXOOHBIN (darwl (pacidpoBaHHble JaHHBIE) II0 YKa3aHHOMY IIyTU

(xzonka CoxpaHUTB);
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WMCxoOHslE AaHHbIE! C:\Wsersluser\DocumentstestiOTueT N22.docx.sig

CTKPBITBIE AaHHbIE: OTueT NO2.docx

[I'IpomquETb...] [CuxpaHHTb... ]

4) TlpocMmoTpeTs MHQOpMaLUMIO O cepTMdMKaTax IHojIydaTesieil 3amIidpPOoBaHHBIX
IaHHBIX U VX CTaTychl (kHOIKa ITpocmoTpeTs);

CepTudMKaTE Nony4aTensi 3awMdpoBaHHE 4aHHEIX

CepuiiHBIA H...  ©WO Oprand... Mogpas... AomH...  HWdonsso..,

0AB220%F...|Metposa | | [ [

ociciac... Olga Ok... Digt
B%) 39F4490A... VBaros

4 I 2

[ LobaBuTs. .. ][ YaanMTe ] [I'IpomquETb... ][ CRHOBUTE ]

Ceprtudukar pacmmdpoBaHnsd JaHHBIX OTMeUYaeTCsl 3HAUKOM B Ceprudnkarom pac-
M poBaHMs CTAHOBUTCS IIEPBBIVE M3 CIIMCKA cepTUdMKaT IIoJTydaTesie, MMeOIIIL 3aKPhIThIV
o4, OcraibHble cepTUdUKaThl OTMEYAIOTCS CTaHIapPTHBIMY 3HaUKaMI

Bbl MoXkeTe pacmpuTh/COKpaTUTh CIMCOK CepTMUdUKATOB MoIy4aTesient dparia (KHOIKM
Ho6aBuTte 1 YaaanuThk cooTBeTcTBeHHO). ITpy Haxxaty Ha kHONKy ITpumenuts win OK naH-
Hble OyayT MOBTOPHO 3aIdpoBaHbl ¥ HOAIMCAHEL B apec M3MeHeHHOIO CIMCKa IoJTyJare-

JIen.

5.11.2 PACIIV®POBAHME U IIPOBEPKA ITOIINCH

C nomompro mporpaMmel «KpunrroAPM» Bbl MoXeTe paciidposaTh 1 Irposeputsb DI1 oT-
IerpHOro dparvia Wi Tpymisl ¢arwIios, Hanky ¢ dgarviamm (IpM 3TOM KaXXIbI daril, BXOAs-
TNV B YKa3aHHYIO MAIKy, OyZeT pacimdpoBaH 1 IIpoBepeHa MOAIINCH) VIV 3alidpoBaHHbIe
apXUBBI

Paciimdposath darul v IpoBepUTh 371eKTPOHHYIO HOAIVICH 3a OJHY OIlepallyio Bbl MOXeTe
uepes:

® [JIaBHOE OKHO

® 3HAYOK Ha ITaHeJIN 3a1a4

e KOHTEKCTHOe MeHIO daria

Bribepure nynkT Mento Pacmmdgposars 1 nipoBepuTh moammck. [lajee ciieyvite peko-
MeHpanysM MacTepa 110 BBIIOJIHEHUIO Orlepariyn:
1. Ha mepsoM mare [ijig yrpolrieHns paboThl BEI MOXKeTe BbIOpaTh B CIIMCKe OIHY U3 yXKe yc-
TaHOBJIEHHBIX HACTPOeK J1JI HOAIMCK 1 pacidposanys. Eciv Bbl XO0THUTe B JasIbHeVIIIIeM

VICIIOJIb30BaTh BEIOpaHHYIO0 HACTPOVKY IO YMOJTYaHMIO, IIocTaBbTe dpojiar B IyHKTe Vcrmosis-
30BaTh HACTPOMKY II0 YMO/IYaHWUIO.
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COXPEHWTE A8HHEIE B HACTPOMKY ANA
A&NBHENWEND MCNONE30EEHWA

HaummeHoBaHWe:  HacTpofika 1

B MEHHD MPUAOHEHMA Y MPSENEHWE HACTPONKEMA ",

HacTpouTe oTofpaseHle waros MacTepa Bel moxeTe

-

2. BsiOepwre ofyH MM HECKOJIBKO (PATUIOB C 3P POBAaHHBIMY M TOAIIVICAHHBIMY JJAHHBIMU

(xaonkm [Jo6aBuTh davut / [106aBUTH NaIKy).

4 1L

KMna Pazmep [aTa M3MeHEHHA MyTe
OTyeT N21.docx.sig.enc 20,6KB 09.04,2013 11:54:23 CYUs
OmueT N92.docx.sig.enc 18.4KE 09.04.2013 11:54:25 Ci\s
OrueT N23.docx.sig.enc 18.4KE 09.04.2013 11:54:21 C\s

F

[ NobaeuTe dain ] [ﬂuﬁasmb nanky ] ¥anMTh

¥naniTe BCe

3. B cenyrorieM okHe BeIOepUTe HPENIIOUYTUTEIBHBIV cepTUdUKAT PacHIMpoBaHs (KHOIIKA
BeiOparth). YkazaHHBI cepTudmKaT Bbl MOXeTe IIPOCMOTpeTh, HakaB Ha KHOIIKYy IIpo-

CMOTpPETh.

CepTdUKaT pacundpoBaHiia

BribpaTk ] [I'Ipomquem

PEHIMM COXPEHEHMA PACWMDPOBaHHEIX hainoe
KaTanor coxpaHeHA hainos:

C:\Jsersiuser\DocwumentsotueTel
CoxXpaHATE CTPYKTYPY KATanoros
CHMMATE NOAMMCE

¥oanATe $ain noanio

Bnageney, cepTudmkata:  CMN=0nbra OxoTuHa, 0 =digt,L =l71|:|u1r:a|:| -0Ona,C=

Y¥poBeHe BesonacHora yaaneHWA dainog | CpeaHuMia

B JaHHOM OKHeE TaKXXe MO>XHO BBI6paTBI

Karasor COXpaHEeHWMs1 Q)aﬂnos, edJIn I10JIe KaTaJiora OCTaBUTBh IIYyCTbIM, TO IIO pe3yJibTaTaM

ortepaitnu pavibl OyAyT cOXpaHeHBI B TeKyIlleM KaTaJIore.

CoxpaHUTH CTPYKTypy KaTa/IOrOB - PV BKIIOYEHWUM COXpaHseT CTPYKTYypPy KaTaJlOrOB IS

BbIOpaHHBIX arIoB.

CHMMaTh IOANNCH - TPV IPOBepKe OT/esIsAeT (avul IIOAIICH OT MCXOIHOro daria.
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Ynanare daiin nogmicy - mocsie CHATUA TOAIINCY yAaseT davil MOAIICH, OCTaBIsAsd TOJIHKO

VICXOIIHBIN (parul.

YpoBeHp Ge3omacHOro ymaneHus ¢aiios. Honpo6Hee O HaCTPOVIKax ypOBH:I OesomacHoro
yOaJIeHVIsI YMTaliTe B paszesie Hacrponku xkaTasioros xpaneHmst pamios.

4.

ITocsie 3aBepireHNs: cOOpa JaHHBIX YIS paciIndPOBaHMs M IIPOBEPKI HOJIINCY BOSHUKHET
OKHO ¢ MH(OpMaIyen o craTyce orepanuiu 1 o0 VCIIOIb3yeMBbIX IIapaMmerpax. [ mpo-
IO/DKEHNS HaXkKMITe Ha KHOIIKY I'oToBo.

Hanuble OyayT pactmdpoBaHbI 1 II0 YMOIYAHNIO COXPAHEHBI B TOT e KaTaJIor, B KOTOPOM
HaXOAWTCS MICXOMHBIN pavl JaHHBIX. VIMst HOBOro dpavuia CcOBIIa/IaeT ¢ MMeHeM ITOJIICaH-
HoOro 1 3ammdpoBaHHOro darvia (TOJIBKO 0e3 IoroITHNTeIbHOrO pacipenns). Ecim darot
C TaKVIM VIMEHEM y>Ke CYIIIeCTBYeT, COXPaHWTe ero Iof APyIriM nMeHeM. [lajiee IipoBepsieTcst
KoppeKTHOCTb DI v gericTBUTeIbHOCTD CepTidVKaTa OTIIPaBITEIIS.

ITocrte 3aBeprieHMs Orlepary BO3HMKHET OKHO Pe3ysibTaT BhIIIOSTHEHMS onepanmm. dro-
OBI IIPOCMOTPETH JIeTAIbHYIO MHAOPMALIVIO O pe3ysIbTaTaX IIPOBEPKM IIOAICH VI VICIIONb-
3yeMBIX IIapaMeTpax: MM VCXOIHOro daruia, MMs BBIXOTHOTO (paia, CTaTyC 3aBepIIeHs
oIeparyy, JINTEeIbHOCTD BBITIOJTHEHVIS Ollepaliny, HaXXMUTe KHOIIKY [leTam.

-

-
PezynbTat BRincAHeHWA onepauuy (Pacwndpoeate 1 npoeep... El_lg

@)
Ofwee epema onepaw: 00:00:07

| 3anycTuTe MacTep ctHosa

[] 3akpeiTs okHo, ecnM HET oWMBOK W 3EMEYEHIH

L

Ecri BBI x0THTE IIpocMoTpeTh MHpopMariyio 00 D11 1 cepTudmkaTe MOAMIVICUMKA, BbIe-

JITe 3aIlViCh B CIIMCKE OKHa Pe3ym>TaT BBIIIOJTHEHMA OIl€panm 11 HaXXMIUTE Ha KHOIIKY Me-

HeJKep cO0O0IeHMs.

Bua onepaLyan BpemAa BxonHoi dain:

PacwmrpoBaH1e 1 Nposepka nogrimoa  00:00:02.55
OPED.LIHI:I:IFIDEFEIHME W NpoBEpKa nogrmoa 00:00:03,32  C:\Jsers‘user'\Docume
PacluntpoBaHKME 1M NPOBEPKE Noamkod 00:00:02.3%  C:\Users'user\Docume

]| I | P

[ MeHeawep coobuLEHNA. ..

CTaTyC 3EEEQIWWEHMA OMEDELMM: Ymex.

ONKMTeNEHOCTE BRINONHEHWA onepawd: 0:00:02,55

BxonaHoi dain: C:Wsers\user\Documentsitest\OTueT MN21,
BeixoaHol dain: C:\Wsers\user\DocumentsioTueTe\OTHeT T

1| 1] [ 3

OrtkpoeTcst OKHO YIIpaBiieHMe IIOANMCaHHBIMI JAHHBIMM, B KOTOPOM BBl MOXeTe:
HPOCMOTpeTh MOAICaHHbIe TaHHble (KHoIlKa IIpocMoTpeTs HanpoTuB MMeHM darvia) U
COXPaHWUTh VX Ha JIOK&JIbHBIVI KOMIIBIOTEp WIM OTUYyXXJaeMbIll HocuTeslb (KHomka Coxpa-

HUTB).
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IPOCMOTpPETH CilefyIollyio MHdopmalmio (kHorKa IIpocmoTpeTs):
e 0 100aBIeHHOM K dparily 2J71eKTPOHHOV IOAIICH
e 0 cepTudUKaTe, C TIOMOIIIBIO KOTOPOTo ObUI MoIVcaH al, 1 ero craTyce
® O IITaMIIaX Bp€MEHV Ha IIOAIIVCH U ITIOAIIVChIBa€MbIe [TaHHBIX

100aBUTH IIOIIIINCE.

3aBepUTh IOJNVCh(0OpaTuTe BHMMaHe, YTO JIepeBO MOIICe TOJIBKO JIBy Xy POBHEBOE, T.e.

3aBepuTh 3aBepsitonlyio DI yxxe Heslb3s1)
pacriedataTh MH@opmanmio (kHorka Ha nmedars) o OIT - B HoBoM okHe Opaysepa MS IE 6y-
net cpopMmpoBaHa nnedaTHas popma ¢ mHPOpPMAIIIET O IIOIIIVCH.

Nepeso noanMce

CraTyc Bnageney Tarmnnua raa OTyecTeo
[J%* TepenTnii Pycankmh In

I
. | |
MoanKce: JaBEpHTE MpocMoTpETE

Onepaumi
OTNpaBMTE NOANMWCEHHEIA AOKYMEHT no email OTrpaBnTh
PacneyaTaTe NoapobHYHD MHDOPMALMKD O NoAnMoI PacmeyaTaTe

CoxpaHuTe OTtmMeHa

OTIIPaBUTB 110 3JIEKTPOHHOW IOoYTe.
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5.12 IIPOCMOTP JOKYMEHTOB

ITporpamma «KpuriroAPM» 1103BOJISIET IPOCMAaTpMBaTh VICXOIHBIE JTaHHBIE 3amdpoBaH-
Horo dpamta wiv daruia, cogep>Kaliero COBMeIeHHYIO ITOATINCE.

i1 mpocMoTpa MCXOMHBIX AAHHBIX 3alIM(POBAHHOIO TOKyMeHTa, HeOOXOIVMO VIMeTb
cepTudmKar pacimdpoBaHs.

ITpocMoTpeTs MCXOmHBIE HaHHBIE 3amIdpoBaHHOro dawia wim davia, coiepiKaliero
3JIEKTPOHHYIO IIOAIIVICH, BBl MOXKETE Yepes:

e IJIaBHOE OKHO

® 3HAYOK Ha ITaHeJIN 3a1a4

e KOHTEKCTHOe MeHIO daria

Bribepure nynkT MeHio ITpocMoTpeTs moKyMeHT. [asiee ciefmyviTe pekoMeHaanvsiM Mac-
Tepa BBIIIOJTHEeHS OIlepariyi:
1. BoIOGepwTe OOMH MIM HECKOJIBKO (PAMyIOB, KOTOpPble HEOOXOAMMO ITPOCMOTPETh (KHOIIKM
Hob6aBuTh dar1 11 [Jo6aBUTH aNIKy COOTBETCTBEHHO)

KnA Pazmep [aTta M3MeHEeHHA MyTe
OmueT N21.docx.sig 18.8KE 22.03.2013 15:45:34 Cis
OTueT N22.docx.sig 17.4KE 22.03.2013 15:55:01 Ciis

F] i F

I AobaenTe dain I Iﬂuﬁasmb nanky I ¥aNMTh YOanMTE BCE |

2. Tlocite 3aBeplIeHMA c6opa IIapaMeTpOB IJIA BBIIIOJIHEHMS OIlepalii BO3HIIKHET OKHO C

vH@OpMaIert o cTaTyce onepanun. [ mpomoipkeHns: HaXMuTe Ha KHOIIKy 'oToso.
3. VicxopmHble maHHBIE IOKYMeHTa OyyT OTKPBITHI I IIPOCMOTpa.

513 PABOTA C XPAHWIUIIIEM CEPTUDPUKATOB LDAP

5.13.1 BK/IFOUEHUME OTOBPAXKEHUMS XPAHMIIUIIA LDAP
Pabora LDAP HacTpamBaeTcsi Ipy IIOMOIINM I'PYIIIOBBIX HOIUTUK B pasmgerte “Kitaccirae-
CKMe aIMMHUCTpaTVBHBEIe I1a00HBI->Digt->KpunroAPM->IlogxoueHie K XpaHWINIILY
LDAP”. B HacTpovikax 00si3aTeJIbHO HY>KHO yKasbiBaTh nMsi cepBepa LDAP. Tak ke mpu HeoO-
XOIIVIMOCTV MOXKHO YKa3aThb CJIeIyIOIIyie HaCTPOVIKIA:
e Kopueson DN - OmmmunrernisHoe Mg (DN) HauaibHOV TOUKM 3aIIpoca
e Ilopr nopgxmouenns Kk ceppepy LDAP - IlopT nopximrouenvsa K cepsepy LDAP
e  ODwptp - Crpoka pwisTpa LDAP. Io ymMorgaHMIO IIPOM3BOAMTCS IIOVCK BCeX 00b-
eKToB - (objectClass=*)
e ATpubyThl - CIMCOK Ha3BaHWUM aTpuUOYTOB, pasfesleHHbIX 3alsSThIMU, KOTOpbIe
JIOJDKHBI OBITH Bo3BpalieHbl. [To ymMorruaHmio mpom3BoanTcs: OUCK 0OOBEKTOB C aT-
pudytamm distinguishedName n userCertificate
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e [I'nmyOuna nowmcka - JTroboe 13 cienmyromyx 3HadeHUIT: base, onelevel wm subtree
(COOTBETCTBEHHO, ITOVICK TOJIBKO B TEKyIeM OOBeKTe, IIOVICK TOJIBKO B IIOUEPHIIX
o0BeKTax 7 IOVICK 110 BCeMY IOAJIEPEBY)

L=
®ain  [flefictene  Bun  Cnpaexa
esFml=HEIT
il KoHdurypaLma KoMneoTepa
j—. Kortdwrypawuts n?orpann Yr1obil NpocMoTpeTE OnMcaHHe CocTosHue I CocToaHue
- Kordurypauis Windows INEMEHTA, BEINENUTE Ero, 2| Mna cepeepa LDAP He sagaHa
| ARMAHWCTPETUEHSIE WabnoHs! = MopT NoAKNOYEHWA K cepsepy LDAP He sagaHa
i qubmrypau.mq Nonb30BaTENs KopHesoii DN He 3anaHa
.‘. Kondurypawp nporpari PUNETR He sanaHa
" | Kondwrypaua Windows
B [ AQMMHMCTPaTHBEHBIE WafnoHs! ATpuyTel He sanania
= KomnoHeHTs Windows =] MnyBuna nowaka He sanaHa
| Menio «flycks v naHens sanz
| OBwwe nanku
| MaHens yrpasneHua
_| Pabouqwii cton
| Ces
| Cucrema
B 7 Knacoideckie aAMMHUCTRET]
= [ Digt
B [ KpuanToARPM
| anpocw
| MoaxnodeHue K
| Bef-cepeuc
| Kpunto-lpo
.4 Bce napameTpel
| | »]
ﬂ | LI PacLuMpeHHbIA CTaHAapTHLIA /
|6 NapaMETpoE | |

ITocie m3meHeHus: HacTpoek mopkmoveHns k LDAP neobxommumMo Oymer mepesamnycTuTh
KpunroAPM.

5.13.2 AYTEHTU®UKALMS HA CEPBEPE LDAP

ITpn xaxmoMm oTobOpakeHMM crmcka ceptudmkaros s LDAP KpuntoAPM npownssogut
HOJIKJTIOUeHNe K cepBepy U 3arpysKy CIMcKa cepTudUKaTOB ¢ Hero.

ITpu nmopxmouenun K cepsepy KpunroAPM B mepByro ouepesnb IbITaeTcs MCIIOIB30BaTh
aytenTndmkaimo NTLM. Eciv oHa IIpoxoanT HeygayHO, IIPOM3BOANTCS IIpOBepKa, He ObUIN
JIVI JIOTVIH U I1apoJIb COXpaHeHHI B peecTpe. Eciii oHM TaM coxpaHeHbl, IPOVU3BOANUTCS HOIIBITKA
HOAKITIOUNTBCS C VX IIOMOIIBI0. Eciv JIOrvH v maposib TaM He COXpaHeHbI WIV C VX ITOMOIIBIO
He yJIaJI0Ch HOAKIIOUNTHCS, IIpeyIaraeTcsl BBECTV JIOTVMH ¥ Haposib. DTV JIOTUH M Hapoiib OyIayT

coxpaHeHBI B peecTpe (B I POBAaHHOM BIIe B pasiesie II0JIb30BaTelIsd, TeM He MeHee XPaHWUTh
IIapoJIb TaKMM 00pa3oM MOXeT ObITh HeOe30I1acHO).

NapameTpbl AocTyna K LDAP il

Anpec cepeepa LDAP

I digt.local j

5.13.3 OTOBPAXXEHME CITMCKA CEPTU®UKATOB 113 LDAP B I'TTABHOM OKHE
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[Tpu 3arrycke I7IaBHOTO OKHA B CITVICKE XPAaHVUIMILL, ITOSIBUTCS OTAEIbHBIN IyHKT “CepTu-
dwukatel JomeHa <VIms momeHa>". [Tpu BbIOOpe 3TOTrO pasmerna IIPOM3OVIeT ITOIKIIOUeHe K
cepBepy ¥ C Hero Oy/IyT IOy YeHbI Bce CepPTUMIKATEL, pacIIOJIOKEeHHBIE B OTKPBITOM IOCTYIIE.

] 3]
J ®ain  Mpodwmny  HacTpoikk  MoMows
v B E7 & ¥ | B 25 B =
Moanucate Mpoeepute 3N Widposate PacwudpoBate | OBHoBMTE | ®uneTp | Cosaate CeolicTea [MpoBepuTe [MeuaTe
E-EE] CeprudmrcaTe /  Bnageney | OpraH1saums | WspaTtens | eiic. .,
5] Muoe xparmniwe ceprudiaTos {47 CADES Test Test Center CRYPTO-PRO 04,10.2014
5] Ceprudmkatel apyrux nonesosaTenel B smi cT smi 12.11.2016
5] NpomeskyTouHeIe LeHTpEI cepTidMkaLim 5% test test 21.11.2020
-|C5) Moseperbie KopHeBsIE LEHTPEI cepTidikal 9] Test AES Test AES 21.05.7016
{_\_;l, CepTudmkatel gomena digt.local &7 test-gcert test-g-cert 25.11.2015
El CrmcoK aKKkpeanToBaHHX Y1 1 YL, dMNC

07.10.2028
X 2016

3anpockl Ha cepTHdMKaT

-{E5) 3anpoce Ha nonyuerme cepTdkata

-{C5) 3anpocs! Ha aHHynuposarie (oTawiE) cepTind:
| Crcku oT3biBa cepTHdUMKAT OB

{L,j CrncKN A0BEPEHHEIX CEPTUMKETOE

----- Ll HypHan cobermmii

CRYPTO-PRO Test Center 2

----- K BJ'IEKTDDHHbIE KoY

< | »l]sl | b

|O'roﬁpa)|<ae1'en CEPTUDMKETOE: 7, BElAENeHo: 1 |Kpun'roAPM 5.3.0.9030 S

ITocse 3arpysku crvicka cepTrdMKaTOB C HUMI MOXKHO BBIIIOJIHSTh OOBIYHBIE IS pasesia
cepTdMKaTOB oIepaliny, 3a UCKIIoYeHeM uMmIiopTta B xpaHwiniie - KpunroaPM He niosso-
JigeT coxpaHuTb ceptudmkat B LDAP.

5.13.4 BBIBOP CEPTU®UKATOB 13 LDAP 11PU IIM®POBAHUM

Ecm mia KpunroAPM-a HacTtpoeHo mnonxmoueHne Kk LDAP, B MacTepe mmdposaHms
MOXHO BBIOMpaTh cepTmdUMKaThl He TOIBKO M3 XpaHwiuiy Windows, HO M M3 xpaHWINIIA
LDAP. Ectb Ba crioco0a BEIOpaTh OTTy[a cepTUdUKATHI - Yepe3 OKHO OBICTPOro IoVCKa 1 de-
pe3 0OBIYHOe OKHO BBIOOpa CepTH(UKATOB.

5.13.5 OKHO BbBICTPOTO ITOMICKA CEPTU®VIKATOB

Ecm nopxmouene k LDAP HacTpoeHo, B MacTepe mvdpoBaHusi Ha cTpaHUIle BbIOOpa
cepTMMKATOB I10JTydaTesIeV JOJDKHA MOSBUTHCS JOIIOJTHUTeIbHAg KHorka - “ITonck B AD”. C
e€ ITIOMOIIIBIO OTKPBIBaeTCs OKHO OBICTPOro rovcka ceptudmkaTos B LDAP.
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Moncknomeenn x|

MMa ana noucka:

I HaiiTi |

Bnageney, I Mzpatens I OeRCTEMTENEH C I AEACTEMTENEH ... I

[pocMomRE | AnBEEHTE M AREADTHETE |

| | BrIGpaTE I OTHMEHA |

DTO OKHO IO3BOJISIET IIPOM3BOANTD OBICTPHIV TIOVUCK Ha cepBepe 110 3alaHHOMY MMeHU Bjla-
menblia cepTrdmKaTa. [yl BBIIOJIHEHMS MOMCKa HYXHO yKas3aTh paMmIMio BiIafeliblia, U B
CIIMCOK OyayT BbIBeIeHBI CepTUVKATHI BceX T10JIb30BaTesIent ¢ ICKOMOW paMIIIner.

Iy1st Toro uTOOBI HOOABUTEL HAVIIEHHBIV cepTMqMKaT B CIMCOK IIOJIyvaTesievi Hy>KHO BbIje-
JITH OJIVIH VJIVI HeCKOJIBKO cepTMdUKaTOB 1 HaXkaTh KHOIIKY “BriOpars”. Tak >ke MoxxHO 1100a-
BUTH CepTMdUKATHI B CIIVCOK ITOJTydaTesieV Ha 3aKpbiBas OKHO OBICTpOro mowicka. [jis sToro
IIocjle BBIOOpa HYXXKHBIX CepTMUKATOB HY>XHO HaKaTb KHOIIKY “/lo0aBUTH M IIPOIOIDKUTH .
[Tpu sTOM CcepTMdMKaTEI OYAYT HOOaBIeHbI B CHVICOK ITOJTydaTesient (eC/IV VX TaM eIé HeT) U
MOXXHO OyZIeT cpasy ke IIPOIOJDKUTD IIOVCK VIIM IIPOCMOTP CIVCKa HallZleHHBIX CepTUQUKATOB.

5.13.6 CEPTU®UKATHI M3 LDAP BO BKIIADIKE OKHA BbIBOPA CEPTU®UKATOB

Ecm nopxmouenne k LDAP HacTpoeHO, To B MacTepe I poBaHMs IIpY BEIOOpe MoIyda-
TeJieVl Mg POBaHHOIO COODIIeHMs B OKHe BbIOOpa cepTmdMKaTOB OymeT oToOpakaThCs IO-
HOJIHUTeJIbHAs BKJIaKa ¢ cepTudmkaTtamm n3 LDAP.

Xpanwnmuye ceprmpukaTos - |I:I|i|

Hasamve: | <oGoe> [ aersr

M4HOE XPEHUMMILE CEPTUHOMKATOE
CepTHdMKaTL! APYTX NONL30BaTENSHA CepTudmkaTsl us LDAP

Bnaneneu | DEMHUIMA | Hma OT... | WMHH | ar

OBHOBWMTE | MpocraTE I WMnopT... | YcraHOBwrbd:umprI

[oBaBHTE ¥ NPOACITRMTE | L] I OTMeHa |

p
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ITpu nepexone Ha BKiIagky KpunroAPM sarpysur ceprudmkaTter 13 LDAP v npemioxmnT
BBeCTM (PWIBTp WIg oToOpakeHMs cepTUdMKaTOB. B cilydae ecrim cepTidmkaToB MHOTO, 3a-
rpy3Ka COAEP>KMMOTO B CIIMICOK MOXKET OBITh JOBOJIBHO IIJIUTEIILHOV OIlepaliyiert,  IIpuMeHeHue
dwIbTpa MOXeT eé CyIIeCTBeHHO YCKOPUTb.

=10 ]

Hasrauerme: | <Tofioe> =l | Hacrponre |

JIM4HOE XPEHUMMLLE CEPTUMKATOR

CepTHOUKATE! APYTUX NONE30BaTENEA CepTrdikaThl us LDAP
Bnanenew | Damnna | Wma O7... | WHH | ar
B X

) 3 LDAP sarpy#eHo 7 CepTUMKETOE,
" 3apaTe dWNETP NEpEd MX OTOOpEXEHWEN?

OBHOBNTE | MpEcHeTE | HMMOopT ... I YCTaHOBMTE ¢M.I'IbTD|

[ofG&EBsuTe 1M MpoaomRNTE | 08 | OTmeHa |

A

B sTom okHe, B cirydae ecyn nopxttoueHne K LDAP HactpoeHo, nobasiisiercss KHorika “Jlo-

0aBuUTH 1 TTPOHOIDKUTE” . [1eVICTByeT OHa TaK ke KaK 1 B OKHe ObICTPOro IOMCKa.

5.13.7 JONOJIHUTEIBHBIE HACTPOVIKM [IJIA IVIAJIOTOB BbIBOPA CEPTU®UKATOB
Ha citygant, ecin B xparwimiae LDAP OGyner HaxonuTh GoJIbIlioe YmciIo cepTudUKaToB,
sl yooOCcTBa M yCKOpeHMs paboThl ¢ HUMM IIPenyCMOTPeHBI TOIOITHUTeIbHbIe HACTPOVIKI B
okHe napamerpos KpunrroAPM-a B pasnese Hacrporiku->O0riye:
¢ He oTroOpaxaTs mpocpodeHHBIe cepTIUKATHI B OKHe BEIOOpa cepTudMKaTOB
e He nipoBepsThb cepTrdMKaTH B OKHEe BEIOOpa cepTndmKaTOB

[=1- HacTpoiiki OGLI_IME

s

PeuMel [ ABTOMATU4ECKM 33MYCKaTE MPOrpaMMy MpU Bxone B Windows

MapaMeTpbl NPOKCU-CEpEEpa [~ CeopaunsaTh & CUCTEMHLI TP NPK CBEPTLIBaHMA OKHa
Browser plug-n
Bl CnpasouHmin
- HasHauenua cepTidikaTa

[ CBopaunsaTs 5 CACTENHSIH TDEI NPY 3EKDLITIN OKHE
HacTpoiikin NPOBEPKK CTATYCE AOKYMEHTOS & MPOB0AHMKE

- HasHa4eria noanna ™ BrmwounTs nposepiy craTyca okymenTos c 31 & Mposoaruke
[=- KpunTonposaiaeps! =|
- PaspelsHEie IMakcHMansHEM pasten diavna, He Gones | 81920 = GanT

- ;UEHOE”EH"'“'E [ BrntownTe NpoBepKy CTATYCE WIMPOSAHHEIX BDXWE0S B MPOB0AHUKE
- Mpodwani

HacTpoitkin accoupalil paauuperii dafinos
’]_ TposEpATE ACCOLMALIAM DI CTARTE NPOrPaMME! CHHXPOHM3aLIAR ‘

r~MpoBepka HanM4MA KPUNTONPOSAMHAEN0B, HONONL3YIUAX MOCT-ANropUTHLl — |

v MpoBepATs NPW KaXAoM 3anycke KpunToAPMa

rMpoBepka cepTidikaTos
[¥ OTknioTs NpoBepicy MMHHBIX CEPTHRMKETOR N0 CMCKEN 0T36bi5a
[~ OTKAIOWATE NOMCK CEPTUMKATOR Ha TOKEHEX B OKHE BLIB0Pa CEpTUdMKATOS
™ He oToBpasaTh npocpoHerHbie cepTHdMKaTS! & okHE Bbibopa cepTHhMKET0S

[ He nposepaTs cepTHdMKaTEI B oKHE BLIGOPa CEPTUWKATOS

OK OTHEHA MpumeHTE

5.14 TIPOTOKOJI IIPOBEPKM DJIEKTPOHHOV ITOAIINCH

ITpokos TIpoBepKM 2JIeKTPOHHOV MOAINCK — 3TO JOKYMeHT dpopmaTta PDF, xoTopbIit co3-
maercsa cpeactBamy KpymtoAPM npu nmpoBepke HOAIVICY OJHOTO VI HECKOJIBKMX JIOKYMeH-
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TOB (BVI IOAIMCY: NPUKpeIUIeHHas WIV OTHAeIeHHas — He VMeeT 3HAaueHWs) U 3aBepsieTcs
3JIEKTPOHHOW ITOIIIVICHIO.

5.14.1 BKJIFOUEHME I'EHEPAILIVV IIPOTOKOJIA

Bxomrouenne pyHKIMM reHepanyy IpoTOKosIa IIPOBEPKM 3JIEKTPOHHON ITOAIINCH IIPOU3BO-
outcsa B auasiore Hacrpoviku > Ynpasienne Hactpovikamu > Ipodwim mpu BeIOOpe CBOVICTB
VICTIOJIb3yeMOVI HaCTPOVIKMA. OTKpoeTCﬂ OVaJIoT, IIpeCTaB/IEHHbBIVI Ha PUCYHKe HVIKe.

=1 Mpodwne Obwme
| -~ Obue Wma npodins:
- Mogmnucs
- LLndposaHme | HoBas HaCcTpoliKa
| - PacwidiposaHie
- IHTepbelic nonez0BaTenA KpaTroe onMcaHKe:

- MoNMTHKE CEpTUMKETOE

| - BeprivKauma cepTudukaTos
{ - OCSP

1 - KaTanoru

| MpoCMOTR ACKYMEHTOS

O [oGaEnATe MHOOPMELMKD © NOAMKCH B PECNEYETEIESEMEIA
(MpocMaTPHEAEMEIN) AOKYMEHT

: OTnpaeka $ainos No 3NSKTPOHHON NoYTe

| [] otrpasuiTs BeixoaHksie daiins No snekTpoHHOI NouTe

| CTKpbITE OKHO MOYTOBOMO KIMEHTA

MpOTOKON NPOBEPKK SNEKTPOHHOIA NoAMMCH

Co3naeaTe NpOTOKON NPOEEPKH 3]'IE|(T|JDHHD|:1 noanac
MoanMceIBaTE NPOTOKOA

CepTHEMKET NOANMCH, WWBPOBSHMA W PACUMBPOEaHUA

Bnaaeney cepTuduKkaTa: | CMN=5Serji Chesnokov, C=RU |

MpocroTpeTE BribpaTtk... ¥aanute

Maponk & knoqy (PIN-+<oa): | |

0K OTmeHa MpuMeHrTE

B nmarstore mpucyTCTBYIOT CiIeTyToIIyie HaCTPOVIKIA

e “Co3gaBaTh IPOTOKOJI IPOBEPKM 3JIEKTPOHHOV IIOANMCU~ - IIPOM3BOMTCS BKIIIOUe-
Hue/OTKIIOUeHe (PYHKIIMYM aBTOMATIUUIeCKOV TeHepalyy IIPOTOKOJIa IpW KakKHoW IIpo-
BepPKM 3JIEKTPOHHOV TIOJIVCH JOKYMEHTOB.

e “IlopmmceIBaTh MPOTOKOJI - Ha PUMHAIBHON CTaAMM TeHepalyl IIPOTOKOJIa BBIIIOIHSET-
cst monmvick PDF nokymenTa (rmonmvick mHTerpupyetcs B PDF mokyMeHT) 11 ero 3ammThsl
OT 3MEHEeHW.

o “Cepmuduxar nognmucy, mmdbpoanus u pacumdpoBaama’ (B T.4. cepTUdMKaT IOAIIN-
CM IPOTOKOJIA) - CepTUdMKAT OTKPBITOrO KJIFOYa, KOTOPBIN OydeT VCIOoIb30BaThC I
CO37TaHVIS TOATINCY CTeHEePUPOBAHHOTO IIPOTOKOJIA.

e “Tlaposs k xaroay (PIN-kon)” - mose msg samanms PIN-kozia K 3aKpbITOMY KITIOUy Ha KO-
TOPOM CO3/IaeTCsI IIOAIVCH IIPOTOKOJIA.

5.14.2 CO3OAHME M IIPOCMOTP ITPOTOKOJIA TIPOBEPKM
ITocsie KOppeKTHOro 3afjaHMs HacTpOeK IIpW KaXXIoVl olepalyy IIPpOBepKy ITOOTICH JOKY-
MeHTOB Oypet cosmaBarbcsi PDF gokyMeHT, comep Karyit IIpOTOKOII MpoBepKu. B cirydae mpo-
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BepKe OJHOI'O JJOKYMeHTa IIPOTOKOJI CO3/IaeTcsl B KaTaJlore, I7le pacIlojIoXKeH IIpOoBepsieMbIN 10-
KyMeHT (OoTAe/leHHas IIOAIINCE), IIpU IIpoBepKe HeCKOJIBKMX JOKYMEHTOB 13 OJHOro KaTajiora
IIPOTOKOJI COXpaHsieTcsd B KaTajlore pacIloyIoKeHNs IIpoBepsieMbIx JOKyMeHToB. Ecii mpowcxo-
IOWT IpoBepKa JOKyMEHTOB U3 pa3INYHbIX KaTaJIoroB, TO IIPOTOKOJI COXpaHseTcs B ranke «Mou
IOKYMEHTBI» TeKYIIero IoJIb30BaTesIs.

B nmasiore c oToOpaxeHMeM pe3ysIbTaTOB ONepallyl IPOBEepPKM IIEKTPOHHOV MOAIVICU
oToOpakaeTcsl [IeVICTBIe TI0 CO3[IaHMIO IMPOTOKOJIA (CM. PUCYHOK HVDKe) C YKa3aHMeM IyTH ero

MECTOPAaCIIOJIOXEHVIA.

PezyneTat BRINCAHEHWA cnepauun (Tpoeepra 301) — O >

@ Yeonex 33KpLITE

Obwee epema onepacy: 00:00:04

[ 3anycTuTe MacTep cHosa

[ 3akpeiTs okHo, ecnu HET owMBoK 1 SaMeqaHIli

Bia onepawym Bpema BxogHoi dain: BrixogHon q
@ MpoBepka moanmko  00:00:01,.50 C:\Users\CepreiiDeskt. ..
Q Mposepka noanmdcd  00:00:01 C:\Users\Ceprei'Deskt., ..
Q CosgaHwe npoTto... 00:00:01.27 C:\JsersiCe
£ >
OTKDPLITE NPOTOKON. .. MeHea#ep cooBIEHMA, ..
CTETYC 3EEEPWEHA ONEQaLIMM: Yienex,
ONKMTENEHOCTE BEINONHEHWA anepacwad: 0:00:01, 50
BxogHoi daiin: C:\sers\Ceprei\Desktop'\Eloguent_JavaS:
£ >

Ha nmnarstore pacriornoxeHa KHOIKa «OTKPBITh IIPOTOKOIL...», KOTOpast OTKPbIBaeT CO3/IaH-
HBIVI IIPOTOKOJI B aCCOLMVPOBAHHOM ¢ pactperieM PDF npwioxkeHun, HarrpuMep, B IpwIo-
xeuum Adobe Acrobat Pro DC.

5.14.3 CTPYKTYPA IIPOTOKOJIA

Ha riepBov1 cTpaHmMIle IIPOTOKOJIA IIPOBEPKY JIEKTPOHHOV ITOAIINCY OTOOpaskaeTcst OOt
CTaTyC IPOBEePKM MHOXXeCTBa JOKyMeHTOB. Ecii mpu npoBepke IOAIIVICK JTOKYMEHTOB He BbI-
4BJIEHO HEOEeVICTBUTEJIbHBIX IIOAIIVCEN 1 He BO3HUKIIO OI_T_IT/I6OK, TO 06H_II/II7I CTaTyC IIPOBEPKU
SBJISIETCS YCIIEITHBIM, OH COITPOBOXKIAETCA HAIIVICHIO «IIOAIIMCH IIOATBEP KIIE€HA. . . ».

Ha mepBom cTpaHMIle IIPOTOKOJIa TaKXKe pacIioyiaraeTcsi 610K cBOIHOV MHAOpMAIMUM O KO-
JIt4ecTBe IIpOBEPsAEMbBIX JOKYMEHTOB C SJIeKTPOHHOV[ IIOAIINICBIO, KOJINTYECTBE YCIIENIHBIX V1 He-
YCIIEITHBIX IIPOBEPOK, 00beMe ITPOTOKOIIA.

ITpoToKOII IIPOBEPKV MOXET OBITh 3aBepeH 3JIeKTPOHHOV IOMIVICHIO, KOTOpasl BHEIPSeTCs
B PDF poxymenT. ViHdopMaliis o moanmcy MpoToKosIa BBIBOOUTCA Ha IlepBovi cTpanuile. [Tpu
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OTKPBITUY MPOTOKOJIa CpefcTBaMI ITpocMoTpa JokyMeHToB PDF oTroOpaxkaeTcs cTaTyc /1emcT-
BUTEJIbHOCTY HOAIINCH, KaK ITOKa3aHO Ha PUCYHKe HIDKe.

— O X
| ®aiin  Pepaktuposanne [pocmotp  Okno  Cnpaeka
lnaBHaa  MHCTpyMEHTHI MpoTokon-04.02.2... @ E Bositn
® B X Q @ 1| N M e v e ‘
Meanucano, Bce nognuck AeficTeuTenbHbl. VICTOUHMK JOBEPUA NOAYHEH U3 XPAHUANLLA " "
AceepeHHbx cepTrdrkatoes Windows, ﬁnﬁm" Moanuce
—

~

MPOTOKOJ1 NMPOBEPKK

3SNEKTPOHHOM NOAMUCH

MpoTokon cozgad 04.02.2016, 09:32:53 mck

WCb MNOATBEPXAEHA AN1A 2 NOKYMEHTOB

Konu4ecTeo NOANHCAHHLIX AOKYMEHTOE: 2
OoxyMeHTE! € NOATEEQRASHHON NOANMCER! 2
DoxyMEHTE © HENOATEEDHASHHON NOANWCEI: -
Owndkn Npu NpoEEpKE No4NACH! -
Konw4ecTeo noanucein: 2
Konu4ecTeso 3aBepRIoLMY NOANHCER: =
MpoTokon NpegcTaened Hat 2 cTpaHMuax

I'Ipmol{nn neanucaH BHEI{'I'DOHHDﬁ noanuce:

Bnagenay cep'rud:mca'la: Serji Chesnokov, KLU
Boigan: Serji Chesnokov, RU

0BnacTs NpUMeHeHNA cepTUdMKaTa:
P T NPOBEPKH cTi knwewTa (1.3.6.1.5.5.7.3.2)
CEPTHDMKAT 3BIUHTH 3AEKTDOHHOA NosiTe (1.3.6.1.5.5.7.3.4)

Cpok AeACTEMA: geficTanTened © 25.08,2015 13:27:38 no 25.08.2016 13:27:38

ANropuTM X3WHPoEaHWMA! shalRSA (1.2.6840.113549.1.1.5)
ANroOpUTM KAK4Y3 NPoBEPKK: ASA (1.2.840.113549.1,1.1)

ITopmmce sayTpu PDF darvia MoxxHO nipoBeputs cpefcrsamut KpuntoAPM.

6 Moagynabs TSP

Kpome 3aBepeHs JOKYMEHTOB 3JIeKTPOHHOV ITOJINCEHIO, BEI MOXKeTe YIOCTOBePSITh TOUHOe
BpeMsI VX CO3[IaHVs. DTO II03BOJISET IpeloTBpalliaTh BO3MOXKHbBIEe KOH(IJIVIKTHI TPt oOOMeHe [10-
KyMeHTaMI MeX/1y IlapTHepamy, KoJUleraMiu 1 T.I1.

Vlcriorib30BaHMe IIITAMIIOB BpeMeHM B 3JIEKTPOHHOM JJOKYMEHTOOOOpOTe IT03BOJIsSeT CO3/a-
BaTh OUIIMaIbHOe JI0Ka3aTeIbcTBO aKTa CyIllecTBOBaHM JIOKyMeHTa Ha OIpesle/IEHHBIV MO-
MEeHT BpeMeH.

Mopye nonmepxxkn Ciayx6s1 Hltammos Bpemenn (TSA). «KpunroAPM Cranpapt Mo-
oyne TSP» nopnepxuBaeT paboty ¢ cepsricom Ciyx0a IITaMIIOB BpeMeHM POCCUTICKOTO pas-
paboTurka cpeficTB KpunTorpadudeckon 3ammThl MHPopManym — KommaHuyn «Kpwurro-
ITpo».

B riraBe Moayse TSP BbI HanieTe MHAOPMALIVIO O TOM,
e Kak mosyumTs IIrraMII B ¢J1y>kOe IITaMIIoB BpeMeHU

® KaKm o6pa30M MOJXHO ITPOCMOTPETDH INITaMII BpeMeHI

159



OO0 «ndposble TEXHOTIOTUI» PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

! «KpunmoAPM Cmapm» HE nodoepxuBaem padbomy co Cayoxboit wimamnod 6pemeru.

L r

B cirydae paboTel cO CTOPOHHVMM CEpPBMCOM IIITAMIIOB BpeMeHM [IOIIOJIHUTEIbHO YCTaHaB-
JIMBATh HUYero He TpedyeTcs.

Ecimit BBI XOTMTe MCIIOIB30BaTh COOCTBEHHBIN CEPBVIC IITAMIIOB BpeMeHV, TO HeoOXoamMa
HOoKyIKa cepsepa ci1yxObl Illtamniop Bpemenwu, Hampumep, or xommanum «Kpumrollpo» -
KpumnrolIpo TSP Server.

Ecmm 1wtanmpyetcst mcnonbzoBaTe 'OCT anropurwmsl, To Heobxommma mokyrika ['OCT-
osoro Kpurnronposargepa «KpumrolIpo CSP».

Cxema 110/Ty4eHMs IITaMIla BpeMeHN:

1. HacrpomnTe napamerpsl i1t padotsl co Crty>k0071 IITamMIIa BpeMeH!
2. TlomyunTdb mITaMII BpeMeHM Ha JOKYMEHT Bbl MOXKeTe BO BpeMs oIlepaliy JIeKTPOHHOV

IIOIIIVCH JTIOKYMEHTa.

3. B q)V[HaJH)HOM OKHe oIleparmm CO3IaHms JIEKTPOHHOM ITOAIVCY VTV Ollepallri IIPOBEePKU

JIeKTPOHHOVI HOAINCY JOKyMeHTa Bbl MOXKeTe IIPOCMOTpeTh MH(OopMaluio IITamIla Bpe-

MEeHW, Cq)OpMVIPOBaHHYIO Ha ITOAIIMCaHHOM JOKYMEHTE.

B okHe YmpasieHue NOONVMCAaHHBIMU JAaHHBIMM OTKPOVITe MHEAOPMAIIMIO O TIOMIVICU
(TBOVIHBIM KJIVIKOM Ha HeVl VIV HakaB Ha KHOIIKY ITpocmoTpeTs):
IToommice Vuadopmanmss 06 aTpubyTax HOAINCY, BPeMeHW ee CO3[IaHNsd,
VICITOJIB3y €MBIX &JITOPUTMaX IIOIIVCYL VI XEeIIVPOBaHL.

Cepruduxar Mudopmanysa o  ceprudukare:  craryc — cepTudwukara
/ IevicTBUTeJIeH U Jip./, HOMep, JaHHbIe O BilajielIblle 1 M3jlaTerle,

CpOKax JIeVICTBYsI cepTudMKaTa 1 ero MCII0/Ib30BaHUN

CraTychl ceptudmkara | OBmIMiI cTaTyc IpoBepKyM IOJIHOTO IMyTH cepTudmKalmm (o cTa-
Tycax cepTudmKaTa dnTaniTe ogpodHee B riaBe [IpoBepka cra-

TyCa CEDTI/Id)VIKaTa). KpOMe 9TOrO, B 3aKjlaJIKe Bbl MOXe€Te yCTa-

HOBUTB CII0CO0, KaKVMM IIPOBEPSITh CTAaTyC cepTUdMKaTOB (II0 JIO-
kaspHOMYy COC, o COC, nnoiygyenHoro u3 Y1, ¢ ncnons3oBaHm-
eM Revocation Provider, mposepurs B OCSP cityx6e)

[IITamITEI BpeMeHM e CBOVICTBa INITaMIIa BpeMeHM (BpeMs B IIITamIle, TOYHOCTb
IITaMIla BpeMeHM (MKC), MAeHTUUKATOP HOIUTHUKM);

o cBorictBa CiryXObl IITaMIIOB BpeMeHM (HauMeHOBaHMe
CITy>KOBI);

o ceprudmkar CixyXKObI (cofrepXUTCs B TOM CJIydae, eCiIi BO
BpeMsl IIOINCHU JIOKyMeHTa B KadecTBe OJHOTO M3 IapaMeTpoB
IIITaMIIa BpeMeH! Bbl YKasaiu 3anpocuThb cepTrdmkar Cay>Kob1

IITaMIIOB BpeMeHM)

7 Mopynb OCSP
Mopyne OCSP k nnporpamme «KpunroAPM» nopzepxmBaet paboty ¢ cepsricoMm CrtyKObI
aKTyaJIbHBIX CTaTyCOB POCCUVICKOTO pa3paboTuMKa CpefcTs KpUnTorpadudeckon 3aiiuThl H-
dopmanmu — xkomnaHum «KPUITITO-TTPO».
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' «KpunmoAPM Cmapm» He noodepxcubaem pabomy co Cayx00il akmyasbHuix cmamycos.
N

L r

Cityx0a aKTyaJIbHBIX CTaTyCOB — 3TO JIOBepeHHBIN CyOBeKT VIHPpacTpyKTypbl OTKPBITBIX
xnouent (PKI), koTopeiii mpegHasHadeH Il OHJIaTHOBOV IIPOBEPKM CTaTyca CepTrdUKaTOB Ha
ocHoge 1mpotokosia OCSP (Online Certificate Status Protocol).

Ciryx6a OCSP pacripocTpaHsieT MHPOPMAIIMIO O CTaTycax cepTUdUKATOB U MMeeT cile-
AyIole IIpeyMyIecTBa 110 CpaBHEHMIO CO cIrcKaMu oT3biBa cepTudmkaros (COC):

e mH(oOpManMsa o cTaTyce cepTudmKaTos Bcerga akryaibHa. (rykOa MoXeT MOIydaTh
MH@pOpMaIIo 00 M3MeHeHUN CTaTyCcOB CepTU(UKATOB B pealbHOM BpeMeHU U pacIpocTpa-
HATDH €€ KIIMeHTaM.

o MeHbIM 00béM OCSP-oTBeTa. OOBEM OTBeTa CIIyXOBI (PUKCHUPOBAH ¥ CPaBHUTEIHEHO
MaJl, B TO BpeMs KaK CIIVMCKM OT3bIBa cepTUdUKATOB MOTYT MMeTb OOJIBIION 00bEM. DTO 1103BO-
JIeT YMEHBIINTb BpeMs peaKLuy IIPWIOKeHWUII M MOXeT MMeTh pellarolilee 3HauYeHMe IIpu
CO3JaHMM [IOJITOBPEMEHHOIO apxmBa IOKyMeHTOB ¢ DIl mIsg yMmeHbleHMs oObéMa eIVHNIL
XpaHeHMs.

ITpoBepka 3/1eKTPOHHOV MOAMNVICK Ha IOMIVMHHOCTh TpeOyeT HayIM4Ms JOIOJTHUTETbHBIX
IJAHHBIX, Ha3blBaeMbIX [l0Kas3aTeJIbCTBAaMM IHOMIMHHOCTU. «[JokasarenscTta [lommmHHOCTI
BKJTIOYAIOT

o ceprudmkarsl LIC Hapsmay co cratycom oT3biBa, B popme COC wim xe B popme MH-
dopmartinm o craryce ceprudukara (OCSP), mpemocrapiisieMble Yepe3 OHJIAVH-YCIyT

e CBUJIETEJICTBO TOTO, YTO IIOMINCH ObUIa cO3[IaHa 3aBeJOMO 10 OIIpeJieJIeHHOTO MOMEeHTa
BpeMeHN. B KadecTBe TaKOBOTO MOXKeT BBICTYHATh IITAMII BpeMeHU IV IIpuBsi3aHHbIe KO Bpe-
MeHMU y4YeTHBIe 3alVICK B IIPOTOKojIax (time - marking).

«JloKa3aTesIbCcTBa MOMIMHHOCTI» MOTYT COOMPAThCS HOAIIVCHIBAIOIIEN 11/ VIV IIPOBEPSIIO-
eVl CTOPOHOW. SIBHOe HpUCYTCTBUE MIOeHTUdMKaTopa perjlaMeHTa IOAIVCK [IOJDKHO OBITh
00yci10BJIeHO TPeOOBaHWSIMM 3TOTO perylaMeHTa.

JTomo/THUTEILHO UMTanTe O TOM, KaKme HapaMeTpsl Jocryiia B a1y>k0y OCSP HeoOxoamMo

HACTPOWT [JIs YCIIEIITHOTO IOy YeHVs YTy IIeHHO ITOITIVICHAL.

Pabota ¢ OCSP cityx6011 notpedyet Bepcuio riporpammbl «KpurnroAPM Cranpapt» 1 j1n-
nensuo Ha Moy OCSP wm «KpuntoAPM CrangaptPRO».

B cyuae paboTel cO CTOPOHHMM CEpBUCOM aKTYyalIbHBIX CTAaTyCOB JIOIIOJIHUTEILHO YCTa-
HaBJIMBaTh HU4Yero He Tpebyercsa. Ecim xe TpebyeTcs mcronbp3oBaHMe COOCTBEHHOTO CcepBiCa
aKTyaJIbHBIX CTaTyCcOB, TO HeoOXopyMa IIOKyIIKa cepBepa CIy>KObI, HarpuMmep, OT KOMIIaHWUN
«KpumrolIpo» - «KpurrolIpo OCSP Server».

Ecm 1wtanupyetcst mcnosnbzoBaTe [OCT anropurwmsl, To HeoOxommma mokyrika ['OCT-
osoro kpunrornposangepa «Kpunrollpo CSP» mim «Signal COM CSP».
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8 Moayiab “KPUniTOAPM BROWSER PLUG-IN"

“KpuntoAPM Browser plug-in” 1mossosisieT HoAIMCHIBaTE U IMQPOBaTh pa3INyHbIe TUITbI
IaHHBIX IIPSMO BHYTpM Opay3epa, B TOM UNCIIe 3JIeKTPOHHBIE JJOKYMEHTHI, TaHHbIe BeO-popM 1
T.0. [Tpu aTOM moOAIMCHIBATE JaHHbBIE BBl CMOXKeTe KaK COBMEIIeHHOVI, TaK M OTKpeIUIeHHOW
arIeKTpoHHOM Tonammckio. [loammice n mmdpoBaHMe 371eKTPOHHBIX JAaHHBIX OCYIIECTBIISETCS
coriacHo crangapry CMS (Cryptographic Message Syntax) ¢ mpuMeHeHMEM POCCUVICKIX
KPUIITOAJITOPUTMOB.

“KpuntoAPM Browser plug-in” anastormuen c 6ubimortexonn CAPICOM u “Kpunrollpo
DUTI Browser plug-in”, Ho nMeeT psz OTIMYUIL.

B ormmmame ot mssectHoro CAPICOM mogysib Ho3BojisieT paboTaTh He TOJIBKO ¢ Internet
Explorer, jrerko BcTpamBaeTcss M HpUMeHMM B JIIOOOM 13 COBpeMeHHBIX Opaysepos: Internet
Explorer, Google Chrome, Mozilla Firefox, Safari, Opera.

B ormmume ot “Kpunrollpo DLIIT Browser plug-in” mmeer paciivpeHHBII CIIMCOK TIOMI-
Hep>XXvBaeMbIX Kpurrronposarigepos. “KpunroAPM Browser plug-in” nogmepxusaeT padoTy n
¢ 'OCT-kpunrroniposanaepamu (Kpunrollpo CSP, VipNet CSP, Signal-COM CSP), u co cras-
JapTHBIMM KpuIITonposaraepamm Microsoft.

“KpruntoAPM Browser plug-in” B mocsiefyronemM MO3BOJIUT peajin30BaTh pelleHue It
BJIaJleJIblleB CepBepPHBIX MHAOPMalMOHHBIX cucTeM. Ocobas ymIieHsns, IprobdpeTaeMas Biia-
IepliaM BeO-IopTasios, OyIeT MO3BOJISTh VX KJIMEHTaM VCIIOIb30BaTh IIPOrpaMMHOe obeclie-
ueHne «KpunroAPM» B pamkax MHGPOPMAaIIVIOHHOV CHCTeMBI COBepIlleHHO OeciuiatHo. ITpum
3TOM KOJIMYEeCTBO II0JIb30BaTe eVl BHyTPY MH(POPMALIIOHHOV CCTeMBI OyIIeT He OrpaHIYeHo.

Pemmennie Ha Gase “KpunroAPM Browser plug-in” MoxeT ObITh BEIOpaHO B KauecTBe OC-
HOBHOTIO CpeficTBa Ha 3Tale IIPOeKTMpOBaHMSA WWIM KaK ajlbTepHaTuBa OuOimmoreke MS
CAPICOM, ecinit crcTeMa yKe BBeleHa B SKCIUTyaTalluio ¥ (PYHKIMOHUPYET.

KpuntoAPM &J
IIpy mnepBoM 3arycke HpOrpaMMBbI
«KpuntoAPM» mociie ycTaHOBKM IUIarMH @& Tonsxe o Buina npowsceaca perncTpauna moayna "Browser
LY plug-in".
aBTOMaTquCKM pemCTpMpyeTCH B CMCTeMe I'Ipm HEDE'XD,\’J,MMDCTM Ero MOXHO OTKAHMUTE B I'IEFIEMETFIEX

nporpamMmbl,

U yCTaHaBJIMBaeT IS Bcex Opay3epoB II0JTb-
30BaTeIs PeXnM paboThl «BKioueHo».

ITpy HeoOXoAMMOCTY BB MOXKeTe OTKIIIOUNTH IUIarmH. CaeriaTh 3TO BbI MOXKeTe Ha BEpXHel
raHesIV MHCTPYMeHTOB uepe3 meH0 Hacrpoviku > Ynopasnenme HacTpovikamm > Browser
plug-in:

€3 Mapamerpel @

= HacTpoiiin Browser plug-in
Obwme

PesstiaMbl

MapaMeTpel NpoKM-CEpEEPa
=1 CNpaBoqHKMKH | BrentounTh Browser plug-in
i HasHaueHua cepTidMKaTa
L HazHaYeHWA Noandod

Browser plug-in NpeaHazHaqeH ANA CO3AaHWA M NPOEEPKM INSKTPoHHOIA Noanua (3M) Ha
gefi-cTpaHuuax. MogaepkiEacTcA BoNBIWMHCTEOM M3BECTHRIX BpaysepaE.

162



OO0 «ndposble TEXHOTIOTUI» PyxoBopcTso 110 pabote ¢ «KpunroAPM» 5.4, ©2016

9 OCHOBHBIE TEPMVHBI M TIOHSITUSI

@DenepartbHBIN 3aK0H Poccuiickonn @enepanym ot 6 anperns 2011 r. N 63-D3 "OO6 amek-
TPOHHOV NOANNCH" peryJIMpyeT OTHOIIeHMs B 00J1acTy MCIIOIb30BaHMs 3J1eKTPOHHBIX TTOIIN-
CceVl IIPV COBEpPIIIeHNN IPakKIaHCKO-TIPAaBOBBIX C/IeJIOK, OKa3aHWMM rOCyAapCTBEHHBIX I MyHUIIV-
HaJIbHBIX YCOIYT, MCIIOJIHEHUM TOCYAapCTBEHHBIX Y MyHUIIUIAIbHBIX (PYHKIINT, IIPY COBepIIe-
HUV VHBIX IOPVANYECKN 3HAUMMBIX [JeVICTBUL

st mesient Hacrosero MegepabHOTO 3aKOHA VCIIOIB3YIOTCS CJIeIyIolyie OCHOBHBIE I10-
HATUS

1) anexTpoHHAsA MOANINCH - MHMOPMALVIS B JIEKTPOHHON (popMe, KOTOpast IIpVCOoeaHeHa
K JIpyrou nH@opMaun B 3JIeKTPOHHON dopMe (ITOAMMChIBaeMoV MHMOPMaui) Wi MHBIM
oOpasoM cBg3aHa C TakoV MHOpPMallMern ¥ KOTopasi MCHOJIb3yeTcs I oIlperesieHns JInia,
HOMNVICHIBAOIIIEr0 MH(OPMAIINIO;

2) cepTrdMKaT KJI04a IIPOBePKM 3JIEKTPOHHOV MOIIIVCH - 3JIEKTPOHHBIN JJOKYMEHT VIV
IOKYMEHT Ha OyMa’KHOM HOCUTeJIe, BbIITaHHBIE YOCTOBEPSIOIIVIM IIeHTPOM JIM0O0 JOBepeHHBIM
JIAIIOM yOCTOBEPSIOIIEero IeHTpa M MHOATBepXKAarolye IIpUHaIJIeXXHOCTh KITIoYa IIPOBEPKN
3JIeKTPOHHOV TIOIVCY BJIafiesIblly cepTudmKaTa Kilfoua IIPOBePKU 3JIEKTPOHHOVI HOAIINCT;

3) KBaIMpUUMPOBaHHBIN cepTUdMKaAT K/I0Ya IIPOBEepKM 31eKTPOHHOVM MOOIMCcH (I1a-
Jlee - KBJIMUIMPOBaHHbBIV cepTUdWMKaT) - cepTUdUKaT KIIfoua IIPOBepKM JIEKTPOHHOV MO/~
IIVICY, BBIJAHHBIVI aKKPEeIWTOBAHHBIM YAOCTOBEPSIONIVM IIEHTPOM WIV JIOBEPEHHBIM JIVIIOM
aKKpeIMTOBAaHHOIO YAOCTOBEPSIOIIEro IeHTpa JInbo demepasbHBIM OPraHOM VICIIOJTHUTENIb-
HOVI BJIaCTW, YIIOJIHOMOYEHHBIM B cdpepe WCIIOIb30BaHMSA IEKTPOHHOV IMOAINCK (Hajlee -
YIIOJTHOMOYEeHHBIVI deflepaIbHbIVI OpraH);

4) pnaperier; cepTudMKaTa KJIl04a IIPpoBepKM 371eKTPOHHOM MOAIIVICH - JINII0, KOTOPOMY
B YCTaHOBJIEHHOM HacTtosimyM DemepasbHBIM 3aKOHOM IIOPsifIKe BbIIAH cepTMdUKAT KI0Ya
IIPOBEPKM 3JIEKTPOHHOV IIOIIVICH;

5) KJTII0Y 37IeKTPOHHOV MOOIVCY - YHUKaIbHAS I10C/IeI0BaTeIbHOCTh CYIMBOJIOB, IIpeIHa-
3HaYeHHas I CO3aHMs 3JIeKTPOHHOV ITOIIVICH;

6) KJIIOY IpOBepKM 3JIEKTPOHHOV MOIIMCH - YHUKAJIbHAS I10CIIeI0BATeIbBHOCTh CUIMBO-
JIOB, OJTHO3HAYHO CBSI3aHHAS C KJIFOUOM JIeKTPOHHOVI IIOAIIVCY W IIpeJHa3sHavYeHHas I IIpo-
BepPKM IOIJIMHHOCTY 3JIeKTPOHHOV ITOIIVICH (fajlee - IIpoBepKa JIeKTPOHHOV TIOIINCI);

7) yAOCTOBEPAIOIINI IIeHTP - I0pUIdecKoe JIVIIO VIV VHIVBUIYIbHBIN IpeaIpyHMa-
TeJIb, OCYIIECTBIISIONIVe (PYHKIIMM IO CO3AaHMIO U Bbljade CepTM(MKATOB KITIOUerl IIPOBePKU
3JIEKTPOHHBIX ITOJIIIVICEV], a TaKXe VHbIe (PyHKIINN, IIpeTyCMOTpeHHble HacTosmM Denneparb-
HBIM 3aKOHOM;

8) aKKpeamMTalMs YIOOCTOBEpsSIOIero IIeHTpa - IIpU3HaHMe YIIOJIHOMOUYeHHBIM derie-
PIBHBIM OPTaHOM COOTBETCTBVISL YIIOCTOBEPSIOIIETO IIeHTpa TpeboBaHMsM Hacrosmero Pere-
PpaJIbHOTO 3aKOHa;

9) cpencTBa 371IEKTPOHHOM MIOAIMCH - I poBajibHbIe (KpUIITOorpadpudeckne) cpecTsa,
VICIIOJIb3yeMble Il peaIn3alui XOTsl Obl OHOV M3 CiIeflyIomx YHKIINU - co3aHue 3JIeK-
TPOHHOVI HOAIINCH, IIpOBepKa 3JIeKTPOHHOVI IIOINCH, CO3[laHMe KJIfo4a 2JIeKTPOHHOV HOAIICH
Y KJTI04a ITPOBePKI 371eKTPOHHOV HOMTINCHY;

10) cpencTBa ymocToBepsIIOLIero eHTpa - IporpaMMHble 1 (WIN) alrapaTHbIe CPecTBa,
VICIIOJIb3yeMble [T pean3aliy PYHKIIN yIIOCTOBEPSIIOIIero eHTpa;
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11) Y4aCcTHUKHN IJIEKTPOHHOI'O B3aMMOOEVICTBUS - OCYILIECTBJIAIOIIIVIE obOmeH VIHCbOpMa-

nyen B 3JIeKTPOHHON popMe TrocyapcTBeHHbIe OpraHbl, OpraHbl MECTHOI'O CaMOYIIpaBiIeHVis,

OopraHmsaliny, a Takxe rpaxgaHe,

12) xopnopaTuBHasa nMHpOpPMaIMOHHAsA cUcTeMa - MHPOPMalVIOHHAasI C1cTeMa, y4acTHU-

KW 3JIEKTPOHHOI'O B3aMMOJIEVICTBVS B KOTOpOT;I COCTaBJIAIOT OHpeJZ[eJIeHHBIVI Kpyr Jinii,

13) mHpopMamoHHas cyucTeMa 00IIero mosp30BaHMA - MHQOpPMalVOHHAad CUCTEMa,

Y4aCTHUMKM 3JIEKTPOHHOI'O B3aMMOJIEeVICTBUS B KOTOpOVI COCTaBJIAIOT HeOHpe}IeJ’[eHHBIVI Kpyr

JIVIT I B MICIIOJIB3OBaHUM KOTOPOVI STVIM JINIIaM He MOXXeT OBITh OTKA3aHO.

10 TIEPEYEHB COKPAIIEHUM

CRL CRL Distribution Point

CRL Distribution Point | Certificate Revocation List (Crvicok oT3pIBa cepTmdmKaTos)

LDAP Lightweight Directory Access Protocol (YmpoieHHBINI ITPOTOKOII
JOCTYyTIa K CIIPAaBOYHMKY)

Microsoft CA Microsoft Certification Authority (Ymocrosepstrorni eHTp oT
KoMrmta"v Microsoft)

ocspP Online Certificate Status Protocol (ITpoTokos1 akTyaIbHBIX CTaTyCOB
cepTUdUKaToB)

OID Vnentudnkarop oovekra (ACH.1)

PKC Ceprudwmxar orkpeiToro kmova (Public Key Certificate)

PKI Public Key Infrastructure (Anasior M1OK)

TSA Time Stamping Authority (Cityx06a mrraMIios BpeMeHM)

TSP Hosepennas Ciyx0a (Trusted Service Provider)

MOK Muadpacrpykrypa OtxporTbix Kittouen (PKI)

OoC OnepanmonHas cucrema

I10 [TporpammHOe oOecrieueHMe

CK311 CpenctBo KpumTorpadpdeckom 3aimuTsl MHpopMalmm

CcOocC Crmcok ot3biBa ceptndmkaTos (Certificate Revocation List)

211 Ynocrosepsromuii 11eHTp

LC entp Ceprudmxanymu (CA)

CAdES YcosepmiercrsoBanHas D11

CAdES X Long YcoBepmencrsopannass DIl ¢ pacmpeHHBIMM JTOKa3aTe/IbCTBAMU
HOIVMHHOCTN

PKC Ceprudmxar orkpsiToro kimoua (Public Key Certificate)

oIl DJIeKTpOHHas IOAINCH (paHee McIIoIb30Basicsa TepMuH DL, amek-

TpOHHas 111 PpoBast IOIINCE)
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11 YACTO SAIJABAEMBIE BOITPOCBI
B ri1aBe UacTo 3agaBaeMble BOIIPOCKI BbI HavizleTe MHAOPMALIMIO I10 CJIEIYIOIIIM TeMaM:
e TectupoBaume u mpmuobpererve nporpaMmbl «KpurroAPM»

e lcoonwp3oBaHme rmporpaMMbl «KpumatoAPM»

e Bosaukaroimme onmmmbkm B nporpamme «KpunroAPM»

11.1 TECTUPOBAHWME U IPMOBPETEHUE ITPOTPAMMBI « KPUTITOAPM»

Mpe1 n3ydanmu Bo3mMoxkHocTH nporpammbl «KpuntoAPM» Bepcun «Cranmapt Iliroc» B
TeueHMe 30-THEBHOIO0 03HAKOMMUTE/IbHOTO ITepuoaa. Uro Tpebyercs, uTo nepentn Ha pabdo-
Ty B IOCTOSTHHOM peXXume?

JlasipHerIIIVe IeVICTBIS 3aBVCST OT BEIOpAHHOV BaMV BEPCUA:

Bepcua «CrapT» He TpebyeT HOKYIIKM JIULIEH3U.

Bepcun «Cranpmapt» 1 «Cra"gapr IDiroc» TpebyroT Hamams IiieH3mii (0eccpoaHov v
rofIoBOVI 110 BBIOOPY). IlocTosiHHAs MIeH3Ms BbIIaeTcs pa3pabOTUMKOM/IIOCTaBIIVKOM IIpO-
rpammsbl «KpurrroAPM» mocsie orutaTel CTOMMOCTY JIMLIEH3VL.

ITpu nonydeHMN JIMIIEH3MOHHOIO KJIIOYa BBeAUTe pervcTpalioHHble JaHHbIe «Kpwurro-

APM»> «ITomomp»> «O mmporpamme» > «YCTaHOBUTD JILICH3WIO».

Ycranosunn «Kpunrollpo CSP» u «KpuntoAPM», mciio1b30BaIn BpeMeHHbIe JINIeH-
3uoHHbIe K1oun. HegasHo mpmoOpesn uneHsnio: TpedyeTcs i nepeycraHasausars [10
11 paboThI?

IToBTOpHAas ycTaHOBKa IporpamMm He TpeOyeTcs. BaMm ciremyeT 3apermcrpuposaTh 00a KITIo-
ya.

s IO «KpumrolTpo CSP»: ITanens Yrpasinenus - «Kpumrollpo CSP» - Obimee - Bon
JIALIeH3VIL.

s I1O «KpunrroAPM»: «ITomorttip»> «O nporpaMmmMe» > «YCTaHOBUTD JIUIIEH3VIO».

MoryT 1 Ha OOHOM KOMIIBbIOTepe paboTaTh HeCKOJIBKO IOJIb30BaTeJsieVi, MICIIOJIb3Yys
onuy iuieH3nio «KpunroAPM»?

Yro0s! mcrionp3oBaThk «KpurrroAPM» Ha OJHOM KOMITBIOTEpEe HECKOJIBKVIM I10JTb30BaTeIIsIM,
IOCTaTOYHO OIHOVI JIUITEH3UIA.

Mo>xHO 1M 000¥ITHICH OOHOV JIMIIeH3MeV, ecJIM OAWMH II0jIb30BaTeslb padoTaeT TO Ha
CTallMOHapHOM KOMIIbIOTepe, TO Ha HOyTOyKe?
B cjryuae paboThl o1HOTO IOJIB30BaTesId Ha HECKOJIBKMX KOMITbIOTepax TpebyeTcs 1o of-

HOVI JIMIIeH3MM Ha Kaxioe pabodee MecTo.

Tpebyetcst 1n gonosHUTEIHFHO NMOKynaTh «Kpunrollpo TSP Client» mm «Kpwunrollpo
OCSP Client», nj1a Toro uro6s1 paboranu mogyan TSP n OCSP?

ITpn mpuobperernmt momysent TSP 1 OCSP nokymarteiro OymeT IIpeaoCTaBIIAThCs JINIIeH-
318 KaK Ha 3TOT Moayib, Tak M Ha «Kpunrollpo TSP Client». [1omosHUTEIHOV OIUIATHI He
TpebyeTcs.
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11.2 VICOJIb3OBAHME ITPOTPAMMBI «KPUTITOAPM»

KakoB mopsi1oK IevicTBUiI IPY BBIXOJIe M3 CTPOSI CMapT-KapThl MJIM TOKEHa, coaep>Ka-
I1ero cepTrdUKaT DOAIIMCY MIIV IIN@POBaHMS M KIIIOUEBYIO Iapy COTPYIHMKOB?

Takme KIrOYeBble HOCUTEIM, KaK ITPaBJIO, BOCCTAHOBIJIEHVIO He MOyIeXXaT (HeT HMKAKOM
rapaHTUW, YTO IIPV IIOIIBITKE BOCCTAHOBJIEHVS He OymeT cOMT XoTs Obl ogviH OuT MHpOpMa-
uyn). Ecmm ny6iist (TouHee, KOHTeViHepa ¢ KJIIOUYaMy) He MMeeTCsl, eIMHCTBeHHOe pellleHue -
dopMMpoBaTh HOBYIO KIIIOUEBYIO ITAPy ¥ HOJIy4aTh HOBBIV CepPTUdIKAT.

B nocnenyroeM HeoOxomyMo (11 Bcerga peKoMeHyeTcs!) MMeTh pe3epBHYIO KOIIMIO KITIo-
YeBOT0 HOCUTEJIS, YTO TI03BOJIsIeT fAerlaTh nporpamma «KpunroAPM», cosnaBast pesepBHYIO KO-
VIO KOHTEeVHePa, I XPaHUTb KOIIMIO B Ha/IeXKHOM MecTe.

ITouemy pasmep 3armmdpoBaHHOro (pariyia yBeImMamBaeTcs IIOYTH B IBa pa3a?

Pasmep zammdposaHHoOro daria 3aBUCUT OT TOTO, KAKOW BapMaHT I POBaHMs Bbl BbI-
Oupaere.

Ecri BeIOMpaeTe mmdposaHme B p7s, TO BEIXOAHOM dpaiu1 OyzmeT B der-konmpoBKe.

Ecym BeIOMIpaeTe BapuaHT pem, TO OH OyzeT B KoaupoBke Base64, 4To, ecTeCTBEHHO, IIPN-
BOJIUT K YBeJIMUeHUIO pasMepa Ha 33 %.

Ecrmi >xe BBI TIofIIVICEIBaeTe 1 MM pyeTe OIHOBPEMEHHO 1 B O0OVMX CITydasx VICIIOJIb3yeTe
Base64 xogmpoBKy, TO BBIXOIHOV (paru1 OyaeT Oosblile aHasiornmyHoro ouHapHoro s 1,33 * 1,33
=1,77 pasa.

Uem oTIM4aeTcs MCII0Ib30BaHNMe CaMOIIOANCAaHHBIX CepTUdUKATOB OT cepTHUPUKATOB,
BBIJaHHBIX O(PMIIMAIBHBIM YIO0CTOBEPSIOIINM HEeHTPOM?

CepTudmkaT - 3TO JIEKTPOHHBIV VIV ITeYaTHBIV JJOKYMEHT, YOCTOBEPSIIOIINI COOTBETCT-
Blie MeX/y Iapol IMQPpOBBIX KIOYel 1 1X BilagesiblieM. B KopriopaTHBHBIX 1 MHBIX CHCTeMax
TaKyue cepTUdWKaThl BBIIAIOTCS CIIelMaIbHBIM OPTaHOM — YIOCTOBEPSIOIIIM LIeHTpoM. B aTom
cjlydae IMojIydaTeslb IOAIVCAaHHOIO BaMM 3JIeKTPOHHOIO JOKYMeHTa MOXKeT HPOBepPUThH IIOf-
JIMHHOCTh ¥ KOPPEKTHOCTh JaHHBIX OTIpaBuUTesls, obpaTtusimck K atoMmy Y1, rmoBepeHHOV
CTOpOHe.

CamonofmvicaHHBIVI cepTudMKaT popMIpyeTcs caMVM MO0JIb30BaTesIeM 3a CYeT BO3MOXKHO-
CcTevl, 3a710)KeHHBIX B mporpamMMmy “KpuntoAPM”, T.e. caM yIocToBepsieT COOTBETCTBIE CBOVIX
Krouent 1 ceOsl, Kak 1x Bilafeblia. Vcronb3oBaHue Takmx cepTudUKaTOB BO3MOXKHO ITpY JINY-
HOVI IlepeIycKe WIV B TeX OpraHu3aliax, I7le Takas BO3MOXXHOCTD CIIelajIbHO OTOBOpeHa per-
JIAaMEHTOM VICTIOJIb30BaHVIS 3JIeKTPOHHOVI IIOZIIIVICHA.

[t icmor30BaHMs cepTMdUKaTa BHe OpraHM3alum A1 obecriedeHns OpUANYecK 3Ha-
YIIMOTO JIOKyMeHTO00OpOoTa HeOOXOMMO MCIIOIb30BaTh CepTUdMKATHI, BbIIaHHbIE CTOPOHHEN
opraHmsaliveVi, YI0CToBepsIonM IieHTpoM. Ecim TpebyeTcsi mcrionb30BaTh KBaIVIUIINPO-
BaHHBIVI cepTUdUKaT, TO HeOOXOAMMO 00paTUTECA K OHOMY M3 aKKpeMTOBaHHBIX YIOCTOBe-
psomyx nenTpos. Ha moprane YnonnomodenHoro defepajibHOro opraHa B o0J1acTu 2j1ek-
TPOHHOV HoAc MUHKOMCBS3M pa3MellaeTcs aKTyaIbHBIVI CIIVICOK aKKpeuToBaHHbIX Y1I.

11.3 OI1IMBKY, BO3SMOXXHBIE IIPM PABOTE C IIPOTPAMMO « KPUIITOAPM»

Ilociie BBoma mmnensun B «KpunroAPM» craryc amneHsun: «JIumeH3ms HedencTrBu-
TeJIbHa».
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Bepcus ycraHOBiIeHHOTO BaMu OucTpuOyTmBa nporpammel “KpuntoAPM” He cooTBeTcT-
ByeT BEepPCUI JIVILIEH3MVI, KOTOPYIO BBl yCTaHAaBJIMBaeTe. YCTaHOBUTE AVCTPUOYTVB, COOTBETCT-
BYIOILIVVI JIMLIEH3WMM, V1 JIMILIEH3VMOHHBIV KJII0OY IIOIOVIIET.

ITpu nmompITKe 3armmdpoBaTh JOKYMEHTHI Ha KOHEUHOV cTaauy ommbKa «YKa3aH He-
npaBWIbHBIV THII nocTaBimKa (CSP). (0x80090014)».

1. ITposeppre Hamuume smieHsut Ha nporpammy «KpunroAPM Cranmpapr» n CK3U
«KpumrolIpo CSP».

2. O6HoBUTe Bepcuto mporpammbl «KpunroAPM» go rocitegHeri ¢ canra trusted.ru

ITpu cozpanum u M poBaHMUM MOANVICY BO3HMKaeT BHYTpeHH:is omnbka 0x80090020.

BosMoxHO, BEI co31aiiv KIIIOUEeBYIO Iapy IIpy IIOMOIIM KpuITorposaraepa Microsoft Base
DSS and Diffie-Hellman CryptographicProvider v npyroro RSA-mHoro kpurronposariiepa,
a ceprudukat Obu1 BeiyieH B Y1, ncnomnesytomiem ['OCT-anropmurMsl.

«KpunroAPM» Takyio cutyalimo orpabaTbiBaeT HEKOPPEKTHO, [1a M C OpraHM3alVIOHHO
TOYKM 3peHMsI HEKOPPEKTHO CMeIBaTh aJITOPUTMbI OTKPBITBIX KJIIOYer B IIyTH cepTuduKa-
L.

15t vicipaBiieHMsI OIIMOKY HeOOXOIMMO TIOJIyYnTh HOBBIN cepTuduKaT B ToM Xe Y1, Ho
npu nomoiy 'OCT-oBoro kpunromposarizepa, HallpuMep:

- Crypto-Pro Cryptographic Service Provider

- Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

- Crypto-Pro GOST R 34.10-94 Cryptographic Service Provider.

ITIpu noammcaHMM TOKYMeHTa WJIM IpOBepKe IOAINMCH BO3HMKaeT ommbOka: “Craryc
cepTudmKarTa: HeJeVICTBUTEJIEH, OIIMOKa IOCTPOeHMsI Iy TH cepTudmKanmm.”

CoobrmeHne “ommbka MOCTpoeHMs IIyTU cepTudMKan” TOBOPUT O TOM, YTO BaM HeoO-
XOIIVIMO YCTaHOBUTH Ha pabodeM MecTe KOPHEBOV CepTM@MKAT yII0CTOBepsIolero eHTpa. Ec-
JIVLy Bac ero HeT, CKadanTe ¢ 0(pUIIMaIbHOTO caliTa YIOCTOBEPSIOIIETO IIeHTPa VIV IO CChUIKE B
cocraBe cepTrdmKaTa. 115 mpocMoTpa CChIIKM HEOOXOVIMO:

1. B yiuHOM XpaHMIMIIe cepTrdUKaTOB OTKPHITE cepTUdUKaT;

2. HaxxaTp Ha kHOIIKY “ITpocMmoTpets”;

3. Beioparts Bazky “Coctas”;

4. Beropars “Joctyn nadOpMarym o 1eHTpe cepTrudmKarmm’;

5. I'To cchUIKe cKa4aTh KOPHEBOVI CepTU(VKAT YIOCTOBEPSIOIIEro IIeHTpa;

6. ITpyHYyAUTETEHO yCTaHOBUTH CepTMdMKAT B Manky: “JloBepeHHble KOpHEBbIE IIEHTPbI
cepTrdpmKarym”.

«KpnunToAPM» coobmiaet, uro "[Iponsomia ommbKa pm nojydeHnn nocjaeaHen Bep-
cun COC u3 YII".

J1J1s1 vicTI0I1B30BaHs. BO3SMOXKHOCTY ITOJIyUeHMs CIIVICKa OTO3BaHHBIX cepTrdmKaTos m3 YL
HeoOX0oAyIMO coOIIIoieH e CIIeMYIOIIVIX YCIIOBUIL:

1. B mposepsiemoM cepTudmMKaTe ITOIDKHO HPUCYTCTBOBATh pacimipeHne “Toukm pacrpo-
crpa"enus crvickoB oT3biBa/ CRL Distribution Point (CDP)”, B KoTOpoM I0OJDKeH OBITH yKa3aH
npaswibHbI URL (appec) COC.

2. TTo omroM (omTMMaIbHO, ecyIM 110 HepBom) M3 Touek pacrpocrpa”Henus COC (u3 m.1)
MoxHO ckadaTb COC Opaysepom Internet Explorer, He BBOMS Impu 3TOM HMKAKOW JOIIOIHMU-
TeJIBHOVI MHMOpManmy (MMeHM II0JTb30BaTelIs, ITapoJIs, IIepexoia II0 CChIIKAM).
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3. B HacTpovikax Internet Explorer He moypkHa ObITh BKIIIOUEHA aBTOMATIYeCKasi HACTPOVIKa
npokcu-cepsepa. i mmposepkm atoro samyctute “Internet Explorer” -> menro “Cepsuc” ->
nyHKT “CBoricTBa obo3peBaTests” -> 3akianka “Ilogxmoyenns” -> kHomnka “Hacrporika cetn” -
> [MOJDKHBI OBITH cOporieHbl pitakkn “ABTOMaTm4eckoe omnpererieHne napamerpos” u “Vic-
I10JIb30BaTh CKPUIIT aBTOMAaTNYeCKOV HaCTPOVIKM .

12 TEXHUYECKAS ITOOOEPXKKA

1. TlocMoTpuTe BUI€O-MHCTPYKIIMYM Ha KaHasle Kommauuy «[Iudposele TexHosornm» B
Youtube.

2. Vsyuure pasgen “YacTo 3aj1aBaeMble BOIIPOChL” B 3TOM PyKOBOJICTBe WIV Ha HaIlleM caiiTe.
Bo3MorxHO, BaIll BOIIpoc paHee y>ke BO3HVMKaJI VI Ha HETO eCTh TOTOBOe pellieHvie VIV COBeT.

3. Ecym BBI He HaviyIeTe Hy>KHBIX OTBETOB, 3aflaliTe CBOVI BOIIPOC B TEXHWYECKYIO ITOIIEPXKKY,
IS 9ero BOCIIONIB3yTech (popMmot «Borpoc cirysxbe mopyepkki» Ha HallleM cavTe.

IIpo BO3HMKHOBeHMM Kakom-nbOo ommbku B nporpamme «KpunroAPM», HeoOxommmo
HOJTyunTh JIoT. JIor TIoMoraeT ciryOe TexHMYecKO MOoIep)KKe OIlepaTHBHO pellaTh BO3HVIK-
mIve B xofe paboThl IMporpaMMbl OMIVOKM. 11 TOro, YTOOBl €ro IIOJIyYMUTh BBIIIOJIHUTE CJle-
OyIOIVie TeVICTBVIS:

1. OrkporniTe m1aBHOE OKHO IporpaMMbl 1 BeiOepuTe «Ilomomib», 3aTeM B IIOSIBUB-
mremcst KOHTeKCTHOM MeHI0 «IlosryanTs 1or KpunroAPMa»;

@ KpwntoAPM

®aiin  lMpodunn  Hactpoiikn m

D, Kpatkoe pykoBOACTBO NONL30BATENA 2
Moanucate [Mpoeepute 3 LWng PyKOBOACTEO NONL30BATENA ImnopT
‘—‘L'._:_j Ceptndukatel PykoBoacTec nporpammucta Nbl NOKank
L) Nuuroe xpannanie cepr
= e 3 TexHu4eckan nogaepka | /muroe xp
..i_) Ceptudukartel gpyrux non bCEPTMdMK‘
P q
-{Z) MpomexyToyHbIe LEHTPEI Monyuute nor KpuntoAPMa hn
= OMEXYT]
i) [loBEpEHHbIE KOPHEBDIE L Kynute KpuntoAPM P
=) Cnucok akkpeanToBaHHbH MOBEPEHHt
£ 2ad PEA ™ YCTaHOBUTb IMLEHINIO
1-|Z| 3anpocel Ha cepTudukar
{,___; 3anpocel Ha NOAYYEHNE C O nporpamme
L;, 3anpockl Ha aHHYMpoBaHWE (OTSBIE) CEPTIPWKaTa T

2. Bsibepwurte manky, Kyga OyaeT CKOOVPOBaH JIOT OIIVOK;

3. Ilpwm ycnenrHoM 3aBepllleHUM OIlepalliy, B BEIOpaHHOV BaMU IIariKe, JOJDKEeH I0s-
BuThcsa apxus CryptoARMLog.zip c sioramu mporpammsl «KpunroAPM»;

4. HampasbTe 10T B TEXHUYECKYIO TIOIIEPXKKY.

ITonyunTh TeXHUYECKYIO HOA/IePXKKY BBl MOXeTe 110 VIHTepHeTy uepes mporpamMmy «Kpuri-
TOAPM>». 17151 3TOTO B I7ITaBHOM OKHe IIPOrpaMMEbI B BepXHeM MeHIO BbiOepuTe ITyHKT ITomork -
>0 mporpamme. Otkpoercs okHO O mporpamMme, B KOTOpOoM HakmuTe Ha KHOIIKY ITogmeprkka.
3arpysutcsa cTpaHuIia ¢ pOpMOV, 3all0JIHMB KOTOPYIO, BBl MOXeTe OTIIpaBUThL CBOV BOIIPOC B
CITy>KOY TexHIYeCKOVI TIOfJIePKKIA.
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13 Kynmurth IPOTPAMMY

Kymurs nporpammy «KpuntoAPM» Bbl MOXeTe:

1. Hemnocpencrenro B kommauum "Lindposeie TexHomornm". 11 3TOro oTmpaBbTe IVICHMO C

3alIpOCOM Ha IIOKYIIKY JIMLIEH3WI 110 aIpecy sales@trusted.ru v cleyianTe 3akKa3 Ha ngr/[—

IIMaJIbHOM camTe KoMmaHnmm. Ha aZipec I1oCTaBIIVMKa ITPOAYyKTa BBINUINTE CJIEAYIOIIVe JaH-

HbIe:

ITosHOE HasBaHMe MPOAYKTa (C YKa3aHVeM HeoOXOIMMbIX MOITyJIev)

HeobxommMoe KommyecTBo JINIIeH3U
VIMst KOHTAKTHOTO JIMIIa
Hasparxme koMmIaHmm

KouTakTHBI e-mail

2. 'V odummaneHbIx mapTtHepos KommaHmm 'Llndpossle Texnonormm" (VT-paspaborunkm,

yIOCTOBEpSIOIIVe LIeHTPBl, CICTeMHble MHTerpaTophl, MHTepHeT-MarasuHsbl). [ToiHbm cim-

COK pervoHaJIbHbIX KOMITAHUV-ITaPTHEPOB U MX KOHTaKTHYIO MHAOPMaIIMIO Bbl HavifleTe Ha

cante B pasnesie "[lapTHepsn!”.

B Teuenme 3 pabounx gHeV Iocjie OIUIATHI JIMIIEH3UN II0 IeKTPOHHOV IIoYTe BaM OyrieT

BbICJIaH JIMLIEH3MOHHBIN KJIIOY.
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14 O KOMIAHUU-PA3PABOTUMKE
Kommanms "Lindposeie TexHOIOIMM" — POCCUTICKUT pa3padoT-
YK ¥ IOCTaBIIVK IIPOTPaMMHOTI0 oOecriedeHNs B 00J1acTy 3aIllAThI I.I,H(I)pOBble
vH@OpMaIM, TeJleKOMMyHMKalum 1 VIHTepHeT-cepBrcoB. OCHOB-
HBIM HallpaBjleHreM paboTbl KOMIIaHUM SABJIAeTCs KpurTorpadude-
CKas 3aluTa MHpOpMaI:
e paspaboTka KpoccrutaTOpMeHHBIX pelleHni B ob1acT 3a-

IIIUTHI JaHHBIX,

=
=
—
(=}
<
[=)
2
(<5}
=

e BCTpaMBaHMe POCCUMCKUX CePTUPUILIMPOBAHHBIX KPUIITO-

rpadmueckx aJIrOPUTMOB B ITIPUKJIA/THBIE Y OV3HEC-TIPVITOKEHNS,
e CO3[IaHVE CUICTEM aBTOPM3ALINNL M ay TeHTU (UKL TTOJIb30BaTeIer],
e KOHCAJITMHT B 00JIaCTV MCIIOIB30BAHMS CPEIICTB KPUITTOTpacdpMIecKon 3ainThl MHPOP-
Mamyum (CK3M) B rocymapcTBeHHONM M KoMMepdeckom cpere. Ocoboe BHMMaHMe ypessgeTcs
BHEJIPEHMIO U IIPVIMEHEHWIO OTEYeCTBEHHBIX CTAHIAPTOB 3aIlUThI B POCCUIICKOVI IIPAKTHKE.

—_—gerrr 4 Kommanms "ndposere TexHomornm' wmmeer mmuensun PCH

(PAIICH) Ha HpOEKTMpOBaHWe, IPOM3BOACTBO, pacHpoCTpaHeHVe U
oOciTy’kMBaHMe CepTUdUIMPOBAHHBIX IMMQPPOBATIBHBIX CPENCTB WH-
dopMaIIMOHHBIX CHCTEM, CHICTeM ¥ KOMIUIEKCOB TeJIleKOMMYHMKAaIIN, He
CBSI3aHHBIX C 00pabOTKOV CBeIeHNI, COCTABJIAIOIVIX TOCYAapCTBEHHYIO

TaviHy.

OdunmanbHPIMM ITapTHEPAMM KOMIIAHUV SIBJISIIOTCS  BeIyIIyie
poccurickme UT-kommanvmm - "KPUITTO-TTPO", Aladdin, "Axtms" n

apyrue.

Kommanmsa "Lndposeie TexHomormm"

424033, Poccusi, Pecrry6imka Mapum i, r. Momkap-Orra, yir. Tletposa, 1.1, a/s1 67

Ob6m1me Borpocs! info@trusted.ru
Bompocs! mproOpeTenHyis mipoyKTa sales@trusted.ru

Texumueckas noagepKKa support@trusted.ru

ITonpobGHee 0 IIpOorpaMMHBIX IIPOIIyKTax ¥ pPelIeHsIX KOMIIaH Www.trusted.ru
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